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Preface

When it comes to servers, there's no more popular OS than Linux and its family of
distributions. No matter which company you work for these days, there's a good
chance at least part of their infrastructure runs some flavor of Linux.

Because of this, there's never been a better time to get into Linux system
administration and engineering (along with the tangentially related disciplines),
though I would say that, of course... being a Linux sysadmin.

This book aims to be your reference and guide for certain common tasks in the Linux
world, from the mundane and basic to the fun and complex, though anything can be
complex if you try hard enough. I hope that, while reading it, you find something
new (preferably a lot of new things) and maybe come across suggestions that you
wouldn't have come across otherwise.

We're also going to get practical in our work (because just reading about things is
boring), using virtual machines throughout to achieve our intended goals.

Who this book is for

This book is for a mixture of people, from the new and inexperienced, to the old and
grumpy (like me).

It aims to teach you the basics of what you need to know to get started, while also
introducing some real-world examples and suggesting various tips and tricks that
you may not know already.

Even if you've been using Linux for a couple of decades, I hope you'll find something
in this book that you didn't know, or find enlightening.

What this book covers

Chapter 1, Introduction and Environment Setup, explains how to set up a vanilla
environment so that you understand what Vagrant does behind the scenes, and why
we do what we do in terms of installation.

Chapter 2, Remote Administration with SSH, helps you understand the marvel that is
SSH, and how it can make your life not only easier, but significantly better.
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Chapter 3, Networking and Firewalls, covers a topic I find to be more of a pain than
any other, networking and firewalling. We're going to look at the importance of each
of these.

Chapter 4, Services and Daemons, inspects the nature of daemons, hunting them
down, and killing them when they get too power-hungry. Services are also covered in
this chapter.

Chapter 5, Hardware and Disks, covers the most treacherous part of any system, the
hardware. Here, we'll talk about the evils of disks and how you might go about
troubleshooting a physical system.

Chapter 6, Security, Updating, and Package Management, covers the stuff that makes
servers useful. Packages have to get on systems in some way, shape, or form, and
here, we'll investigate how they do it!

Chapter 7, Monitoring and Logging, explores the two topics most sysadmins groan at,
knowing they're important at the same time. We're going to look at why you need
both sensible monitoring and robust logging.

Chapter 8, Permissions, SELinux, and AppArmor, covers the innate security systems in
place on a lot of servers, no matter how painful they might be to use and configure.
Here, we'll talk about their importance.

Chapter 9, Containers and Virtualization, explores a favorite topic of mine, the
segmentation of operating systems and how you might go about accomplishing such
an arcane task.

Chapter 10, Git, Configuration Management, and Infrastructure as Code, discusses the
importance of not losing your configuration when your computer randomly dies, and
the ease with which solutions can be spun up and torn down.

Chapter 11, Web Servers, Databases, and Mail Servers, looks at some of the core
functionality servers can provide, underpinning the majority of what the internet was
invented to accomplish: communication.

Chapter 12, Troubleshooting and Workplace Diplomacy, expounds some basic
troubleshooting techniques, and contains a philosophical discussion on keeping your
head in stressful situations. The author is something of an authority on this.

Chapter 13, BSDs, Solaris, Windows, 1aaS and PaaS, and DevQOps, is a fun final chapter
on semi-related systems in the Linux world, some of which you'll definitely come
across, and some which should have been greater than they turned out to be.

[2]
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To get the most out of this book

You're going to need a computer. If you intend to work along with the examples, the
easiest way to do so is by utilizing Vagrant, which is software for building portable
development environments programmatically.

At the start of each chapter with working code, you'll find a Vagrantfile entry. This
can be downloaded from the links provided later in this preface, but it can also be
typed out if you prefer.

For the best experience, I'd recommend a computer with at least four cores and
preferably 8 GB of RAM, though you might be able to tweak each entry for your own
purposes.

This book assumes basic knowledge of moving around a Linux filesystem using the
command line.

Download the example code files

You can download the example code files for this book from your account
at www.packt . com. If you purchased this book elsewhere, you can
visit www.packt .com/support and register to have the files emailed directly to you.

You can download the code files by following these steps:

Log in or register at www.packt . com.
Select the SUPPORT tab.
Click on Code Downloads & Errata.

Enter the name of the book in the Search box and follow the onscreen
instructions.

L e

Once the file is downloaded, please make sure that you unzip or extract the folder
using the latest version of:

e WinRAR/7-Zip for Windows
e Zipeg/iZip/UnRarX for Mac
e 7-Zip/PeaZip for Linux

The code bundle for the book is also hosted on GitHub at https://github.com/
PacktPublishing/Linux-Administration-Cookbook. In case there's an update to the
code, it will be updated on the existing GitHub repository.

[31]


http://www.packt.com
http://www.packt.com/support
http://www.packt.com
https://github.com/PacktPublishing/Linux-Administration-Cookbook
https://github.com/PacktPublishing/Linux-Administration-Cookbook
https://github.com/PacktPublishing/Linux-Administration-Cookbook
https://github.com/PacktPublishing/Linux-Administration-Cookbook
https://github.com/PacktPublishing/Linux-Administration-Cookbook
https://github.com/PacktPublishing/Linux-Administration-Cookbook
https://github.com/PacktPublishing/Linux-Administration-Cookbook
https://github.com/PacktPublishing/Linux-Administration-Cookbook
https://github.com/PacktPublishing/Linux-Administration-Cookbook
https://github.com/PacktPublishing/Linux-Administration-Cookbook
https://github.com/PacktPublishing/Linux-Administration-Cookbook
https://github.com/PacktPublishing/Linux-Administration-Cookbook
https://github.com/PacktPublishing/Linux-Administration-Cookbook
https://github.com/PacktPublishing/Linux-Administration-Cookbook

Preface

We also have other code bundles from our rich catalog of books and videos available
athttps://github.com/PacktPublishing/. Check them out!

Download the color images

We also provide a PDF file that has color images of the screenshots/diagrams used in
this book. You can download it here: https://www.packtpub.com/sites/default/
files/downloads/9781789342529_ColorImages.pdf.

Conventions used

There are a number of text conventions used throughout this book.

CodeInText: Indicates code words in text, database table names, folder names,
filenames, file extensions, pathnames, dummy URLs, user input, and Twitter
handles. Here is an example: "I['ve put together the following Vagrant file for use in
this chapter."

A block of code is set as follows:

# —*— mode: ruby -*-—
# vi: set ft=ruby

SprovisionScript = <<-SCRIPT

sed —-i 's#PasswordAuthentication no#PasswordAuthentication yes#g'
/etc/ssh/sshd_config

systemctl restart sshd

SCRIPT

When we wish to draw your attention to a particular part of a code block, the relevant
lines or items are set in bold:

[vagrant@centos2 ~]$ ip a
<SNIP>
3: ethl: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc pfifo_fast
state UP group default glen 1000
link/ether 08:00:27:56:c5:a7 brd ff:ff:ff:ff:ff:ff
inet 192.168.33.11/24 brd 192.168.33.255 scope global
noprefixroute ethl
valid_1ft forever preferred_lft forever
inet6 fe80::a00:27ff:fe56:c5a7/64 scope link
valid_1ft forever preferred_lft forever

[4]
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Any command-line input or output is written as follows:

[vagrant@centosl ~]$ ssh centos2 -X

Bold: Indicates a new term, an important word, or words that you see onscreen. For
example, words in menus or dialog boxes appear in the text like this. Here is an
example: "The last thing to do from the main screen is set our INSTALLATION
DESTINATION."

0 Warnings or important notes appear like this.
8 Tips and tricks appear like this.

Sections

In this book, you will find several headings that appear frequently (Getting ready, How
to do it..., How it works..., There’s more..., and See also).

To give clear instructions on how to complete a recipe, use these sections as follows:

Getting ready

This section tells you what to expect in the recipe and describes how to set up any
software or any preliminary settings required for the recipe.

How to do it...

This section contains the steps required to follow the recipe.

How it works...

This section usually consists of a detailed explanation of what happened in the
previous section.

[5]
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There's more...

This section consists of additional information about the recipe in order to make you
more knowledgeable about the recipe.

See also

This section provides helpful links to other useful information for the recipe.

Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, mention the
book title in the subject of your message and email us
at customercare@packtpub.com.

Errata: Although we have taken every care to ensure the accuracy of our content,
mistakes do happen. If you have found a mistake in this book, we would be grateful if
you would report this to us. Please visit www.packt .com/submit-errata, selecting
your book, clicking on the Errata Submission Form link, and entering the details.

Piracy: If you come across any illegal copies of our works in any form on the Internet,
we would be grateful if you would provide us with the location address or website
name. Please contact us at copyright@packt .com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have
expertise in and you are interested in either writing or contributing to a book, please
visit authors.packtpub.com.

Reviews

Please leave a review. Once you have read and used this book, why not leave a
review on the site that you purchased it from? Potential readers can then see and use
your unbiased opinion to make purchase decisions, we at Packt can understand what
you think about our products, and our authors can see your feedback on their book.
Thank you!

For more information about Packt, please visit packt .com.
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Introduction and Environment
Setup

In this chapter, we will cover the following recipes:

¢ Understanding and choosing a distribution

e Installing VirtualBox

e Installing our chosen distribution manually

e Connecting to our virtual machine (VM)

¢ Accessing and updating our VM

¢ Understanding how VMs differ

* Quick sudo explanation

¢ Using Vagrant to automatically provision VMs
¢ Anecdote (try, try, and try again)

Introduction

Before we get into the nitty-gritty of what distribution (sometimes shortened to
"distro") we're going to use, we must first take a rather large step backwards and
consider the concept of Linux in a somewhat philosophical way.

A good description of "what Linux is" can be hard to pin down, due in no small part
to a level of confusion willfully propagated by IT professionals, because it makes
them sound much smarter than they actually are when they come to explain it.

Because you're reading this book, I'm going to assume that you know of Linux at a
high level; you know that it's an operating system (OS) like Windows or macOS, that
it's not seen much of the limelight, and that it's not generally used on the desktop.



Introduction and Environment Setup Chapter 1

This assessment is both right and wrong, depending on who you're speaking to.

Laid-back systems administrators (sysadmins) will lean back further, nod their 80s
era mohawk, and agree that Linux is an OS—and a decent one at that. They will then
go back to playing with whatever trendy software they're learning this week so that
they can try and shoehorn it into the infrastructure next week.

Self-proclaimed graybeards will stop what they're doing, sigh audibly, and pick up
their fourth cup of coffee before swiveling around to give you a lecture on the
difference between GNU/Linux (or GNU+Linux) and the Linux kernel.

A kernel is an important part of any complete OS. It's the piece of

software that sits between the hardware and the software,

performing the grunt work of translating between the two. All

operating systems will have a kernel of one sort or other, for
example, the macOS kernel is call XNU.

The lecture you receive will be tedious, will involve names such as Richard Stallman,
Linus Torvalds, and possibly even Andrew Tanenbaum, and may even take upwards
of an hour, but the main takeaway will be that Linux is the accepted name of the OS
you're learning about, while also being technically incorrect. They will say that Linux
is really just the kernel, and everything beyond that is a distribution wrapped atop
the GNU tools suite.

It is considered sensible to avoid this debate at all costs.

about the OS as a whole, and when I refer to the kernel, I'm really
talking about the Linux kernel, the development of which is

0 For the purposes of this book, when I refer to Linux, I'm talking
spearheaded by Linus Torvalds.

Understanding and choosing a
distribution

Linux, as hinted at in the preceding section, is fragmented. There's no better way to
describe this, due to the sheer number of different distributions you can download
from a multitude of different vendors. Some of these vendors are for-profit, offering
support contracts and SLAs with your purchase of their OS, and some are entirely
voluntary, manned by one person in their garage.

[81]
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There are literally hundreds of distributions to choose from, and each has their
advocate-army to tell you why theirs is "the one true distribution"” and "there's really
no reason to go shopping around for a different one."

There are also Linux distributions that have been created for specific
purposes, such as Red Star OS, the purportedly North Korean Linux
distribution.

The truth of the matter is that most businesses use the Linux distribution they do
because it was:

e The first one that popped up when the owner Googled free OS
e The one the first IT Administrator liked
¢ The one that offers a contract they can invoke when something breaks

Going through each distribution that's around at the moment would be futile, as
they're being created or abandoned on an almost weekly basis. Instead, I'm going to
run through a popular selection (in the server space, rather than the desktop), explain
some key differences, and then talk about which I'll be using for the rest of this book.

Don't be deterred if the distribution your business uses isn't one we talk about here —
most of the tooling is consistent across distributions, and where it differs,
documentation exists to help you out.

If you want to learn more about the various distributions available
to you, a site called DistroWatch (https://distrowatch.com/) has
been around for years, and offers a regularly updated list of most
Linux distributions, organized by page hit ranking.

Ubuntu

Ubuntu is the first Linux distribution I ever installed, and I'd wager the same could be
said for a lot of people who started in Linux around the mid-2000s. It's also the
distribution I'm using to write this book.

It has enjoyed consistent mindshare on the desktop, thanks to its decent attempt at
marketing (including its position in Google's rankings when searching Linux), its
perception as Linux for Human Beings, and its user-friendliness.

[91]
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Downstream from Debian, Ubuntu's development is headed by Canonical, and while
they started with an emphasis on making a rock-solid desktop OS, they have since
moved into the lofty realms of attempting to dominate the server space, and have
entered the IoT device market too.

When we say "downstream" in this sense, we mean that Ubuntu
shares a lot of its foundation with Debian, except it adds some extra
bits and takes some bits out. In the Linux world, there are few from-
scratch distributions, with most using another distribution as their
bedrock.

Known also for its cutesy naming convention (18.04 being Bionic Beaver), the fact
Ubuntu was so popular on the desktop meant it was the obvious distribution of
choice for sysadmins to install on their servers, reaching for what they were already
familiar with.

More recently, it's become increasingly common to find Ubuntu installations when
dealing with inherited systems, usually a long-term support (LTS) release (so that
confusion and headaches around OS upgrades can be avoided for a reasonable length
of time.)

Ubuntu releases on a six-monthly cycle, with every two years being an LTS release
(14.04, 16.04, and 18.04, most recently). Their numbering convention is year-released,
followed by month (so April 2018 is 18.04). It is possible to upgrade from version to
version of Ubuntu.

Canonical also aren't shy of introducing new technology and software in Ubuntu,
even when it diverges from their Debian base. Recent examples of this include the
following;:

e Snaps: A way of distributing distribution-agnostic software

o Upstart: A replacement initialization system that was later also replaced by
systemd

e Mir: A display server, which was initially conceived as a way to replace the
ageing X Window System

Ubuntu can be downloaded from nttps://ubuntu.com.
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Debian

As mentioned previously, Debian (the universal OS) is the basis for a lot of other

distributions that came later, but it has consistently been one of the most popular,
both on the desktop and on servers. It is still highly likely that you will choose to

install Debian yourself, or will inherit a system running this distribution, with its
reputation for stability.

Traditionally, the server-space war was fought between two camps, the Debian
Druids and the CentOS Cardinals. In more recent years, newcomers have entered the
fray (like Ubuntu,) but these two still hold a considerable amount of hardware to
ransom.

Releasing every two or three years, the Debian versions are named after Toy Story
characters (7—Wheezy, 8—]Jessie, 9—Stretch). They have a reputation for being one of
the most stable Linux distributions around, with tried and tested versions of software,
as well as sensibly backported fixes.

Backporting is the act of taking a fix from a recent release of
software, such as the kernel itself, and incorporating those fixes into
the version you're running, recompiling it into a new piece of
software. Features are rarely backported, due to features having the
potential to introduce more breaking changes into long-term
support distributions.

Some criticism is sometimes leveled at Debian because it generally has older versions
of packages available in its release version, which may not include all the trendy and
cool features a systems administrator wants, or a developer desires. This isn't fair,
given that people generally look for stability and security in the server world, over
the latest and greatest version of Node.js.

Debian has staunch defenders, and it holds a special place in a lot of hearts, though
it's unusual to see it in some Enterprise environments because it's developed by the
Debian Project, rather than a traditional company that can offer support contracts. In
my anecdotally dismissible experience, I have more often seen Debian in smaller
companies who needed a quick solution, and slightly larger companies who still run
some legacy systems.

[11]
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0 Debian can be downloaded from https://www.debian.org.

CentOS - the one we'll mostly be using

The other part of the traditional server-space war, CentOS features its own soldiers
and martyrs. It is still widely used, and has a reputation for stability and boredom
that rivals Debian's.

The Community Enterprise Operating System (CentOS) is a freely available and
compiled version of the Red Hat Enterprise Linux distribution, which aims to offer
functional compatibility, generally replacing the Red Hat logo with the CentOS logo
to avoid trademark infringement. (In January of 2014 it was announced that Red Hat
was joining forces with CentQOS, to help drive and invest in CentOS development.)

Because of its nature, a lot of systems administrators have installed CentOS to better
understand the Red Hat world, because (as mentioned previously) Red Hat has a
good reputation in Enterprise companies, so it would make sense to install something
so strikingly similar.

This installation trend goes both ways. I have seen companies who started out by
installing CentOS because it was readily available and allowed them to design their
infrastructure easily, utilizing publicly available and free repos, before moving to a
RHEL deployment for the finished product.

Repos is a short form way of saying repositories, which are the
common location from which software is installed on a Linux
system. Where Windows usually has downloads from websites, and
macOS has the App Store, Linux has used software repositories for

most of its life, and they have the advantage of being easily
searchable with a few keystrokes on the command line.

I'have also seen companies who deployed RHEL everywhere, only to realise that they
were spending a lot of money, and never invoking the support they'd bought because
their operations team was just that good! They would then gradually phase out their
Red Hat deployments and move to CentOS, changing very little in the process.

[12]
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Releases come about every few years, with version 7 being released in 2014, and
getting consistent updates since then. However, it should be noted that version 6,
which was released in 2011, will be getting maintenance updates until 2020.

CentOS can be downloaded from https://centos.org. We will go
through this in the installation section.

Red Hat Enterprise Linux

Red Hat Enterprise Linux, or RHEL as it's more commonly known (because it's a long
name), has a very firm footing in Enterprises. It targets the commercial space very
well, and as a result it is not uncommon to find yourself on a RHEL box, which
you've initially assumed to be a CentOS installation.

What makes RHEL different is the support offered by Red Hat, Inc. and the various
services that you can utilize if you've bought an official package.

While Red Hat still offers the source code for their distribution without question
(hence CentOS), they sell versions and packages for everything from the desktop up
to data centre installations.

There's an adage that states "no one got fired for buying IBM," which is a little dated
in this day and age, but I've heard people invoke this philosophy to describe Red Hat
on more than one occasion. No one will get fired for buying Red Hat (but you might
be asked what the benefits are of paying for something that's available for free under
another name.)

book that IBM have bought Red Hat, bringing my comment above

Beautifully, it was announced while I was in the editing stage of this
8 full circle. The universe is great sometimes.

Aside from the support, the business-like attitude that other businesses like, and the
contributions back to the community as a whole, Red Hat also offer something which
has been variously described as "a waste of time" and "crucial for this role."

[13]
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Exams are looked at with both affection and derision, depending on who you speak
to in the Linux community (as with many things, there's something of a holy war
about them). Red Hat offers two of the most popular, and many more to boot. You
can study for and become a Red Hat Certified System Administrator, followed by a
Red Hat Certified Engineer, which are widely seen as very acceptable qualifications
to have.

As a college dropout, I'm quite happy to have an RHCE qualification under my belt.

Some people see these exams as a way of getting past the first line of those hiring (as
in the people who scan your CV, and look for badges they recognize). Others see
them as proof that you know what you're doing around a Linux system due to the
fact that these exams are practical, (meaning they sit you in front of a computer and
give you a set of steps to finish.) Some people dismiss exams altogether, although
they're usually the ones who've never bothered trying the exam.

Take a look at https://www.redhat.com, taking particular note of
the various packages on offer. They do have a developer account
too, which gives you access to services you would otherwise pay for
(as long as you don't try and sneak them into a production
environment!).

Installing VirtualBox

As I'said in the previous section, I've chosen to mostly use CentOS for the recipes in
this book. Hopefully, this gives you a good baseline for learning about Linux
Administration, but also gives you a bit of a head start if you plan on going for any of
the Red Hat exams.

Instead of requiring you to have a spare laptop handy, or renting a server
somewhere, I'm going to advocate using VMs for testing and running through the
examples given.

[14]
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VMs are exactly as they sound — a way of virtualizing computer hardware on one or a
cluster of physical machines, thus allowing you to test, break, and play to your heart's
content, without risking rendering your own computer unbootable.

There are many ways of creating a VM: macOS has xhyve, Windows has Hyper-V,
and Linux has a native implementation called Kernel Virtual Machine (KVM).

most often in the Linux virtualization space. It forms the basis of
popular technologies, such as Proxmox and OpenStack, while
providing near-native speeds.

8 KVM (along with libvirt) is the technology that you will come across

Another way of creating and managing VMs is a program called VirtualBox, which is
now developed by Oracle. The nice thing about this software, and the reason I shall
be using it here, is that it's cross-platform, being produced for macOS, Windows, and
Linux.

Installing VirtualBox on Ubuntu

I'm using Ubuntu to write this book, so I'll run through the basic way of installing
VirtualBox on an Ubuntu desktop.

This will be slightly different to installing it on other distributions, but a good number
of them package it for installation, and should provide a guide for installing it.

Command-line installation

Open your Terminal and run the following:

$ sudo apt install virtualbox

won't see anything being printed to screen as you type.

8 Using sudo will generally prompt you for your password, and you

You will likely be prompted to confirm installation of VirtualBox and its
dependencies (there may be a lot—it's a complex program and if you haven't updated
in a while, you may get a few dependency updates too).

[15]
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Hit Y and Enter to continue. The following screenshot shows an example of the
installation if started from the command line:

adam@adam-XPS-13-9360: ~

File Edit View Search Terminal Help

To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.

adam@adam-XPS-13-9360:~$ sudo apt install virtualbox

[sudo] password for adam:

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following additional packages will be installed:
build-essential dkms dpkg-dev fakeroot g++ g++-7 gcc gcc-7
libalgorithm-diff-perl libalgorithm-diff-xs-perl libalgorithm-merge-perl
libasan4 libatomicl libc-dev-bin libc6-dev libcilkrts5 libdouble-conversionil
libfakeroot libgcc-7-dev libgsoap-2.8.60 libitml liblsan® libmpx2
libqt5core5a libqt5dbus5 libqt5gui5 libqt5network5 libgt5opengl5
libgtSprintsupport5 libqt5svg5 libgt5widgets5 libgt5xilextras5 libquadmath@
libsdl1.2debian libstdc++-7-dev libtsan0@ libubsan® libvncserveri1
libxcb-xinerama® linux-libc-dev make manpages-dev qt5-gtk-platformtheme
qttranslations5-110n virtualbox-dkms virtualbox-qt

Suggested packages:
menu debian-keyring g++-multilib g++-7-multilib gcc-7-doc libstdc++6-7-dbg
gcc-multilib autoconf automake libtool flex bison gcc-doc gcc-7-multilib
gcc-7-locales libgccl-dbg libgompi-dbg libitm1-dbg libatomici1-dbg
libasan4-dbg liblsan0-dbg libtsan0-dbg libubsan@-dbg libcilkrts5-dbg
1ibmpx2-dbg libquadmath@-dbg glibc-doc qt5-image-formats-plugins gtwayland5
libstdc++-7-doc make-doc vde2 virtualbox-guest-additions-iso

The following NEW packages will be installed
build-essential dkms dpkg-dev fakeroot g++ g++-7 gcc gcc-7
libalgorithm-diff-perl libalgorithm-diff-xs-perl libalgorithm-merge-perl
libasan4 libatomicl libc-dev-bin libc6-dev libcilkrts5 libdouble-conversionil
libfakeroot libgcc-7-dev libgsoap-2.8.60 libitm1l liblsan® libmpx2
libgt5core5a libgt5dbus5 libgt5gui5 libgt5Snetwork5 libqtSopengl5
libgt5printsupport5 libqt5svg5 libgt5widgets5 libgt5xllextras5 libquadmath@
libsdl1.2debian libstdc++-7-dev libtsan@ libubsan® libvncserveri1
libxcb-xinerama® linux-libc-dev make manpages-dev qt5-gtk-platformtheme
qttranslations5-110n virtualbox virtualbox-dkms virtualbox-qt

0 to upgrade, 47 to newly install, 0 to remove and 4 not to upgrade.

Need to get 63.4 MB of archives.

After this operation, 275 MB of additional disk space will be used.

Do you want to continue? [Y/n] Yl

Once done, you should have a working VirtualBox installation.

Graphical installation

If you'd like, you can also install VirtualBox through Ubuntu software.

Simply search for the software you desire, in this case, VirtualBox, and click through
to its store page.
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Once there, click Install and the package will be installed, no Terminal required!

After installation, your screen will change to show Launch and Remove options.

Installing VirtualBox on macOS

Although I'm using Ubuntuy, it's not the end of the world if you're not. macOS is a fine
OS too, and handily it supports VirtualBox.

In this recipe, we'll run through a couple of ways of installing VirtualBox in macOS.
You'll find that the layout is extremely similar, regardless of the OS you use.

Command-line installation

If you already have the command-line program brew installed, then getting
VirtualBox is as easy as running the following command:

$ brew cask install virtualbox
You may be prompted for a superuser password to complete the installation.

Homebrew is available from https://brew.sh/ and is effectively

0 the package manager that macOS needs, but doesn't have out of the

box. I can't readily recommend blindly running scripts from
mysterious websites, so be sure you understand what's being done
(read the code) before you take the plunge and install brew.

Graphical installation

Oracle also provides an installation image for macOS, if you'd like to install it in the
more traditional way.

Simply navigate to https://www.virtualbox.org/wiki/Downloads and select the OS
X hosts option.

This will prompt you to download the installer to your local system, which you can
unpack and install.

Running through the installation, you may be prompted for your superuser
password.

[17]
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Installing VirtualBox on Windows

If you're not using a Linux flavor on your computer, and you're not using macOS, it's
a good bet that you're running Windows (unless you've delved into FreeBSD on the
desktop or similar, in which case I can't help you here—we'd need an entire
afternoon).

If using Windows, I can suggest VirtualBox again, due to its cross-OS nature, and it
can again be installed from Oracle's site.

Graphical installation

Like the macOS installation, navigate to https://www.virtualbox.org/wiki/
Downloads and select the Windows hosts option:

(&) C ® { @ & https://www.virtualbox.org/wiki/Downloads

VirtualBox

Download VirtualBox

Here you will find links to VirtualBox binaries and its source code.

About

Screenshots VirtualBox binaries

Downloads By downloading, you agree to the terms and conditions of the respective license.

Documentation If you're looking for the latest VirtualBox 5.1 packages, see VirtualBox 5.1 builds. Consider upgrading.

End-user docs VirtualBox 5.2.16 platform packages

Technical docs
e =>Windows hosts
Contribute .

e Linux distrib ns

Community e =>Solaris hosts

The binaries are released under the terms of the GPL version 2.

See the changelog for what has changed.

This will download an executable that can be run.
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run multiple virtualization solutions at once. If you've previously
run Hyper-V, or Docker, and you experience issues attempting to

8 It's worth noting that Windows can complain if you're attempting to
start VirtualBox machines, try disabling your other solutions first.

Installing our chosen distribution
manually

Phew, that was a journey, and we've not even started properly!

Next, we're going to look at setting up a VM manually. But fear not! We will also be
looking at automating this procedure with Vagrant to avoid having to perform
repetitive steps in the rest of the book.

free to skip this section entirely. I have provided Vagrantfiles
throughout the rest of this book for automating the boxes we're
going to work on.

8 Seriously, if you're already well-versed in installing CentOS, feel

Obtaining our CentOS installation media

The main way Linux distributions are distributed is in the form of ISO images. These
images can then be burned onto a DVD as appropriate, or mounted for a VM to boot
from.

Head over to https://centos.org/download/ and have a look at the options on offer.

I'm going to download the Minimal ISO, for reasons that will become clear shortly.
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Clicking through should bring you to a mirror page:

64/CentOS-7-x86_64-Minimal-1

& c o (® isoredirect.centos.org/centos/7/iso

CentOS on the Web: CentOS.org | Mailing Lists | Mirror List | IRC | Forums | Bugs | Donate

hi

In order to conserve the limited bandwidth avail .iso images are not downloadable from mirror.centos.org

The following mirrors should have the ISO images available:
Actual Country -

http://mozart.ee.ic.ac.uk/Cent0S/7/isos/x86_64/Cent0S-7-x86_64-Minimal-1804.iso
http://mirrors.clouvider.net/CentOS/7/isos/x86_64/Cent0S-7-x86_64-Minimal-1804.iso
http://centos.mirroring.pulsant.co.uk/7/isos/x86_64/Cent0S-7-x86_64-Minimal-1804.iso
http://mirror.clustered.net/mirror.centos.org/7/isos/x86_64/Cent0S-7-x86_64-Minimal-1804.iso
http://mirrors.ukfast.co.uk/sites/ftp.centos.org/7/isos/x86_64/Cent0S-7-x86_64-Minimal-1804.iso
http://mirror.ox.ac.uk/sites/mirror.centos.org/7/isos/x86_64/Cent0S-7-x86_64-Minimal-1804.iso
http://mirror.cwcs.co.uk/centos/7/isos/x86_64/Cent0S-7-x86_64-Minimal-1804.iso
http://mirrors.melbourne.co.uk/sites/ftp.centos.org/centos/7/isos/x86_64/Cent0S-7-x86_64-Minimal-1804.iso
http://mirror.mhd.uk.as44574.net/mirror.centos.org/7/isos/x86_64/CentOS-7-x86_64-Minimal-1804.iso
http://mirror.as29550.net/mirror.centos.org/7/isos/x86_64/Cent0S-7-x86_64-Minimal-1804.iso
http://mirror.bytemark.co.uk/centos/7/isos/x86_64/Cent0S-7-x86_64-Minimal-1804.iso
http://anorien.csc.warwick.ac.uk/mirrors/centos/7/isos/x86_64/Cent0S-7-x86_64-Minimal-1804.iso
http://mirror.vorboss.net/centos/7/isos/x86_64/CentOS-7-x86_64-Minimal-1804.iso
http://mirrors.coreix.net/centos/7/isos/x86_64/Cent0S-7-x86_64-Minimal-1804.iso
http://mirror.netweaver.uk/centos/7/isos/x86_64/Cent0S-7-x86_64-Minimal-1804.iso
http://mirror.sax.uk.as61049.net/centos/7/isos/x86_64/Cent0S-7-x86_64-Minimal-1804.iso
http://centos.serverspace.co.uk/centos/7/isos/x86_64/Cent0S-7-x86_64-Minimal-1804.iso
http://www.mirrorservice.org/sites/mirror.centos.org/7/isos/x86_64/Cent0S-7-x86_64-Minimal-1804.iso
http://mirror.sov.uk.goscomb.net/centos/7/isos/x86_64/Cent0S-7-x86_64-Minimal-1804.iso
http://mirror.econdc.com/centos/7/isos/x86_64/CentOS-7-x86_64-Minimal-1804.iso
http://centos.mirrors.nublue.co.uk/7/isos/x86_64/Cent0S-7-x86_64-Minimal-1804.iso
http://mirror.freethought-internet.co.uk/centos/7/isos/x86_64/Cent0S-7-x86_64-Minimal-1804.iso
http://mirrors.vooservers.com/centos/7/isos/x86_64/Cent0S-7-x86_64-Minimal-1804.iso
http://repo.uk.bigstepcloud.com/centos/7/isos/x86_64/Cent0S-7-x86_64-Minimal-1804.iso

This is a bandwidth-saving measure on part of the CentOS Project by prompting the
end user to download from any number of different hosts. They can spread the cost of
bandwidth out to volunteers.
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What you tend to find is that these providers typically fall into two
categories, with exceptions. Generally, the images are provided by
universities, or hosting providers. The cynic in me thinks that the
hosting providers offer a mirror service as an easy source of
marketing, rather than some philanthropic gesture.

Choose a download location near to you, and wait for the download to complete.

You may note that one of the download options is via Torrent.
Torrenting is a great way of spreading out the cost of bandwidth to
multiple people, and allowing a small piece of the software to be
downloaded from multiple locations greatly reduces load on any
one source. However, it should be noted that some workplaces
watch out for this type of traffic on their networks due to the
reputation torrenting has.

Checking the checksum

Once downloaded (which may take a while, since even minimal is large), you will be
faced with an ISO image.

On my Ubuntu installation, I can see it in my Downloads folder:

$ 1s ~/Downloads/
Cent0OS-7-x86_64-Minimal-1804.iso

One way to confirm our installation media and ensure that we've downloaded exactly
what we expect, is to compare the Sha256 sum of the downloaded file with a known-
good value. This both proves that it's the download we expect it to be, and also
checks that no corruption has occurred during the file download.

CentOS provides a release notes page that we can visit to find the Sha256 sum we're
Comparing: https://wiki.centos.org/Manuals/ReleaseNotes.

Click through to Release Notes for CentOS 7, which should bring you to the most
recent version of the release notes.

On this page, we can scroll down to Verifying Downloaded Installation Images,
which will list the current Sha256 sums for the download images.
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Always make sure that the site you're getting your known-good
Sha256 values from is itself legitimate.

In my case, I can see that the Sha256 value for the file I just downloaded is as follows:

714acc0aefb32b7d51b515e25546835e55a90da9fb00417fbee2d03a62801lefd
CentOS-7-x86_64-Minimal-1804.iso

With this in hand, I can go back to where I listed out the file in my Terminal, and run
a basic command to check the Sha256 value of the downloaded image:

$ sha256sum CentOS-7-x86_64-Minimal-1804.iso
714acc0aefb32b7d51b515e25546835e55a90da9fb00417fbee2d03a62801lefd
Cent0OS-7-x86_64-Minimal-1804.iso

Comparing the value from the CentOS website with the value from my downloaded
image confirms that they are the same.

The media is what we expected!

Sha256 checks can also be performed on Windows and macOS. On
macOS, this is accomplished using built-in tools, though Windows
may require other software.

Setting up our VM

Now that we have our media and VirtualBox is installed, it's time to run through
manually provisioning (technical term) our machine and installing CentOS.

In this section, we will be provisioning a small VM, but even that
will come with the cost of processing power, memory, and disk
space. Always ensure that you have the appropriate resources
available for the machine you're trying to create. In this case, at least
50 GB of free drive space and a minimum of 8 GB of memory is
advisable.
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VirtualBox main window

Upon starting, you will be greeted with the VirtualBox main window. At the moment,
we're only interested in the New button in the top left. You need to click the New
button.

Next, you will be prompted to name your VM.
Call your first machine Cent0s-1.

Notice how when you name your machine, the Type and Version automatically
detects what you've typed, and reconfigures the selection as appropriate.

In this case, it gives us a Type of Linux, and a Version of Red Hat (64-bit). This is
okay because of what we said before about CentOS and Red Hat Enterprise Linux
being very close.

Hit Next.

64-bit is the architecture of the OS, though the OS you install must
be supported by the CPU you have (most CPUs these days are
x86_64.) The common architectures were generally x86 (32-bit) and
x86_64 (64-bit) for years, but more recently the x86 variant has been
dying off. The most common installations these days are x86_64,
though ARM and aarch64 machines are becoming more
commonplace. In this book, we will only be using x86_64 machines.

Now, we have to configure the amount of memory to give our machine. If you're
constrained by this, you can put it to a lower value than the default of 1024 MB (1
GB), but 1,024 MB is a reasonable place to start, and we can always adjust it later if
needed.

Now, we'll be prompted to configure the hard disk for our virtual system.
Leave the default option of Create a virtual hard disk now selected, and click Create.

You'll be prompted to choose a type. Leave the default selected, that is, VDI
(VirtualBox Disk Image).

You'll be given the option of provisioning the disk over time (Dynamically allocated)
or all in one go (Fixed size). I tend to leave it as Dynamically allocated.
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Next, you'll be prompted to choose a location and a size for the disk. I would advise
leaving the disk in the default location, and for the moment the default size of 8 GB
should be enough disk space to get started.

Hit Create.

If everything goes well, you will return to the main window, and a new VM should
be listed on the left, in the Powered Off state.

CentOS installation

Now that we have our VM, it's time to install our OS on it.

Clicking Start on the top of the main VirtualBox window, with your VM selected,
should prompt you to first select a startup disk.

I've navigated to my Downloads folder and chosen the downloaded image from
earlier.

Pressing Start will boot the machine from our media.

You will be presented with the option screen within the VM, with Test this media &
install CentOS 7 selected by default.

I'usually hit the up arrow (within the VM window) to select only Install CentOS
7 and skip the media check, though you may wish to perform the test.

might be a good idea to run a test of the media prior to installation.

8 If you're using physical media to install a machine (a DVD or CD), it

Pressing Enter will continue the installation.

You will be prompted to choose your language. I choose English, because I'm
monolingual.
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Once done, you will find yourself on the landing page of the most recent CentOS
installer:

CentOS-1 [Running] - Oracle VM VirtualBox D®O
File Machine View Input Devices Help
INSTALLATION SUMMARY CENTOS 7 INSTALLATION
Elgb Help!

LOCALIZATION

DATE & TIME KEYBOARD

Eurape/London timezone English (UK)

LANGUAGE SUPPORT
a English (United Kingdom)

SOFTWARE
INSTALLATION SOURCE SOFTWARE SELECTION
Local media Minimal Install
SYSTEM
INSTALLATION DESTINATION KDUMP
Automatic partitioning selected Kdump is enabled
9 NETWORK & HOST NAME SECURITY POLICY
6 Not connected No profile selected
Quit Begin Installation
We won't touch yeur disks until you click 'Be gin instaligtion

GWERE L Mk O @ Right Ctrl

Note the message at the bottom, suggesting that items marked with
the yellow icon need to be completed.

Because our date/time, keyboard, and language are all correct, we'll move on to the
next stages, but feel free to correct any of these settings if they're wrong for you.
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Notice that under INSTALLATION SOURCE we've got Local media selected, and
under SOFTWARE SELECTION we've got Minimal Install. This is a product of us
selecting the minimal image earlier on, and gives us a good chance to talk about
installation over the internet.

First, we need to configure our network. Click on NETWORK & HOST NAME to do
this.

You should have a single Ethernet device, provided as part of the default
provisioning step when making our VM.

Toggle the ON/OFF toggle to the right of your device name, and check that the
network values are populated in a similar way to mine:

CentOS-1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

NETWORK & HOST NAME CENTOS 7 INSTALLATION

Egb Help!

Pl Ethernet (enp0s3)

1
| —
~— Intel Corpration 82540EM Gigabit Ethernst Controller (PRO/000 MT Deskiop 2 Ethernet (enpOs3) E

# = Connected

Hardware Address 08:00:27:B4:FB:EF
Speed 1000 Mb/s
IP Address 10.0.2.15
Subnet Mask 255.255.255.0
Default Route 10.0.2.2
DNS 10.0.2.3

+ _ Configure...

Host name: | localhost.localdomain Apply Current host name:  localhost.localdomain

&R LM 3@ = Right Ctrl

VirtualBox creates a NAT network by default, meaning that your VM doesn't sit on
the exact same network as the host computer. Instead, the VM exists in a network by
itself, but with a path to the outside world (via your host machine).

Press Done in the top left to complete our network setup (for now)!
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Back on the main screen, click on INSTALLATION SOURCE:

CentOS-1 [Running] - Oracle VM VirtualBox @O

File Machine View Input Devices Help

INSTALLATION SOURCE CENTOS 7 INSTALLATION

Which installation source would you like to use?
(®) Auto-detected installation media
Device: sr0 Verif
Label: CentOS_7_xB6_64 v
() On the network:
http:f/ - Proxy setup
This URL refers to a mirrer list
Additional repositories
Name
httpi/f w
This URL refers to a mirror list
Proxy URL:
k User name
+ = @ Password
@} © @R
) Wi & Ll {3 © @] Right Ctrl

Within this screen, you can see that the auto-detected media is actually our disk
image (sr0 being Linux's denotion of the disc drive).

Change the selected radio button to be On the network.

Populate the URL bar with the following:

mirror.centos.org/centos/7/0s/x86_64/
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You should end up with the following screenshot:

CentOS-1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

INSTALLATION SOURCE = OS5 7 INSTALLATION

Which installation source would you like to use?
_) Auto-detected installation media:

Device: sr0

erify
Label: CentOS_7_xB6_64 "

®) On the network:
http:f/ - mirror.centos.org/centos/7/os/xB6_64/ Proxy setup...

[ This URL refers to a mirror list.

Additional repositories

Name

http:/] -
This URL refers to a mirror list
Proxy URL

User name;

Password.

@ERE S Ml {3 ([ Right Ctrl

Press Done in the top left.

Once you're back on the main screen, it will be indicated that your software source
has changed, and you need to verify this by entering the SOFTWARE
SELECTION window. Proceed with this.
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Have a read through the different options, but for now leave Minimal Install selected
and click Done:

CentOS-1 [Running] - Oracle VM VirtualBox

File Machine View Inpu Devices Help

2OFTWARE SELECTION CENTOS 7 INSTALLATION
K
Base Environment Add-Ons for Selected Environment
© Minimal Install [_| Debugging Tools
| Tools for debugging misbehaving applications and diagnosing performance
() Compute Node problems.
) Installation for performing computation and processing. ‘:| Compatibility Libraries
_) Infrastructure Server Compatibility libraries for applications built on previous versions of CentOS
Server for operating network infrastructure services. Linux.
_) File and Print Server "] Development Tools
File, print, and storage server for enterprises. A basic development environment.
() Basic Web Server [_] Security Tools
Server for serving static and dynamic internet content. Security tools for integrity and trust verification,
() Virtualization Host [ | Smart Card Support
Minimal virtualization host. Support for using smart card authentication.
() Server with GUI ("] System Administration Tosls
Server for operating network infrastructure services, with a GUI. Utilities useful in system administration.

(") GNOME Desktop
GNOME is a highly intuitive and user friendly desktop environment.

C ) KDE Plasma Workspaces
The KDE Plasma Waorkspaces, a highly-configurable graphical user interface
which includes a panel, desktop, system icons and desktop widgets, and
many powerful KDE applications.

[ | Development and Creative Workstation
Workstation for software, hardware, graphics, or content development.

@ & W {3 & Right Ctrl

The last thing to do from the main screen is set our INSTALLATION
DESTINATION. Click through to this screen.

Have a read of the options, but for now we're not going to bother with changing the
default partition layout, or encrypting our disk. You should also see that the default
selected disk is our 8 GB VirtualBox one.
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Click Done (you shouldn't have had to make any changes, but the installer makes you
enter this screen at the very least):

CentOS-1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

INSTALLATION DESTINATION C 7 INSTALLATION
Done Help!

Device Selection
Select the device(s) you'd like to install to. They will be left untouched until you click on the main menu's "Begin Installation" button.
Local Standard Disks

8192 MiB
ATA VBOX HARDDISK
sda / 8192 MIB free
Disks left unselected here will not be touched,
Specialized & Network Disks
=
Add a disk...
Disks left unselected here will not be touched,
Other Storage Options
Partitioning
® | Automatically configure partitioning. | will configure partitioning

|:| | would like to make additional space available

Encryption
|:| Encrypt my data. You'll set a passphrase next
b
Full disk summary and boot loader.. 1 disk selected; 8192 MIB capacity; 8192 MiB free Refresh..

L& o M {2 (@) Right Ctrl

We've finally finished our (fairly basic) configuration. Hit the Begin Installation
button at the bottom of the main screen.

[30]



Introduction and Environment Setup Chapter 1

You'll see the installation begin, and will be given the following screen while you

wait:
CentOS-1 [Running] - Ora'kle VM VirtualBox -
File Machine View Input Devices Help
CONFIGURATION CENTOS 7 INSTALLATION
B gb Help!

CentOS

USER SETTINGS

ROOT PASSWORD @  usercreaTiON
Root password is not set ‘ No user will be created

™ Starting package installation process

CentQOS Core SIG

Produces the CentOS Linux Distribution.

wiki.centos.org/SpecialinterestGroup:

-

e o L {3 © @] Right Ctrl

Click on the options at the top in turn, setting a root password and creating a user.

The root user is akin to the administrator on a Windows system; it's
all-powerful and can be dangerous in the wrong hands. Some
distributions don't even prompt you to set a root password on
installation, making you use your own user and su or sudo instead.

[31]



Introduction and Environment Setup Chapter 1

When making your user, flag them as an administrator too:

CentOS-1 [Running] -pracle VM VirtualBox
File Machine View Input Devices Help

CREATE USER CENTOS 7 INSTALLATION |
Full name Adam Dean
User name adam

Tip: Keep your user name shorter than 32 characters and do not use spaces

[ Make this user administrator

[¥ Require a password to use this account
Password

Empty

Confirm password | |

Advanced...

ek o0 i3 O [ Right Ctrl

Clicking Done will take you back to the installation progress screen, where you may
be prompted through the rest of the installation, and eventually get asked to reboot
into your freshly installed system.

No sane person should ever have to produce that many screenshots.

Accessing and updating our VM

Now that we have our installed VM, we're going to log in and have a quick poke
around.
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Logging in from the VirtualBox window

Clicking into our VM, as we did during installation, will allow us to type at the login
prompt:

CentOS-1 [Running] - Oracle VM Virtu... ® @ ©

File Machine View Input Devices Help

Cent03 Linux ? (Core)
Kernel 3.18.8-862.e17.x86_64 on an xB6_b4

localhost login:

o ol {3 (2 (] Right Ctrl

We're going to use the user we created at installation time, rather than root.
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Note that you also get a bit of information on login attempts since your last login. In
this case, I failed my first attempt at logging in, and it tells me this:

' CentOS-1 [Running] - Oracle VM Virtu... ® & © |

File Machine View Input Devices Help

CentD3 Linux ? (Core)
Kernel 3.1A.8-862.el?.xB6_64 on an =xB6_64

localhost login: adam

Password:

Last failed login: Mon Aug 6 15:83:59 BST 26818 on ttyl

There was 1 failed login attempt since the last successful login.
[adamPlocalhost ~15 _

o o P {3 (2 (=] Right Ctrl

Congratulations — you've installed CentOS!

It's very rare to find a Linux server with a graphical user interface
(GUI) installed, though it does happen. Of the thousands of servers
I've worked with, I can count the number of times I've come across a
GUI on one hand. It's usually cause for momentary confusion and
distress, before concluding that someone had to have installed the
GUI by accident — there can be no other explanation.

Before we go further, we're going to run a quick command to find the IP address of
our machine:

$ ip a
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ip aisashorthand way of typing ip address which we will cover
more later.

This gives us a lot of network information, but crucially it gives us the inet address
of our network interface, 10.0.2.15:

CentOS-1 [Running] - Oracle VM Virtu... ® & ©

File Machine View Input Devices Help

[adamP@localhost ™1 P
1: lo: <LODPBACK,UP,LOWER_UF> mtu 65536 gdisc noqueue state UNKNOWN group defaul
t glen 1888
link~loopback BB:AB:00:06:868:880 brd 0B :00:80:80:60:88
inet 127.8.8.1-8 scope host lo
valid_1ft forever preferred_Ift forever
inetb ::1-128 scope host
valid_I1ft forever preferred_Ift forever
Z: enpBs3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1588 gdisc pfifo_fast state UP
group default glen 1888
links/ether B8:88:27:b4:fb:ef brd fE:ff:FF:fF:£L:FF
inet 18.8.2.15-24 brd 18.8.2.255 =scope global noprefixroute dynamic enpBs3
valid_1ft 85938sec preferred_1ft 85938sec
inett fe8B8::4chbd:b2a9:77f1:db26-64 scope link noprefixroute
valid_I1ft forever preferred_Ift forever
[adamPlocalhost ~15 _

o o P {3 (2 (=] Right Ctrl

Logging in from the host Terminal

Because using the VirtualBox interface is somewhat cumbersome (making things such
as copy and paste tricky), it makes sense that there's a more elegant way to connect
and interact with our machine.

Secure Shell (SSH) is the tool we're going to use for this, as it provides a fast and
secure way of connecting to remote machines.
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Native SSH clients are available for macOS and all Linux
distributions. Windows has made some progress in the area too,
though I'm to understand that the easiest way of using SSH on
Windows is still to download a program called PuTTY.

to this world, only it's generally faster to use, owing to the fact it's
not got to stream a graphical connection at you. SSH is entirely text-

8 Think of SSH as a Windows Remote Desktop Protocol. If you're new
based.

Using our IP address from a moment ago, we're going to try and SSH to our VM,
from our host (the machine you're running VirtualBox on:)

$ ssh adam@10.0.2.15
ssh: connect to host 10.0.2.15 port 22: Connection refused

Oh no! Something is off!

We haven't connected, and the connection was apparently refused!

Making sure sshd is running

First, we're going to make sure that the server component of sshd is running by
logging onto our VM in VirtualBox and running the following;:

$ sudo systemctl enable sshd
$ sudo systemctl start sshd

You should be prompted (at least once) for your user password that we set earlier.

What we're doing is enabling the sshd service to start when the server is booted with
the first command, and starting it right now with the second (so that we don't have to
reboot the VM).

Making sure that VirtualBox lets us through

Just starting sshd isn't enough to get us connecting to the VM from the host — we also
have to set up some Port Forwarding for the VirtualBox NAT network.

Port Forwarding is the method of manually specifying how traffic is
to traverse a NAT'd network. If you were playing Diablo 2 or
Warcraft III in the mid-2000s, you may have had great fun trying to
get Port Forwarding working with your home router.
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From the main VirtualBox window, highlight your VM and click Settings at the
top. Head to the Network section and click the arrow by Advanced to drop down a

larger section. Click Port Forwarding:

CentOS-1 - Settings (X

[ General Network
HJ System
Display
—

@ Storage

@3 Audio

P Network

Adapter 1

@ Serial Ports

& usB

[l Shared Folders
[F=] user Interface

Attached to: NAT

— ¥ Advanced

V' Cable Connected

Port Forwarding

% Cancel |/OK|

In the new window that's popped up, click to add a new rule on the right, and
populate it with the settings from the following screenshot, substituting your Guest

IP if it differs:

Port Forwarding Rules (%)

Name Protocol Host IP Host Port
SSH to CentOS-1 TCP 127.0.0.1 2222

Guest IP
10.0.2.15

Guest Port €
22

% Cancel
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Notice that we're effectively mapping 127.0.0.1:2222 on our host to
10.0.2.15:22 on our guest. We've set it up so that any connection attempt made to
the localhost address of our host machine, on port 2222, gets forwarded to the VM
on port 22.

2222 in the example given is entirely random - it could be 8222,
5123,2020, and so on. I chose 2222 for convenience. You shouldn't
attempt to use ports lower than 1024 for this sort of thing, as these
are restricted to root-only access.

We can now try our SSH command again, tweaked for what we've just set up:

$ ssh adam@127.0.0.1 -p2222

The authenticity of host '[127.0.0.1]:2222 ([127.0.0.1]:2222)' can't
be established.

ECDSA key fingerprint is

SHA256 : M2mQKN540Jg3B11sjJGmbfF/G69MN/Jz/koKHSaWAuU.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '[127.0.0.1]:2222' (ECDSA) to the list of
known hosts.

adam@127.0.0.1's password:

There are some things to break down about this command.

I've specified the username by using adam@ and I've told SSH to try connecting to the
localhost address 127.0.0.1, along with the port we've chosen, that is, 2222.

We're presented with the fingerprint of the host, which we'll talk more about later,
and which we accept.

We're then prompted to log in, using the password we set up in the VM, for our user:

Last login: Mon Aug 6 15:04:26 2018
[adam@localhost ~]1$

Success!

We can now work on our VM as if it were a real server —just be mindful to make sure
that you're on your VM when running any commands.
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Updating our VM

Now that we've got access to our machine, we're going to run one command to make
sure that we've got the latest version of all the installed software:

$ sudo yum update

When run, you may be presented with a long list of software to update. Typing Y for
confirmation and hitting Enter will work through the upgrade of this software, as well
as any dependent software that's needed. You may also be prompted to accept new or
updated GPG keys.

GPG is a book by itself — not an exciting book, but certainly a book.

If you've upgraded software that's constantly running, such as an
Apache web server, it can be a good idea to schedule a restart of that
service to make sure that the newer version is in use.

As a rule of thumb, the only things that should require a full system reboot after
being updated are the kernel and the init (initialization) system. This is a stark
difference to Windows, where rebooting seems to be what the OS is designed to do,
and actual work is just a by-product.

In my case, my kernel got updated. I'm able to confirm this by doing the following.
First, we list the installed versions of the kernel package:

$ yum info kernel
Loaded plugins: fastestmirror
Loading mirror speeds from cached hostfile
* base: repo.uk.bigstepcloud.com
* extras: mirror.sov.uk.goscomb.net
* updates: mirrors.melbourne.co.uk
Installed Packages

Name : kernel

Arch : x86_64

Version : 3.10.0

Release : 862.el7

Size : 62 M

Repo : installed

From repo : anaconda

Summary : The Linux kernel
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URL http://www.kernel.org/
Licence GPLv2
Description The kernel package contains the Linux kernel (vmlinuz),

the core of any

Linux operating system. The kernel handles the basic

functions
of the operating system: memory allocation, process
allocation, device
input and output, etc.
Name kernel
Arch x86_64
Version 3.10.0
Release 862.9.1.el7
Size 62 M
Repo installed
From repo updates
Summary The Linux kernel
URL http://www.kernel.org/
Licence GPLv2
Description The kernel package contains the Linux kernel (vmlinuz),

the core of any

functions

allocation,

Linux operating system. The kernel handles the basic

of the operating system: memory allocation, process

device

input and output, etc.

Then, we check the version of the kernel currently in use, using uname:

$ uname -a
Linux localhost.localdomain 3.10.0-862.el7.x86_64 #1 SMP Fri Apr 20
16:44:24 UTC 2018 x86_64 x86_64 x86_64 GNU/Linux

We can see from this that we're running version 3.10.0-862.e17, but we have
3.10.0-862.9.1.el17 too

Rebooting the system causes the newer kernel to be selected at boot time, and
running uname again shows a different result:

$ uname -a
Linux localhost.localdomain 3.10.0-862.9.1.el17.x86_64 #1 SMP Mon Jul
16 16:29:36 UTC 2018 x86_64 x86_64 x86_64 GNU/Linux

Huzzah - we're running the newer kernel!
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Understanding how VMs differ

Earlier, we started talking about VMs and what they are. We're now going to look at a
couple of ways of working out if we're in a VM, from inside the machine itself.

I would generally do this if I'd got a new virtual private server (VPS) from a hosting
provider, and wanted to know what software was being used to virtualize my new
machine.

dmidecode

One of my favourite tools, dmidecode, can be used to dump a computer's desktop
management interface (DMI) table. In practice, this means that it can be used to find
out what kind of hardware you're running in a machine.

This command requires root access, so we'll be using sudo throughout these
examples.

First, we're going to list the valid types we can pass to dmidecode:

$ dmidecode --type
dmidecode: option '——-type' requires an argument
Type number or keyword expected
Valid type keywords are:

bios

system

baseboard

chassis

processor

memory

cache

connector

slot

Starting at the top, we're going to use bios and see if it gives us anything useful:

$ sudo dmidecode —--type bios

# dmidecode 3.0

Getting SMBIOS data from sysfs.
SMBIOS 2.5 present.

Handle 0x0000, DMI type 0O, 20 bytes
BIOS Information

Vendor: innotek GmbH

Version: VirtualBox
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Release Date: 12/01/2006

Address: 0xE0000

Runtime Size: 128 kB

ROM Size: 128 kB

Characteristics:

ISA is supported

PCI is supported

Boot from CD is supported

Selectable boot is supported

8042 keyboard services are supported (int 9h)
CGA/mono video services are supported (int 10h)
ACPI is supported

Instantly, we can see VirtualBox next to Version, which is a pretty strong hint that
we're dealing with a VM.

Next, we will choose something else, system:

$ sudo dmidecode —--type system
# dmidecode 3.0

Getting SMBIOS data from sysfs.
SMBIOS 2.5 present.

Handle 0x0001, DMI type 1, 27 bytes
System Information
Manufacturer: innotek GmbH
Product Name: VirtualBox
Version: 1.2
Serial Number: 0
UUID: BDC643B8-8D4D-4288-BDA4-A72F606CDOEA
Wake—-up Type: Power Switch
SKU Number: Not Specified
Family: Virtual Machine

Again, the Product Name seen here is VirtualBox, and the Family is Virtual
Machine, both of which are pretty damning pieces of evidence.

Lastly, we're going to look at the Chassis Information:

$ sudo dmidecode --type chassis
# dmidecode 3.0

Getting SMBIOS data from sysfs.
SMBIOS 2.5 present.

Handle 0x0003, DMI type 3, 13 bytes
Chassis Information
Manufacturer: Oracle Corporation
Type: Other
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Lock: Not Present

Version: Not Specified
Serial Number: Not Specified
Asset Tag: Not Specified
Boot—-up State: Safe

Power Supply State: Safe
Thermal State: Safe

Security Status: None

Oracle corporation is, again, a significant piece of information that leads us to believe

we're in a virtualized environment.

If we don't want a lot of other information, we can fine-tune our search using
dmidecode's -s option.

Running this option without an argument outputs a list of potential arguments we

can use:

$ sudo dmidecode -s
dmidecode: option requires an argument —- 's'
String keyword expected
Valid string keywords are:
bios-vendor
bios-version
bios-release-date
system—manufacturer
system—product—-name
system—-version
system—-serial—-number
system—uuid
baseboard-manufacturer
baseboard-product-name
baseboard-version
baseboard-serial—-number
baseboard—-asset-tag
chassis-manufacturer
chassis-type
chassis-version
chassis—serial—-number
chassis—asset-tag
processor—-family
processor—-manufacturer
processor-version
processor—-frequency
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Here, we can instantly see bios-version, and as we know from earlier, it should be
VirtualBox:

$ sudo dmidecode -s bios-version
VirtualBox

These types of short-output commands are very useful for scripting, where
succinctness is sometimes desirable.

dmidecode is usually installed by default, at least on Ubuntu and
CentOS installations.

Ishw

Should dmidecode not be available, you can also make use of 1shw, a command for
listing hardware. Again, it makes use of the DMI table on a device.

Very quickly, we can use a format option of 1shw to show the bus information of a
system:

$ sudo lshw -businfo
Bus info Device Class Description

system VirtualBox

bus VirtualBox

memory 128KiB BIOS

memory 1GiB System memory

cpu@0 processor Intel(R) Core(TM) i7-7500U CPU @ 2.70GHz
pci@0000:00:00.0 bridge 440FX - 82441FX PMC [Natoma]
pci@0000:00:01.0 bridge 82371SB PIIX3 ISA [Natoma/Triton II]
pci@0000:00:01.1 scsil storage 82371AB/EB/MB PIIX4 IDE
scsi@1:0.0.0 /dev/cdrom disk CD-ROM
pci@0000:00:02.0 display VirtualBox Graphics Adapter
pci@0000:00:03.0 enp0s3 network 82540EM Gigabit Ethernet Controller
pci@0000:00:04.0 generic VirtualBox Guest Service
pci@0000:00:05.0 multimedia 82801AA AC'97 Audio Controller
pci@0000:00:06.0 bus KeylLargo/Intrepid USB

usb@l usbl bus OHCI PCI host controller
pci@0000:00:07.0 bridge 82371AB/EB/MB PIIX4 ACPI
pci@0000:00:0d.0 scsi2 storage 82801HM/HEM (ICH8M/ICH8M-E) SATA
Controller [AHCI mode]

scsi@2:0.0.0 /dev/sda disk 8589MB VBOX HARDDISK

scsi@2:0.0.0,1 /dev/sdal volume 1GiB Linux filesystem partition
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scsi@2:0.0.0,2 /dev/sda2 volume 7167MiB Linux LVM Physical Volume
partition

input PnP device PNP0303

input PnP device PNP0£03

This gives us information that instantly suggests a VM, such as the system, bus, and
display entries.

We also have an easy-to-read breakdown of the classes available, meaning that we
can query those directly, starting with disk in this example:

$ sudo lshw -c disk
*—cdrom
description: DVD reader
product: CD-ROM
vendor: VBOX
physical id: 0.0.0
bus info: scsi@l1:0.0.0
logical name: /dev/cdrom
logical name: /dev/sr0
version: 1.0
capabilities: removable audio dvd
configuration: ansiversion=5 status=nodisc
*—disk

description: ATA Disk
product: VBOX HARDDISK
vendor: VirtualBox
physical id: 0.0.0
bus info: scsi@2:0.0.0
logical name: /dev/sda
version: 1.0
serial: VB5cbf266c—-3015878d
size: 8GiB (8589MB)
capabilities: partitioned partitioned:dos
configuration: ansiversion=5 logicalsectorsize=512

sectorsize=512 signature=000b6a88

Alternatively, if we think that's too much information, we could query the system
class:

$ sudo lshw —-c system
localhost.localdomain
description: Computer
product: VirtualBox
vendor: innotek GmbH
version: 1.2

serial: 0

width: 64 bits
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capabilities: smbios-2.5 dmi-2.5 vsyscall32
configuration: family=Virtual Machine uuid=BDC643B8-8D4D-4288-BDA4-
AT72F606CDOEA

Quick sudo explanation

In the various commands that were given in the preceding recipe, we used sudo
repeatedly. This was so that we didn't have to log in as the root user to perform
various restricted actions.

sudo is a contraction of 'superuser do' because sudo used to be used
for running commands as the "superuser" only, nowadays you can
use it to run commands as various users.

Generally, if you attempt to run a command that you lack permissions to complete
successfully, you'll be greeted with an error:

$ less /etc/sudoers
/etc/sudoers: Permission denied

Here, I tried to have a look at the /etc/sudoers file, which also happens to be the
file that determines a user's sudo privileges.

Running this command with sudo is a different story. Instead, it opens the file for me,
dropping me into the less pager.

Toward the bottom of this file, we find the following block:

## Allows people in group wheel to run all commands
%$wheel ALL=(ALL) ALL

The wheel portion of this block is uncommented, and the text above that tells us what
that means.

So, the obvious next question is, am I in the wheel group?

The term wheel has ancient origins in old-school UNIX installations.
These, days it might be called admin or other. CentOS keeps it
classic by using wheel.
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Thankfully, this is very easy to check - the file in question is always in the same
place: /etc/group.

Here, we print the contents of the group file to our screen, and look specifically for
wheel.

We see the following layout:

group_name:password:GID:user_list

We can see that the group_name is wheel, the password is a lower x, which means
that shadow passwords are being used, the group ID is 10, and the only user in this
group is myself:

$ sudo cat /etc/group | grep wheel
wheel:x:10:adam

We can even do this with a single word, that being the groups command, which
prints the groups that your current user is a member of:

$ groups
adam wheel

Being granted the ability to run superuser commands with sudo isn't the immediate
right of everyone on the system, and it's up to the individual company and
administration team to decide how that power is distributed.

There are places where everyone in operations has the power of sudo, and places
where one person has that power.

Using Vagrant to automatically provision
VMs

Going through the tedium of installing a new VM every time you want to test
something new, or create a sandbox to work in, can get old fast.

Because of this, various administrators and developers have come up with solutions
that make provisioning a VM (or several) a breeze.
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If we take a moment to think about the advantages of this approach, it's easy to
highlight just a few benefits of automated VM provisioning;:

e It eliminates the time it takes to manually type answers into a VM window.

e It allows for the automated running of software tests in a development
environment.

e It allows for the sharing of text files that act as recipes for how to build a
VM, rather than the shifting of large VM images from station to station.
This is a form of Infrastructure as Code (IaC).

Kickstart

One method of automating the deployment of boxes are kickstart files, which are
frequently used in large deployments to automatically answer the questions that the
installer asks the user.

If you take a look in the /root / folder of a CentOS VM, there's a good chance you'll
find a file called anaconda-ks. cfg, which is effectively the kickstart file for the
manual steps you took when installing the machine (anaconda being the name of the
installer).

These files are tweaked, or written from scratch, and then hosted on a web server, on
an installation network, ready to be picked up by an unconfigured machine.

Vagrant

Locally, kickstart files aren't really practical, and they're not quick to work with. We
need something that can be set up quickly and easily, but which is also very
powerful.

Enter vagrant.

Developed by Hashicorp as an open source piece of software, Vagrant can be used for
automatically provisioning VMs, and even whole development environments.

Typically, somewhere, you might find a Vagrant file (the name of the core
Vagrant... file...) is in a repository of some in-house application.
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The developers working on the application pull down the repository to their local
machine, and use the Vagrant configuration file to spin up a local development
environment, which they can then use to test code changes or feature additions
without utilizing expensive development environments.

Vagrant is available for macOS, Linux, and Windows.

On my Ubuntu host, I install Vagrant like so:

$ sudo apt install vagrant

There's quite a few dependencies, totalling around 200 MB of used disk space
afterwards.

Ubuntu's packages are reasonably up to date, so we get a recent version:

$ vagrant --version
Vagrant 2.0.2

I'm quite particular about where I keep my files, so I'm going to create a dedicated
folder called vagrant in my home directory, which I'll use for working with my
Vagrant VMs:

$ 1s
Desktop Downloads Pictures snap Videos
Documents Music Public Templates 'VirtualBox VMs'

$ mkdir Vagrant
$ cd Vagrant/

Next, we will initialize a new Vagrant £ile. The following command will do this
automatically:

$ vagrant init
$ 1s
Vagrantfile

Have a look in the Vagrant file, but don't make any changes yet. You'll see that a lot
of the options are listed, but commented out by default. This is a good way of
introducing you to what Vagrant is capable of.
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Note that, by default, Vagrant will attempt to use a box called base, but will also
prompt you to look at https://vagrantcloud.com/search for other boxes:

# Every Vagrant development environment requires a box. You can
search for

# boxes at https://vagrantcloud.com/search.

config.vm.box = "base"

Doing a search for CentOS on vagrantcloud reveals a nice default box we can use:
https://app.vagrantup.com/centos/boxes/7.

It also lists the providers that the box can be provisioned under. VirtualBox is one of
them, meaning it will work in our installation.

We need to change our Vagrantfile to point at this box. From the folder in which
your Vagrant file exists, run the following:

$ sed -i 's#config.vm.box = "base"#config.vm.box = "centos/7"#g'
Vagrantfile

We've just used sed (a common tool for editing text on the command line, either in
files or on standard out) with the -i option, to modify our Vagrantfile in-place.
Opening the file now will show us that the base line has changed to point to
centos/7 instead.

Now, we can provision our VM with another simple command:

$ vagrant up
Bringing machine 'default' up with 'virtualbox' provider...
==> default: Box 'centos/7' could not be found. Attempting to find and
install...

default: Box Provider: virtualbox

default: Box Version: >= 0
==> default: Loading metadata for box 'centos/7'

default: URL: https://vagrantcloud.com/centos/7
==> default: Adding box 'centos/7' (v1804.02) for provider: virtualbox

default: Downloading:
https://vagrantcloud.com/centos/boxes/7/versions/1804.02/providers/vir
tualbox.box
==> default: Successfully added box 'centos/7' (v1804.02) for
'virtualbox'!
<SNIP>

default: No guest additions were detected on the base box for this
VM! Guest

default: additions are required for forwarded ports, shared
folders, host only

default: networking, and more. If SSH fails on this machine,
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please install
default: the guest additions and repackage the box to continue.
default:
default: This is not an error message; everything may continue to

work properly,
default: in which case you may ignore this message.
==> default: Rsyncing folder: /home/adam/Vagrant/ => /vagrant

All being well, your VM image will start to download from vagrantcloud, and your
box will spin itself up in VirtualBox.

We can even see our VM in the VirtualBox main window:

Oracle VM VirtualBox Manager

File Machine Help

* 4 > . W
New Settings Show Machine Tools | | Global Tools
E CentOS-1 Welcome to VirtualBox!
@ Powered Off - . . )
The left part of this window lists all virtual machines and vJo
m‘, Vagrant__default_1533633354241_2... virtual machine groups on your computer. -
= Running The right part of this window represents a set of tools which

are currently opened (or can be opened) for the currently
chosen machine. For a list of currently available tools check
the corresponding menu at the right side of the main tool bar
located at the top of the window. This list will be extended
with new tools in future releases.

You can press the F1 key to get instant help, or visit
www.virtualbox.org for more information and latest news.

Details

Tool to observe virtual machine (VM) details. Reflects groups of properties for the @
currently chosen VM and allows basic operations on certain properties (like the

machine storage devices).

Snapshots

Tool to control virtual machine (VM) snapshots. Reflects snapshots created for the —
currently selected VM and allows snapshot operations like create, remove, restore
(make current) and observe their properties. Allows to edit snapshot attributes like

name and description.

Taking a look under Settings | Network and Port Forwarding shows how Vagrant
also automatically sets up access for the NAT's network, in a very similar way to the
manual way we did.

We can also connect to our new VM using a built-in Vagrant shortcut:
$ vagrant ssh

Last login: Tue Aug 7 09:16:42 2018 from 10.0.2.2
[vagrant@localhost ~]1$
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This means that we've provisioned and connected to a VM in four commands, in
summary:

$ vagrant init

$ sed -i 's#config.vm.box = "base"#config.vm.box = "centos/7"ig’
Vagrantfile

$ vagrant up

$ vagrant ssh

[vagrant@localhost ~]$

We can also destroy any VMs we create from within the same folder that we ran
against our Vagrant file using one command:

$ vagrant destroy

I wrote about manually setting up the VM with VirtualBox (and
took all those screenshots) first, because it's good to get into the
habit of learning about how things are done manually prior to
automating the tedious bits. This same rule can be applied to most
software, because even when it takes longer, knowing how
something works under the hood makes troubleshooting much
easier later on.

Anecdote - try, try, and try again

You will find that in your career the concept of holy wars is dominant, and every new
generation of technology has its apologists and opponents. This is not least seen in the
distribution-wars, which has tribal factions staunchly defending their OS of choice. If
you ever find yourself in the position of choosing which distribution to install for a
company or project, take into consideration everything you've read here, and do your
own reading around before blindly accepting one person's opinion as truth.

That's not to say you should become tribal yourself — I've installed all of the preceding
distributions at one time or another, the first of which was Ubuntu.

Back in 2005, I learned about this thing called Linux.

Before then, I'd known Macs my entire life, as it was the brand my dad had decided
upon. I'd also cobbled together a single Windows machine for the purpose of playing
Diablo, though I can't say I ever enjoyed using the OS itself.
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Everything changed when I spotted a computer magazine on holiday, and ended up
flipping through the various pages until I landed on a piece about Linux, which
captured my imagination immediately. Something different and quirky appealed to
my rebellious attitude, and as a result I ended up burning this thing called Ubuntu to
a CD (or several).

Back then, Canonical would freely send you Ubuntu CDs if you requested them, but I
was impatient, and burning disks was quicker.

I made a backup of everything I cared about on my computer, and set about working
my way through my first installation once I'd worked out exactly how to boot from a
CD. By all accounts it went well, and though I had to nip to another computer
occasionally (no smartphones, remember) to look up what certain options meant, I
eventually had a shiny new desktop OS installed.

The trouble started around this time.

My wireless card didn't work, the graphics seemed sluggish, and I ran a single update
before rebooting, which landed me not on a desktop, but at a command-line interface.

I had never seen a command-line interface before.

To this day, I have no idea how I ever managed to get a functional OS on that box,
and I was forever fighting a program called NdisWrapper to get my wireless to work,
or installing proprietary (though I didn't know the word at the time) graphics drivers,
which would break as soon as you upgraded the kernel (though again, I had no idea
that was what was happening at the time).

I somehow plodded along, soon getting bored of Ubuntu when I discovered different
distributions, and spending the next few months with a different desktop every week.
I distinctly remember running through Ubuntu, Debian, Fedora, OpenSUSE, and a
very, very early attempt at installing Gentoo, which I gave up on after about five
minutes.

I ended up on forums frequently, painstakingly copying errors into Google to try and
find other people who'd had the issues I was experiencing, and often discovering a
post where the poster had inconveniently announced they'd Fixed It! without
actually providing the solution they'd used.

All of this, as irritating as it was to me at the time, was a learning experience, and I
think my love of Linux and computing in general can be traced back to the first time I
installed Ubuntu. Prior to that date, computers had been games machines and that
was it.
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Soon, I was using Linux Mint to bypass the school firewall, booting to a Live USB
drive, and ignoring all the feeble attempts at blocking that the school IT department
had enabled (for some reason, they believed Windows was the only OS in existence). I
still don't quite know how this worked, but the point was that it did.

Between bouts of World of Warcraft, Linux was something I tinkered with for years,
keeping up on the latest releases and installing other distributions to try
("distribution-hopping" frequently). I broke things, fixed them, got angry with Linux,
got angry with computers in general, but on the whole, I slowly improved.

Fast forward a little while and generally bad school results meant I bailed out without
finishing college, or going to university. I had very little in the way of qualifications,
but still had something of an aptitude for computing. I found and went on a course
that lasted a few months and resulted in a couple of noddy Microsoft certifications,
but which ultimately meant that I had a sparse CV that I could start submitting to
companies.

I was called by and went for an interview with a hosting provider based in
Manchester, and met with the man who's now the CTO. The interview was weird,
with us variously discussing taking computers apart, a bit of Linux, and a lot of
Counter Strike, as it turned out he'd played a lot in years past. I left feeling nervous,
but fairly amused at how it had gone.

Upon returning, after being called back in, I was fairly stunned to get offered the job
of Data Center Engineer, which while not a Linux-focused position, was more than I
could have hoped for given my level of education. It made me incredibly happy to be
employable, and I'm forever grateful to that company and interviewer for giving me a
chance.

The takeaway I'd like to present from this is that Linux is fairly great — it can give
even the most academically illiterate of us a decent career, and it's so vibrant and
forever evolving that there's always something new to learn. I've met some great
people, and learned some fascinating things on my journey, a lot of which I hope to
pass on in these pages.

I hope you find the rest of this book informative, whether you're a newcomer to Linux
administration, or you're someone experienced that's just checking for tips and tricks
you might not know.
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Remote Administration with
SSH

The following recipes will be covered in this chapter:

¢ Generating and using key pairs with ssh-keygen
e SSH client arguments and options

e Using a client-side SSH configuration file

e Modifying the server-side SSH configuration file
e Rotating host keys and updating known_hosts
¢ Using local forwarding

¢ Using remote forwarding

¢ ProxyJump and bastion hosts

e Using SSH to create a SOCKS Proxy

¢ Understanding and using SSH agents

¢ Running multiple SSH servers on one box

Introduction

In the first chapter, we SSH'd to our VM using one command:

$ ssh adam@127.0.0.1 -p2222

adam@127.0.0.1's password:

Last login: Mon Aug 6 17:04:31 2018 from gateway
[adam@localhost ~]$
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In this chapter, we're going to expand on this, looking at making connecting easier
with SSH key pairs; running over the security benefits of SSH; making changes to
both the client and server side configuration; setting up a port forward and reverse
port forward connections; learning about ProxyJump and bastion hosts, as well as
setting up a temporary proxy with SSH; and finally, we're going to look at SSH agents
and setting up an additional SSH server on our VM.

This chapter assumes that you have a rudimentary understanding of SSH.

Technical requirements

As introduced in the first chapter, we're going to use Vagrant and VirtualBox for all of
our work in this chapter and those going forward. This allows us to quickly provision
infrastructure for testing, and saves you the manual job of creating multiple VMs each
time.

If you really, really, don't want to use VirtualBox or Vagrant, then
you don't have to, and I've tried to keep the examples as generic as
possible, but you will probably find it much easier if you do.

I've put together the following Vagrant file for use in this chapter:

# —*— mode: ruby -*-—
# vi: set ft=ruby :

SprovisionScript = <<-SCRIPT

sed —-i 's#PasswordAuthentication no#PasswordAuthentication yes#g'
/etc/ssh/sshd_config

systemctl restart sshd

SCRIPT

Vagrant.configure ("2") do |config]|
config.vm.provision "shell",
inline: $provisionScript

config.vm.define "centosl" do |centosl]|
centosl.vm.box = "centos/7"
centosl.vm.network "private_network", ip: "192.168.33.10"
centosl.vm.hostname = "centosl"
centosl.vm.box_version = "1804.02"
end

config.vm.define "centos2" do |centos2]|
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centos2.vm.box = "centos/7"
centos2.vm.network "private_network", ip: "192.168.33.11"
centos2.vm.hostname = "centos2"
centos2.vm.box_version = "1804.02"
end

config.vm.define "centos3" do |centos3|
centos3.vm.box = "centos/7"
centos3.vm.network "private_network", ip: "192.168.33.12"
centos3.vm.hostname = "centos3"
centos3.vm.box_version = "1804.02"
end
end

Note something new about this Vagrant file. We've included a
provision step, which runs the code assigned to the variable at the
top of the file. In this case, we're making some changes to the SSH
configuration of the default CentOS image, so our examples work as
we expect. We've put all three VMs on their own private network.

It would be advisable to create a folder called Chapter Two and copy this code into a
file called Vagrant file or if you're using the code from GitHub, navigating into the
right folder.

Running vagrant up from inside the folder containing your vagrant file should
configure two VMs for testing.

Once provisioned, make sure that you can connect to the first by running the
following;:

$ vagrant ssh centosl

Vagrant is great for testing purposes, but you shouldn't use it in a
production environment for deploying machines. Some of the
decisions that are made are for ease of use (such as those around the
default vagrant user in our image) and as a result, are not best
practices for a secure deployment.

Generating and using key pairs with ssh-
keygen

Passwords are great, but they're also terrible.
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Most people use weak passwords, and while I hope that's not you, there's always the
chance that someone in your team doesn't have the discipline you do, and resorts to
football99 or similar for connecting to your shared remote host.

With password access enabled, anyone might be able to connect to your server from
any country by brute-forcing their way into your machine, given enough time and
enough processing power.

I say "might" because as long as you use secure passwords of a
decent length, passwords can be hard to guess, even with the power
of a sun. Consult your company security policy when deciding these
things, or read up on the best practices at the time you're writing the
policy yourself.

Here's where keys come in.

SSH keys are based on the concept of public key cryptography. They come in two
parts: a public half, and a private half, the public part of which you can place onto
servers, and the private part of which you keep about your person, either on your
laptop, or maybe a secure USB stick (one that is itself encrypted and password
protected).

Despite the obvious suggestion of public and private half, I have
frequently seen people misunderstand this concept and share their
private half instead of the public one. This generally results in the
key being labelled as compromised, and the individual in question
being asked to generate a new pair, with a short chat about the
definition of private and public in the meantime.

Once your public half of a key is on your server, you can SSH to your remote host
using the local, private half of your key for authentication.

SSH keys can even offer a degree of ease, as most operating systems come with a
keychain of some sort that can be automatically unlocked on user-login, and which
has the private parts of your key safely stored. SSH'ing to a machine then becomes a
trivial affair where you can securely connect without being prompted at all!

We're going to generate an SSH key pair and use that pair to SSH between our
machines.
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Getting ready

To begin, ensure that you have two VMs configured with a private network between
each.

You can use the Vagrant £ile in the Technical requirements section to accomplish this.

Connect to the first of your machines:

$ vagrant ssh centosl

Check that the IP address of centos1 is correctly configured, using the command ip
a from chapter 1, Introduction and Environment Setup.

We expect it tobe 192.168.33.10, under the eth1l device:

[vagrant@centosl ~]$ ip a
<SNIP>
3: ethl: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 gdisc pfifo_fast
state UP group default glen 1000

link/ether 08:00:27:ac:£2:12 brd ff:ff:ff:£f£:££: ££f

inet 192.168.33.10/24 brd 192.168.33.255 scope global noprefixroute
ethl

valid_lft forever preferred_ lft forever

inet6 fe80::a00:27ff:feac:£212/64 scope link

valid_lft forever preferred_ lft forever

You can also use hostname -I to get the IP address of a box, as seen below, but you
should note that you won't get an obvious interface designation:

$ hostname -I
10.0.2.15 192.168.33.10

Check that you can ping the IP address of centos2 from within centos1.

We set the second IP to 192.168.33.11:

$ ping 192.168.33.11

PING 192.168.33.11 (192.168.33.11) 56(84) bytes of data.

64 bytes from 192.168.33.11: icmp_seqg=1 ttl=64 time=1.17 ms

64 bytes from 192.168.33.11: icmp_seq=2 ttl=64 time=0.997 ms
64 bytes from 192.168.33.11: icmp_seq=3 ttl=64 time=1.18 ms

We have network connectivity between our VMs!
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If you're unable to ping between machines, start by checking your
network settings within VirtualBox, and connect to each of your
machines using the vagrant ssh command to check the assigned

IP address.

How to do it...

We're going to go over the steps to generate and copy a key to a remote host, using
two types of key.

First, we're going to generate a more traditional Rivest-Shamir-Adleman (RSA) key,
and then we're going to generate a newer type of key, the Ed25519 key.

RSA example

First, we're going to generate our key, confirming the default location in which to
save the key, and providing a passphrase when prompted:

$ ssh-keygen -b 4096 -C "Example RSA Key"
Generating public/private rsa key pair.
Enter file in which to save the key (/home/vagrant/.ssh/id_rsa):
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in /home/vagrant/.ssh/id_rsa.
Your public key has been saved in /home/vagrant/.ssh/id_rsa.pub.
The key fingerprint is:
SHA256 : hAUNhTgXt fnBOkXMuIpxkvt TkM6NYRYXRbT5QWSVbOk Example RSA Key
The key's randomart image is:
+--—[RSA 4096]----+
=@*=+o0.0 |
ot++=+ = |
o.=+*.0 |
* X.+.+.E I
& *S+.. |
o == . |
I
o I
I

I
I
I
I
I
I
I
I
I
+

-———[SHA256] ————- +
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The randomart image in the preceding code is mostly for humans so
that keys can be validated by sight. Personally, I've never used it
(other than a little further along in this chapter,) but you might.

Next, we're going to copy our newly generated RSA key to centos2, providing the
password for centos2 when prompted:

The default password for the vagrant user on these boxes is

vagrant.

$ ssh-copy-id 192.168.33.11

/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed:
"/home/vagrant/.ssh/id_rsa.pub"

The authenticity of host '192.168.33.11 (192.168.33.11)' can't be
established.

ECDSA key fingerprint is

SHA256 : LKhW+WOnW2nxKO/PY5U0/ny3GP6hIs3m/uibuy+Sj2E.

ECDSA key fingerprint is
MD5:d5:77:4£:38:88:13:e7:£0:27:01:e2:dc:17:66:ed:46.

Are you sure you want to continue connecting (yes/no)? yes
/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s),
to filter out any that are already installed

/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you
are prompted now it is to install the new keys
vagrant@192.168.33.11's password:

Number of key(s) added: 1

Now try logging into the machine, with: "ssh '192.168.33.11'"
and check to make sure that only the key(s) you wanted were added.

Finally, we're going to check that we can access centos2, by means of the key we just
generated.

We will be prompted for the passphrase we set when the key was generated. Type it
in when required:

[vagrant@centosl ~]$ ssh 192.168.33.11
Enter passphrase for key '/home/vagrant/.ssh/id_rsa':
[vagrant@centos2 ~]1$
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Ed25519 example

As with our RSA example, we will start by generating a new key, this time specifying
the type as 'ed25519'".

Ed25519 keys are elliptical-curve based and a lot of very clever
people believe they offer superior security to RSA. The keys
themselves are also much shorter (which we'll touch on later,)
meaning if you've ever got to type one out, it's a lot less work.
Annoyingly you can't use the public half of an Ed25519 key for
encrypting files, as you can with an RSA public half, so there's a
trade off but it depends on your needs.

We will again accept the default location for where to save our key, and provide a
passphrase:

[vagrant@centosl ~]$ ssh-keygen -t ed25519 -C "Example Ed25519 key"
Generating public/private ed25519 key pair.

Enter file in which to save the key (/home/vagrant/.ssh/id_ed255109):
/home/vagrant/.ssh/id_ed25519 already exists.

Overwrite (y/n)? y

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/vagrant/.ssh/id_ed25519.
Your public key has been saved in /home/vagrant/.ssh/id_ed25519.pub.
The key fingerprint is:

SHA256 :nQVR7ZVJIMjph093KHB6qLg9Ve87PF4£fNnFw8Y5X0kN4 Example Ed25519 key
The key's randomart image is:

+--[ED25519 256]-—-+

| o*o+=+=|
| ..+.B*=|
| ooB Bo|
I +0.B+E|
| S +.. +==
| +.+=|
| .. o o
I

| o. +|
+————[SHA256] ————-— +

[62]



Remote Administration with SSH Chapter 2

We're going to copy our new key over to centos2. Note that we're also specifying the
id_ed25519.pub file as the one to copy over:

Again, the default password for these boxes is vagrant.

[vagrant@centosl ~]1$ ssh-copy-id -i .ssh/id_ed25519.pub 192.168.33.11
/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed:
".ssh/id_ed25519.pub"

/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s),
to filter out any that are already installed

/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you
are prompted now it is to install the new keys
vagrant@192.168.33.11's password:

Number of key(s) added: 1

Now try logging into the machine, with: "ssh '192.168.33.11'"
and check to make sure that only the key(s) you wanted were added

If you've run this example straight after the one before it, you may
be asked for the passphrase to your RSA key, instead of the
password to the box itself. This is fine, and it highlights the fact that
key-based authentication is attempted first. If this is the case for you,
simply provide the passphrase to your RSA key.

Once installed, attempt to SSH to centos2, specifying the private half of the Ed25519
key:
[vagrant@centosl ~]$ ssh 192.168.33.11 -i .ssh/id_ed25519

Enter passphrase for key '.ssh/id_ed25519':
Last login: Wed Aug 8 10:06:33 2018 from 192.168.33.10

[vagrant@centos2 ~]1$

How it works...

The principle of asynchronous keys and public key cryptography can be awkward for
people to get their head around. For the most part, you won't need to worry about the
mathematics of key generation—you should just know that you will always end up

with two keys, a public one and a private one.
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Dimble, an entirely fictional engineer who thinks it's a good idea to
store his private SSH key on a public GitLab server in a
repository named my stuff is a security risk, because he never
owned a dictionary, and believes that the word private means "share
it with the world", which it doesn't. He also disabled the passphrase
on his private key because he didn't like the fact there was an extra
step between him and his server. Don't be like Dimble—keep your
private key safe and secure.

The public and private key files

As hinted at previously, what we've done here is create two files, one half of which
can be freely passed around (the public half) and one half of which we keep safe
somewhere else (the private half).

By default, these files are located in the home directory of your user, in the hidden
.ssh folder:

[vagrant@centosl ~]$ pwd
/home/vagrant
[vagrant@centosl ~]$ 1ls -a
.bash_history .bash_logout .bash_profile .bashrc .ssh

[vagrant@centosl ~]$ 1ls .ssh
authorized_keys id_ed25519 id_ed25519.pub id_rsa id_rsa.pub

known_host

The public halves of our keys end in . pub, and the private halves don't have a file
extension.

Let's take a look at each of the four files:

[vagrant@centosl ~]$ cat .ssh/id_rsa

Proc-Type: 4,ENCRYPTED
DEK-Info: AES-128-CBC, 9AFFO0BD949B955DA3595262BB18E5SBF7

nlK6zUfhIyngq9dwRMAG1MuTU/ 7Ht 3KgBuelsWy3mxJM+NxprFkhAV2cyEVhnJI+5
xgDkx7+6PcGVv/0QAH3pSICefZSIvHVNFLO+M7HKkcmdz9IYX1QC1lgkeZwhS6708
<SNIP>

wTXVajpnOanc3TWDw78sZkLmoP5MEs14gJvyegmyLd8gqAGvSmEXYNFgYh4 9hnX9E
vdAmt TJPqglcwOF1JVCOEevIWA/WoIlkkTAgLuKvka5ZepKKnScwnRiAhKTVXCN3W
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The private half of our RSA key is a file that's sensitive, and as we made it 4096 bits
when we generated it, this file will be very long (hence my snip).

The public half of our RSA key is the file that's placed on remote machines. It is still
affected by the bit-length we specified, though it's nowhere near as lengthy as the
private half.

[vagrant@centosl ~]$ cat .ssh/id_rsa.pub

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAACAQCWR6+SAochzU9f1SAha634St1JaBGIZ+k5Rb6T6L4
VgxHIfRWCV+uciXbkTg8+1xiP8whGYEiDxfPveqWlx£87JYIWTT3ZT3gd3pfxY1+IgRB7j
5Ttd2RBCMeMYBO9VJIWLgib6K90eHJyGzM39aJqE2AzxKxc+rXeXT16R1Fxs7nDZwS9xV7Da
i9LB/Jez0pT8pLFVD/QRsGwOuMjMMS jmKqxP rDpHzZ30UymB5AdyVEts4JTZINSrWde jPR
8G93pzH4S8ZYijhgpOnSuoyGhMnwAjwOJyNkkFOT1rKCuzpW33hr2clpJSBPZTAx2/ZvB1
He2/UweBF2VeQpSruQB7tXkQMeXSQBpe+/zMqOLD82vake3M8mgNpFJoVG3afr9RcCXtgn
7cF3£fDEqj7nNkOEm6/9ak02/tK5KInWhyOjKdv41nt B6 IVPGIJWOUBmnvE 9HVpOMa8rxeb3
KpBgnn6z70r jMTKgHMAQ5BeCuVSezT14xAUP 94 0PbkHSmOmDeWYMi 2Agbo fKDGBmH /GGUn
3QeahhiLTXGzbIHszbXJdJ5dn300WAPoviW/gc0CeeHgUV7IwJ6wxVIz8jYKpjtDtIPYDs+
RIMrWo8gPnhHWxA6HVp42eUylh7eazPUzit £22SBQHe3ShbBHTh2wHcLcRoVgSMrMImEQ7
Ibad5ZiWepobJw== Example RSA Key

Note that we've also got a comment at the end, Example RSA Key, which we
specified at generation time. This will usually be the user and machine hostname of
the box it's generated on, when no comment is explicitly passed.

[vagrant@centosl ~]$ cat .ssh/id_ed25519

b3BlbnNzaClrZXktdjEAAAAACMF1lczI1INil jYmMAAAAGYmNyeXBOAAAAGAAAABCV2EFgnw
9/2352LIVBzp50AAAAEAAAAAEAAAAZAAAAC3NZaCl11ZDIINTESAAAATEGNgP82zTx50SwjP
+Fe26RdADx2W3/TQ+0ET8ylxfFB+aAAAA0JUzLk7IAasz02npeAJIgfYmsqWCcgTM+EfF15
3A1iwdPruO+g8b3BxAjFZGKOt JFTSm3rkKtM9+JYTxOI+CSnEygPnjnCjPODa7aF/X8GBt
RNkSKB1M7aROwpon0Z8UXH+Js8uyNOsKto+DS+BfVSKvshkQ6bNF/5D1U0fQcnRaYnvdyl
mIJUaPLdl/vKLwF+S40yU87n8racOezjfAOhk=

Then, there is our private (sensitive) Ed25519 key. Note that this file is much shorter
than its RSA counterpart, and this is because Ed25519 keys have a fixed length (this
also means that the -b flag is ignored at generation time).

[vagrant@centosl ~]$ cat .ssh/id_ed25519.pub

ssh-ed25519
AAAAC3NzaCllzZDIINTESAAAAIEGNgP8zTx50SwjP+Fe26RdADx2W3/TQ+0ET8ylxfFB+a
Example Ed25519 key
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Here, we have our public Ed25519 file, so short that you could conceivably write it

onto a bit of paper and hand it to your colleague to copy onto a server (though they

really, really won't thank you for it, and will most likely not offer to make you a cup
of tea any time soon).

We also have our comment, Example Ed25519 key.

Obviously, printing the private halves of the keys that I've just
generated flies in the face of what I said about passing around
private keys, although it's for documentation, and I'm going to
destroy these VMs once I'm finished with them, so I felt adding
them here for clarity was important. DO NOT USE THESE KEYS.

The authorized_keys file

When you connect to your remote host, SSH validates the key ID you're providing
against a list of authorized_keys.

In our example, we used the ssh-copy-id command to place our key on the remote
server. What this actually does is put it in a specific file of the home user you're
connecting to.

On our centos2 host, we can find this file in the user's home directory, under . ssh:

[vagrant@centos2 ~]$ pwd
/home /vagrant
[vagrant@centos2 ~]$ 1ls .ssh/
authorized_keys

Looking inside this file reveals the following:

[vagrant@centos2 ~]$ cat .ssh/authorized_keys

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQDNkm9JCaRa/5gunzDZ8x02/xwRvUx03pITH6f4aY
2iY/j+7039XnmNyLRVpvhl 6u9W75ANJeFpBD71lkevliuvaFVRONZGAhuIdGqLHB1GDnVzkz
cQGUFc/fcAc9rDAFGa0h7+BF18P0jpOMXfHQu8+7+cBjJ6cW+ztKerG2ali/JLtSHFirXa
VTkOKYkwYV£EK7z7nmdMsSzgEOs£g5XrylI+ufhGdgWCKtweHsBeAVWjBBbvNaIwgdRVpB1l
YmLKkLgLN7NxRs530uejwArLS6tvNS+ZBDiSX+was9gErrhGhZ1mdiOMbd3/oTfFEcOiRNO
v/+7Tk4P8£Jbn01dzM8Gid vagrant

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAACAQCWR6+SAochzU9f1SAha634St1JaBGIZ+k5Rb6T6L4
VgxHIfRwCV+uciXbkTg8+1xiP8whGYEiDxfPveqWlx£f87JY1IWTT3ZT3gd3pfxY1+IgRB7]j
5Ttd2RBCMeMYB9VJIWLgib6K90eHJyGzM39aJgE2AzxKxc+rXeXT16R1Fxs7nDZwS9xV7Da
i9LB/JezO0pT8pLFVD/QRsGwOUMjMMS jmKgxPrDpHzZ30UymB5AdyVEts4JTZINSriWde jPR
8G93pzH4S82YijhgpOnSuoyGhMnwA jwOJyNkkFOT1rKCuzpW33hr2clpJSBPZTAx2/ZvB1l
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He2/UweBF2VeQpSruQB7tXkQMeXSQBpe+/zMqOLD82vake3M8mgNpFJoVG3afr9RcCXtgn
7cF3fDEqQj7nNkOEm6/9ak02/tK5KInWhyOjKdv41nt B6 IVPGIJWOUBmnvEf 9HVpOMa8rxeb3
KpBqnn6z70r jMTKgHMAQ5BeCuVSezT14xAUP 940PbkHSmOmDeWYMi2Agbo fKDGBmH/GGUn
3QeahhiLTXGzbIHszbXJdJ5dn300WAPoviW/gc0CeeHgUV7IwJ6wxVIz8 jYKpjtDtIPYDs+
RIMrWo8gPnhHWxA6HVp42eUylh7eazPUzit £22SBQHe3ShbBHTh2wHcLcRoVgSMrMImEQ7
Ibad5ZiWepobJw== Example RSA Key

ssh-ed25519
AAAAC3NzaCllZDIINTESAAAAIEGngP8zTx50SwjP+Fe26RdDx2W3/TQ+0ET8ylxfFB+a
Example Ed25519 key

Here, we can see three keys, over three lines.

The first key is as follows:

[vagrant@centos2 ~]$ cat .ssh/authorized_keys | head -nl

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQDNkm9JCaRa/5gunzDZ8x02/xwRvUx03pITH6f4aY
2iY/j+7039XnmNyLRVpvhl 6u9W75ANJeFpBD71lkevliuvaFVROnZGAhuIdGqLHB1GDnVzkz
CcQGUFc/fcAc9rDAFGaOh7+BF18P0jpOMXfHQu8+7+cBjJ6cW+ztKerG2ali/JLtSHFirXa
VTkOKYkwYV£EK7z7nmdMsSzgEOs £g5XrylI+ufhGdgWCKtweHsBeAVWjBBbvNaIwgdRVpB1l
YmLkLgLN7NxRs530uejwArLS6tvNS+ZBDiSX+was9gErrhGhZ1lmdiOMbd3/oT£fFEcOiRNO
v/+7Tk4P8£Jbn01dzM8Gid vagrant

This is the key that Vagrant uses to connect to the VMs. It's not one we created.

The second is as follows:

[vagrant@centos2 ~]$ cat .ssh/authorized_keys | head -n2 | tail -nl
ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAACAQCWR6+SAchzU9f1SAha634St1JaBGIZ+k5Rb6T6L4
VgxHIfRWCV+uciXbkTg8+1xiP8whGYEiDxfPveqWlxf87JY1IWTIT3ZT3gd3pfxY1+IgRB7j
5Ttd2RBCMeMYBO9VJIWLgib6K90eHJyGzM39aJqE2AzxKxc+rXeXT16R1Fxs7nDZwS9xV7Da
i9LB/Jez0pT8pLFVD/QRsGwOuMjMMS jmKqxPrDpHzZ30UymB5AdyVEts4JTZINSrWde jPR
8G93pzH4S8ZYijhgpOnSuoyGhMnwAjwOJyNkkFOT1rKCuzpW33hr2c1pJSBPZTAx2/ZvB1l
He2/UweBF2VeQpSruQB7tXkQMeXSQBpe+/zMqOLD82vake3M8mgNpFJoVG3afr9RcCXtgn
7cF3fDEqQj7nNkOEm6/9ak02/tK5KInWhyOjKdv41nt B6IVPGIJWOUBmnvEf 9HVpOMa8rxeb3
KpBqnn6z70r jMTKgHMAQ5BeCuVSezT14xAUP 940PbkHSmOmDeWYMi2Agbo fKDGBmH/GGUn
3QeahhiLTXGzbIHszbXJdJ5dn300WAPoviW/gc0CeeHgUV7IwJ6wxVIz8jYKpjtDtIPYDs+
RIMrWo8gPnhHWxA6HVp42eUylh7eazPUzit £22SBQHe3ShbBHTh2wHcLcRoVgSMrMImEQ7
Ibad5ZiWepobJw== Example RSA Key

This is our generated RSA key. Note that it's longer than the Vagrant default, owing
to the custom 4096 bit-length that we specified.

Our third key is as follows:

[vagrant@centos2 ~]$ cat .ssh/authorized_keys | tail -nl
ssh-ed25519
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AAAAC3NzaCllZDIINTESAAAAIEGNgP8zTx50SwjP+Fe26RdADx2W3/TQ+0ET8ylxfFB+a
Example Ed25519 key

This is our Ed25519 key.

You could, if you so wished, manually copy public keys into the
authorized_keys file on the host you're connecting to. The ssh-
copy-id command we used is simply a convenient way of cutting
out a few of the extra steps.

There's more...

SSH is sensitive about the permissions that its files have.

You don't want your private key to be readable by any random user who might be on
your system, so as a result, plain SSH won't work if it thinks you have bad
permissions set.

Generally, this won't be an issue if you've just generated your keys, but if you later
move them between computers, you might find that you've spoiled the permissions
slightly.

A good rule of thumb is to assume locked-down settings:

[vagrant@centosl ~]1$ 1ls -lha .ssh/

total 28K

drwx—————— . 2 vagrant vagrant 134 Aug 8 14:05 .

drwx—————— . 3 vagrant vagrant 95 Aug 8 10:29 ..

—rw——————— . 1 vagrant vagrant 389 Aug 7 16:40 authorized_keys
—rw——————— . 1 vagrant vagrant 464 Aug 8 10:04 id_ed25519
-rw-r——r——. 1 vagrant vagrant 101 Aug 8 10:04 id_ed25519.pub
—rw——————— . 1 vagrant vagrant 3.3K Aug 8 11:15 id_rsa
-rw-r——r——. 1 vagrant vagrant 741 Aug 7 16:43 id_rsa.pub
—-rw-r——r——. 1 vagrant vagrant 535 Aug 8 11:39 known_hosts

In the above command, we can see that the public and private halves of the keys
(id_rsa keys and id_ed25519 keys) have different values.

The public halves of the keys (* . pub) have the value 644 (read/write, read, read):
—-rw-r—-r—-—.

The private halved of the keys have the value 600 (read/write, none, none):
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To passphrase or not to passphrase

While you can generate a key without a passphrase, and there are valid use cases for
doing so (for example, in the case of automated deployments), it is considered a best
practice to generate your own key with a passphrase.

This does mean that if your key isn't unlocked in your keychain (which itself might be
unlocked when you log into your machine), you will be prompted for the passphrase
to unlock the key. You might consider this a hassle, but think of it in terms of the
security onion (multiple layers of security... it's not a great analogy, unless security
makes you cry.) If you lost your private key, the malicious person that picks it up
won't be able to use it to access your stuff.

should immediately rotate your keys by revoking the old one from
any location where the public half is installed, and generating a new
pair to use.

9 If you do lose a private key, or leave it on a USB stick on a bus, you

Additional flags

When we generated our keys, we also added a couple of flags.

As with any software, checking the manual page for the command you're running can
provide a sometimes overwhelming amount of additional detail:

$ man ssh-keygen

To save a little bit of a headache, I'm going to highlight some options that may be of
interest to you, starting with -b:

-b bits

We used the -b flag to specify a large amount of bits during the generation of our
RSA key. The minimum is 1024 and the default is 2048. Your place of business may
have requirements on the length of RSA keys.

Next, we have the comment flag:
-C comment

We used this to add a bit of description to our keys. It might be useful if you use
different keys for different things (this is my GitLab key, this is my personal server
key, this is my company server key, and so on).
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If you do need multiple keys, you may want to pass the name of your new key within
the generation command (as opposed to typing it out when prompted):

—f filename

We also have -1 to print the fingerprint of a key, and/or the ASCII art if you so wish.
This can be very useful for verifying key pairs:

-1 (or -1lv for a pretty picture)

If you want to change the passphrase of a private half, but don't want to generate a
new key, you can use the —p option:

P
To specify the type of key you wish to generate, you can use the —t option:

-t dsa | ecdsa | ed25519 | rsa

When choosing the type of key to generate, consider your requirements. RSA is
generally the most compatible, but your company may have other policies, or you
may have a personal preference.

I've come across two scenarios where Ed25519 keys couldn't be
used — one was an in-house script that required RSA for encrypting
files, and the other was OpenStack, at the time.

Finally, there's good old -v, providing verbose output since the early days:
-V

This can be passed multiple times, that is, —~vvv is also valid, with each v increasing
the debug level.

See also

This section deliberately doesn't go into the minutia of SSH key exchange or the
different types of key (with the exception of the two used in our example). There are
excellent books on SSH that can provide a wealth of information, and the OpenSSH
developers themselves are constantly working on improvements to the software.
OpenSSH is only one implementation of SSH, but it is by far the most popular. It is
the default on every Linux distribution I've used, it's in use on macOS, and it's the
standard on the BSDs (especially OpenBSD, where it's developed).
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SSH client arguments and options

SSH is a powerful piece of software, as we've already discussed, and while it can be
used in a very simple way to enable access to your server, it is also extremely flexible.

In this section, we're going to look at common flags that are used with SSH in
environments that may have different requirements.

We will be using the same Vagrant boxes as before.

Getting ready

As with the previous section, confirm that both of your Vagrant boxes are enabled,
and connect to the first using the vagrant command:

$ vagrant ssh centosl

How to do it...
We're going to take a look at the basics of SSH first.

SSH using hostnames instead of IPs

In our examples so far, we've been using IP addresses to connect to our remote host.
SSH is also capable of connecting to hostnames.

First, we have to create a quick hosts entry so that we can resolve our name to an IP
address:

[vagrant@centosl ~]$ echo "192.168.33.11 centos2" | sudo tee -a
/etc/hosts

The preceding code is a quick way to make a remote host resolvable
to a name. There's no guarantee that it will stick on some systems,
especially those where a third party controls the hosts file. In a
real-world scenario, it is highly likely you'll have some sort of DNS
setup that will make connecting to hostnames easier.
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We should now be able to SSH using the host's name:

[vagrant@centosl ~]$ ssh centos2

The authenticity of host 'centos2 (192.168.33.11)' can't be
established.

ECDSA key fingerprint is

SHA256 : LKhW+WOnW2nxKO/PY5UO/ny3GP6hIs3m/uibuy+Sj2E.

ECDSA key fingerprint is
MD5:d5:77:4£:38:88:13:e7:£0:27:01:e2:dc:17:66:ed:46.

Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added 'centos2' (ECDSA) to the list of known
hosts.

Enter passphrase for key '/home/vagrant/.ssh/id_rsa':

Last login: Wed Aug 8 11:28:59 2018 from fe80::a00:27ff:fe2a:1652%ethl
[vagrant@centos2 ~]$

Note that we once again had to accept the fingerprint of the host we're connecting to.

SSHing to a different user

If the user you're connecting to is different to the one you're using locally (in our
examples, it's always vagrant and vagrant), then you can manually specify the
username on the command line.

The first way to do this is with the following syntax:

[vagrant@centosl ~]$ ssh vagrant@Rcentos2

The second way is with a flag:

[vagrant@centosl ~]$ ssh centos2 -1 vagrant

SSHing to a different port

If the SSH server you're connecting to is listening on a different port (this is quite
common), then you might have to specify the port in question.

The default is 22, but if you've changed this for whatever reason, you could also
specify the new port, for example, 2020:

[vagrant@centosl ~]$ ssh centos2 -p2020

[72]



Remote Administration with SSH Chapter 2

Note this example won't work right now, because we haven't
changed the port the server is listening on.

SSHing to an IPv6 address

IPv6 addresses look a lot more imposing than they really are, and it's advisable that
you get to grips with them sooner rather than later (even if people have been
predicting the dominance of IPv6 for over a decade now).

For this example, we're going to find the IPv6 address of centos2 and connect to
that.

First, connect to centos2 and run the ip a command:

[vagrant@centos2 ~]$ ip a

<SNIP>
3: ethl: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc pfifo_fast

state UP group default glen 1000
link/ether 08:00:27:56:c5:a7 brd ff:ff:ff:ff:ff:ff
inet 192.168.33.11/24 brd 192.168.33.255 scope global

noprefixroute ethl
valid_1ft forever preferred_lft forever
inet6 fe80::a00:27ff:fe56:c5a7/64 scope link
valid_1ft forever preferred_lft forever

I've highlighted the IPv6 address in the preceding code.

Back on centos1, let's connect using IPv6:

[vagrant@centosl ~]$ ssh fe80::a00:27ff:fe56:c5a7%ethl
Enter passphrase for key '/home/vagrant/.ssh/id_rsa':
Last login: Wed Aug 8 11:44:34 2018 from 192.168.33.10

[vagrant@centos2 ~]$

Note that we've had to specify the network interface on the end of our command.
This is only necessary in the case of link-local addresses, and shouldn't be necessary

for global IPv6 addresses.
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A comparison to link-local addresses in the IPv6 world are subnets
in the IPv4 world, that is, link-local devices are those that can see
each other on a local network, via their link-local addresses (which
themselves are generated based on factors like the MAC address of
the interface that the address is on). They should always have the
link-local prefix (FE80: : /10).

SSHing before running a command

While you'll mostly use SSH for connecting to remote boxes, it's also possible to run a
command on a remote host without having to linger there.

Here, we're running a command to print the hostname file on the remote box, while
staying on centos1:

[vagrant@centosl ~]$ ssh 192.168.33.11 "cat /etc/hostname"
Enter passphrase for key '/home/vagrant/.ssh/id_rsa':
centos2

[vagrant@centosl ~]$

This is especially useful for automation software, or scripts that you
want to run locally but which interact with remote machines.

SSH and X11 forwarding

Not generally used these days, but still useful in some select situations, x11
forwarding is the act of running a program on a remote box, and displaying said
program on your local machine.

You can set up your session using the following command:
[vagrant@centosl ~]$ ssh centos2 -X

There are security implications of working with x11 forwarding.
Consult your distribution's manual page for information around
this, as the default behavior can differ from distribution to
distribution.
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Currently, this is only possible with X Window Manager setups, and
the more modern Wayland display server protocol doesn't have a
similar ability, due in part to wanting to keep things simple.

How it works...

SSH is a large and feature-rich program. When you manipulate how it behaves using
flags, you're modifying the default behavior to your own ends.

As with any command, they can be simple:
$ ssh 192.168.33.11

But they can also be complex:

$ ssh -Y -D9999 -J buser@BASTION:22 -L 8888:127.0.0.1:80
myself@centos2 -p4433

As an exercise, using the SSH manual page if you need to, see if you can work out
what this command will accomplish.

There's more...

SSH escape characters are an important additional element to note.

Occasionally, you can be connected to a system and your connection times out,
locking up your session.

This usually manifests in the form of an unblinking and unresponsive Terminal. You
generally can't hit Ctrl + D to log out, and can't type.

You would instead hit the following keys:

~

While the key combination is officially listed as ~. it actually
requires the Enter key being pressed first (as in, newline), so it's
frequently written as \n~.

This tip is brought to you by an eagle-eyed technical editor!
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That's a tilde character (find it on your keyboard, usually using the Shift key),
followed by a dot.

Your session should immediately disconnect.

Check out the SSH manual page for more escape characters.

See also

Again, there's a lot more to SSH options than I've listed in this recipe, and we've yet to
cover a few that have their own sections in the rest of this chapter, but still there's a
considerable amount we won't be using here.

Take a look at the manual page for SSH on a boring Tuesday. I did.

Using a client-side SSH configuration file

While it's nice to be able to manipulate SSH using command-line arguments, it's also
nice to not have to bother.

If you've got a system you work on day in and day out, it can be beneficial to
configure your setup with your typical arguments on a permanent basis. This is
where the client-side SSH configuration file comes in.

On our example box, the default ssh_config file is located in the /etc/ssh/
directory. Open this file to have a look if you like, but don't make any changes yet.

Getting ready

As with the previous section, confirm that both of your Vagrant boxes are enabled,
and connect to the first using the vagrant command:

$ vagrant ssh centosl

To configure different options for our user, we're going to create an SSH
configuration file in our home directory.

This goes in the same place as most of our SSH files, ~/ . ssh/.
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Whenever you see a ~ character, think of it as my home in your
head. Expanded, this location is /home/vagrant/.ssh/.

Create the file, lock down the permissions, and open it in your editor of choice—I'm
going to use vi.

Be sure to call it config:

[vagrant@centosl ~]$ touch ~/.ssh/config
[vagrant@centosl ~]$ chmod 600 ~/.ssh/config
[vagrant@centosl ~]$ vi ~/.ssh/config

How to do it...

Within your config file, create the start of four blocks.

One should be a wildcard block (using *) and the other should be variations on the
name Cent0S2 (note the capitals):

Host * !Cent0S2-V6
IdentityFile ~/.ssh/id_ed25519
Port 22

Host Cent0S2-V4
Hostname 192.168.33.11
User vagrant

Host Cent0S2-V6

Hostname fe80::a00:27ff:feb56:c5a7%%ethl
IdentityFile ~/.ssh/id_rsa

Port 22

User vagrant

Host CentOS2-Hostname
Hostname centos2
User vagrant

Note that in the V6 entry, we actually use two percentage signs,
instead of the single one we used on the command line. This is so
that SSH doesn't misinterpret what we mean and try to read the
entry with a $e value.
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Inside these blocks, we've set a few basic options based on what we did previously on

the command line.

With these settings in place, we can save and exit our configuration file, and try to
connect to our specified hosts.

First, we're going to connect to our other VM on its IPv4 address:

[vagrant@centosl ~]$ ssh Cent0S2-V4
Enter passphrase for key '/home/vagrant/.ssh/id_ed25519':

Last login: Wed Aug 8 13:31:41 2018 from
fe80::200:27ff:fe2a:1652%ethl
[vagrant@centos2 ~]$

Next, we're going to use our IPv6 address:

[vagrant@centosl ~]$ ssh Cent0S2-Vé6
Enter passphrase for key '/home/vagrant/.ssh/id_rsa':
Last login: Wed Aug 8 13:34:26 2018 from 192.168.33.10

[vagrant@centos2 ~]$
Finally, we're going to resolve the hostname of the host:

[vagrant@centosl ~]$ ssh CentOS2-Hostname
Enter passphrase for key '/home/vagrant/.ssh/id_ed25519':
Last login: Wed Aug 8 13:34:04 2018 from
fe80::200:27£ff:fe2a:1652%ethl

[vagrant@centos2 ~]$

Most systems will also auto complete entries in the SSH config file.
Try it out yourself by typing ssh C and hitting Tab three times.

How it works...

Starting with the wildcard host entry (Host *), this is a global entry. Settings within
this block will apply to all hosts (except Cent052-v6, which we'll get to soon):

Host * !Cent0S2-Vé6
IdentityFile ~/.ssh/id_ed25519
Port 22

[78]




Remote Administration with SSH Chapter 2

Here, we've said that each and every host in this file will use our Ed25519 key to
connect, and we will always connect on port 22. This block should be used for global
settings in general. You can also omit it entirely if you desire:

Host Cent0S2-V4
Hostname 192.168.33.11
User vagrant

In our first specific host block, which we've called Cent0s2-v4, we specify the IPv4
address of the host, and the user to use.

Connecting to this entry with verbosity turned up looks like this:

[vagrant@centosl ~]$ ssh -v Cent0S2-V4

OpenSSH_7.4pl, OpenSSL 1.0.2k-fips 26 Jan 2017

debugl: Reading configuration data /home/vagrant/.ssh/config
debugl: /home/vagrant/.ssh/config line 1: Applying options for *
debugl: /home/vagrant/.ssh/config line 5: Applying options for
Cent0S2-V4

debugl: Reading configuration data /etc/ssh/ssh_config

debugl: /etc/ssh/ssh_config line 58: Applying options for *
debugl: Connecting to 192.168.33.11 [192.168.33.11] port 22.
debugl: Connection established.

debugl: identity file /home/vagrant/.ssh/id_ed25519 type 4
<SNIP>

debugl: rekey after 134217728 blocks

debugl: SSH2_MSG_NEWKEYS sent

debugl: expecting SSH2_MSG_NEWKEYS

debugl: SSH2_MSG_NEWKEYS received

debugl: rekey after 134217728 blocks

debugl: SSH2_MSG_EXT_INFO received

debugl: kex_input_ext_info: server-sig-algs=<rsa-sha2-256,rsa-
sha2-512>

debugl: SSH2_MSG_SERVICE_ACCEPT received

debugl: Authentications that can continue: publickey,gssapi-
keyex,gssapi-with-mic, password

debugl: Next authentication method: gssapi-keyex

debugl: No valid Key exchange context

debugl: Next authentication method: gssapi-with-mic

debugl: Unspecified GSS failure. Minor code may provide more
information

No Kerberos credentials available (default cache:
KEYRING:persistent:1000)

debugl: Unspecified GSS failure. Minor code may provide more
information

No Kerberos credentials available (default cache:
KEYRING:persistent:1000)
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debugl: Next authentication method: publickey

debugl: Offering ED25519 public key: /home/vagrant/.ssh/id_ed25519
debugl: Server accepts key: pkalg ssh-ed25519 blen 51

Enter passphrase for key '/home/vagrant/.ssh/id_ed25519':

debugl: Authentication succeeded (publickey).

Authenticated to 192.168.33.11 ([192.168.33.11]:22).

debugl: channel 0: new [client-session]

debugl: Requesting no-more-sessions@openssh.com

debugl: Entering interactive session.

debugl: pledge: network

debugl: client_input_global_request: rtype hostkeys-00@openssh.com
want_reply O

debugl: Sending environment.

debugl: Sending env LANG = en_GB.UTF-8

Last login: Wed Aug 8 13:46:27 2018 from 192.168.33.10

Within this blob of noise, we can see some crucial things, emboldened for your
convenience.

Firstly, we can see where SSH starts to read the configuration data from our config
file. It applies the settings for the wildcard entry, followed by those for this specific
host.

Later, we can see the prompt for the Ed25519 key specified in the host wildcard
block.

Finally, we can see that our session is authenticated to 192.168.33.11 (or the IPv4
address).

If we now take a look at the Cent05-V6 block, we start to see differences:

Host Cent0S2-V6

Hostname fe80::a00:27ff:feb56:c5a7%%ethl
IdentityFile ~/.ssh/id_rsa

Port 22

User vagrant

Again, note the double percentage signs.
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First, you'll notice that we've got the port and a different IdentityFile entry
specified. This is due to the Host * block not applying to Cent0s2-V6, as shown
here:

Host * !Cent0S2-V6
This means that no settings from the wildcard block will apply to Cent0s2-Vé.

If we connect to our host, again in a verbose fashion, we see the following:

[vagrant@centosl ~]$ ssh -v Cent0S2-V6

OpenSSH_7.4pl1, OpenSSL 1.0.2k-fips 26 Jan 2017

debugl: Reading configuration data /home/vagrant/.ssh/config
debugl: /home/vagrant/.ssh/config line 1: Skipping Host block because
of negated match for Cent0S2-V6

debugl: /home/vagrant/.ssh/config line 9: Applying options for
Cent0S2-V6

debugl: Reading configuration data /etc/ssh/ssh_config
debugl: /etc/ssh/ssh_config line 58: Applying options for *
debugl: Connecting to fe80::a00:27ff:feb56:c5a7%ethl
[fe80::a00:27ff:fe56:cba7%ethl] port 22.

debugl: Connection established.

debugl: identity file /home/vagrant/.ssh/id_rsa type 1
debugl: key_load_public: No such file or directory

<SNIP>

debugl: Next authentication method: publickey

debugl: Offering RSA public key: /home/vagrant/.ssh/id_rsa
debugl: Server accepts key: pkalg rsa-sha2-512 blen 535
Enter passphrase for key '/home/vagrant/.ssh/id_rsa':
debugl: Authentication succeeded (publickey).

Authenticated to fe80::a00:27ff:fe56:c5a7%ethl
([fe80::a00:27ff:fe56:c5a7%ethl] :22) .

debugl: channel 0: new [client-session]

debugl: Requesting no-more-sessions@openssh.com

debugl: Entering interactive session.

debugl: pledge: network

debugl: client_input_global_request: rtype hostkeys-00@openssh.com
want_reply O

debugl: Sending environment.

debugl: Sending env LANG = en_GB.UTF-8

Last login: Wed Aug 8 13:50:39 2018 from
fe80::a00:27ff:fe2a:1652%ethl

What's specifically different are the lines about matching config, which this time
inform us that the wildcard block won't be applied because of the negated match for
Cent0S2-Ve.
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We can also see that id_rsa is being used this time instead, and we've specifically
connected to the IPv6 address of the host.

Lastly, let's look at Cent0S2-Hostname:

[vagrant@centosl ~]$ ssh -v CentOS2-Hostname

OpenSSH_7.4pl1, OpenSSL 1.0.2k-fips 26 Jan 2017

debugl: Reading configuration data /home/vagrant/.ssh/config
debugl: /home/vagrant/.ssh/config line 1: Applying options for *
debugl: /home/vagrant/.ssh/config line 15: Applying options for
CentOS2-Hostname

debugl: Reading configuration data /etc/ssh/ssh_config

debugl: /etc/ssh/ssh_config line 58: Applying options for *
debugl: Connecting to centos2 [192.168.33.11] port 22.

debugl: Connection established.

debugl: identity file /home/vagrant/.ssh/id_ed25519 type 4
debugl: key_load_public: No such file or directory

debugl: identity file /home/vagrant/.ssh/id_ed25519-cert type -1
debugl: Enabling compatibility mode for protocol 2.0

debugl: Local version string SSH-2.0-OpenSSH_7.4

debugl: Remote protocol version 2.0, remote software version
OpenSSH_7.4

debugl: match: OpenSSH_7.4 pat OpenSSH* compat 0x04000000
debugl: Authenticating to centos2:22 as 'vagrant'

debugl: SSH2_MSG_KEXINIT sent

debugl: SSH2_MSG_KEXINIT received

debugl: kex: algorithm: curve25519-sha256

<SNIP>

debugl: Next authentication method: publickey

debugl: Offering ED25519 public key: /home/vagrant/.ssh/id_ed25519
debugl: Server accepts key: pkalg ssh-ed25519 blen 51

Enter passphrase for key '/home/vagrant/.ssh/id_ed25519"':
debugl: Authentication succeeded (publickey).

Authenticated to centos2 ([192.168.33.11]:22).

debugl: channel 0: new [client-session]

debugl: Requesting no-more-sessions@openssh.com

debugl: Entering interactive session.

debugl: pledge: network

debugl: client_input_global_request: rtype hostkeys-00@openssh.com
want_reply O

debugl: Sending environment.

debugl: Sending env LANG = en_GB.UTF-8

Last login: Wed Aug 8 13:55:20 2018 from
fe80::a00:27ff:fe2a:1652%ethl

Again, note the matching of configuration, and the fact that we're connected to the
IPv4 address.
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We can do one more thing with this, which is up the verbosity on our connection,
getting to the next debug level, and hopefully seeing something else of note:

[vagrant@centosl ~]$ ssh -vv CentOS2-Hostname

OpenSSH_7.4pl, OpenSSL 1.0.2k-fips 26 Jan 2017

debugl: Reading configuration data /home/vagrant/.ssh/config
debugl: /home/vagrant/.ssh/config line 1: Applying options for *
debugl: /home/vagrant/.ssh/config line 15: Applying options for
CentOS2-Hostname

debugl: Reading configuration data /etc/ssh/ssh_config

debugl: /etc/ssh/ssh_config line 58: Applying options for *
debug2: resolving "centos2" port 22

debug2: ssh_connect_direct: needpriv 0

debugl: Connecting to centos2 [192.168.33.11] port 22.

debugl: Connection established.

Here, we can see the second debug level (debug2) and specifically, we can see the
moment centos2 was given in the block and was resolved to an address.

There's more...

You might have noticed that in my examples, I used a mixture of upper and lower
characters for my names (for example, Cent0s2-v4). I do this because it means that I
know when I'm using my SSH config file, and can be sure at a glance that I'm using
the settings I configured.

There's nothing stopping you from creating a block like so:

Host centos2
Hostname 192.168.33.11
User vagrant

This is perfectly valid, and the settings will be read as normal.

You can also do clever things such as specific domain matching. If you have to
manage two different sets of servers differentiated by their domains, you can do the
following;:

Host *.examplecake.com
Port 2222
User Alie

Host *.examplebiscuit.co.uk
Port 5252
User Gingerbread
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Attempting to connect to hosts in either of these domains will result in specific
configuration options being used:
[vagrant@centosl ~]$ ssh -v potato.examplecake.com
OpenSSH_7.4pl, OpenSSL 1.0.2k-fips 26 Jan 2017
debugl: Reading configuration data /home/vagrant/.ssh/config
debugl: /home/vagrant/.ssh/config line 1: Applying options for *
debugl: /home/vagrant/.ssh/config line 19: Applying options for

* .examplecake.com
debugl: Reading configuration data /etc/ssh/ssh_config

See also

The ssh_config manual page is worth a look, even if you only use it to fall asleep.

Modifying the server-side SSH
configuration file

For the last few sections, we've been focusing on the client configuration. We've
tweaked our connection string on the command line and we've written a
configuration file to be read automatically by SSH when connecting to our second
host.

In this section, we're going to take a look at the sshd_config file, or the server-side
of the configuration tango, on our second host.

We're going to make a few example and routine changes to get you familiar with the
concept.

Getting ready

Connect to both centos1 and centos2. Doing this from outside (in separate
windows, and using vagrant ssh) is best:

$ vagrant ssh centosl
$ vagrant ssh centos2

Place your Terminal windows side by side for easy viewing.
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There is a chance that you will break SSH access to your server in
this section, which is why I advise using Vagrant for your testing. If
you do make a mistake, don't worry — simply destroy your VMs and
start again.

How to do it...

On your centos2 machine, open /etc/ssh/sshd_config in your favorite editor.
This file is large, and can seem a little daunting the first time you open it up.

The options listed are most of the settings that the SSH server (sshd) will read when
it starts up, and apply to your running daemon.

Changing the default port

We're going to start with a simple one, that is, changing the default port on which the
SSH daemon runs:

# If you want to change the port on a SELinux system, you have to tell
# SELinux about this change.

# semanage port —-a -t ssh_port_t -p tcp #PORTNUMBER

#

#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

Change the preceding code so that the Port line is uncommented and now reads
2222:

#

Port 2222
#AddressFamily any
#ListenAddress 0.0.0.0
#ListenAddress

As the handy note before this block informs us, we also have to modify SELinux so
that it's aware that the SSH daemon will be trying to use a different port.

This file suggests that we use semanage, so let's do just that.
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First, we'll find which package provides semanage:

[vagrant@centos2 ~]$ sudo yum whatprovides semanage
Loaded plugins: fastestmirror
Loading mirror speeds from cached hostfile
* base: mirror.vorboss.net
* extras: mozart.ee.ic.ac.uk
* updates: mozart.ee.ic.ac.uk
base/7/x86_64/filelists_db
| 6.9 MB 00:00:01
extras/7/x86_64/filelists_db
| 588 kB 00:00:00
updates/7/x86_64/filelists_db
| 2.4 MB 00:00:00
policycoreutils—-python-2.5-22.e17.x86_64 : SELinux policy core python

utilities

Repo : base

Matched from:

Filename : /usr/sbin/semanage

Then, we'll install it:
[vagrant@centos2 ~]$ sudo yum install -y policycoreutils-python
Finally, we'll run the recommended command with our new port:
[vagrant@centos2 ~]$ sudo semanage port —-a -t ssh_port_t -p tcp 2222
Once done, we can safely restart the SSH daemon:

[vagrant@centos2 ~]$ sudo systemctl restart sshd

This shouldn't kick you off the VM, as sshd is designed so that changes won't cause a
loss of access, even if those changes will stop you from logging on again (once you've
voluntarily disconnected.)

Try logging out now, and then logging back in again.
A forewarning: this should fail!

Fear not! Instead, connect to centos1 on your second Terminal (you should have two
connections open to centos1 at this point) and SSH back onto centos?2 like so:

[vagrant@centosl ~]$ ssh 192.168.33.11 -p2222

Congratulations! SSH is now running on a different port!

[86]



Remote Administration with SSH Chapter 2

You can confirm this from within the OS with the following command (which we'll
cover in greater detail later on:)

[vagrant@centos2 ~]$ ss -nl sport = :2222

Netid State Recv—-Q Send-Q Local Address:Port
Peer Address:Port

tcp LISTEN 0 128 *:2222
* .k

tcp LISTEN 0 128 1::2222
P

Note that in the preceding code, we're printing both the IPv4 and
IPv6 values.

Changing the listen address

By default, SSH will listen on all addresses and interfaces:

#AddressFamily any
#ListenAddress 0.0.0.0
#ListenAddress ::

We're going to change this so that it's listening on only IPv4 and our eth1 address.

Change the preceding options to the following:

AddressFamily inet
ListenAddress 192.168.33.11
#ListenAddress ::

We've uncommented two of the options and changed their values.

In the preceding block, you may have noticed that ListenAddress
: : is also listed. Here, : : is the IPv6 equivalent of 0.0.0.0 in IPv4.

Restart the SSH daemon:

[vagrant@centos2 ~]$ sudo systemctl restart sshd
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Running our ss command from before, you may notice that the IPv6 option has
disappeared:

[vagrant@centos2 ~]$ ss -nl sport = :2222

Netid State Recv—-Q Send-Q Local Address:Port
Peer Address:Port

tcp LISTEN 0 128 192.168.33.11:2222
* - %

If we now exit our session to centos?2 (using Ctrl + D) and try to SSH to the IPv6 link-
local address, it will fail:

[vagrant@centosl ~]$ ssh fe80::a00:27ff:fe56:c5a7%ethl -p2222
ssh: connect to host fe80::a00:27ff:fe56:c5a7%ethl port 2222:
Connection refused

A great success—we've squashed any possibility of trend-setters logging into our
server on IPv6!

On to a serious note for a minute, I've been hearing about the
demise of IPv4 and the rise of IPv6 for years, pretty much since I
started in computing. In that time, not much has changed, and both
carriers and service providers have continued to eke everything they
can out of IPv4, even introducing horrible things such as Carrier-
grade NAT. I do hope that IPv6 picks up steam, not least because
we're effectively out of IPv4 addresses to allocate.

Changing the daemon logging level
There are several levels that SSH can log at, dictated by the LogLevel setting:

# Logging
#SyslogFacility AUTH
SyslogFacility AUTHPRIV
#LogLevel INFO

The possibilities are QUIET, FATAL, ERROR, INFO, VERBOSE, DEBUG, DEBUG1, DEBUG2,
and DEBUG3.

The SSH daemon manual lists the DEBUG options as all violating the
privacy of users, and therefore it is not recommended that you use
them.
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We're going to bump this up to VERBOSE:

# Logging
#SyslogFacility AUTH
SyslogFacility AUTHPRIV
LogLevel VERBOSE

Restart the SSH daemon:

[vagrant@centos2 ~]$ sudo systemctl restart sshd
Now, let's have a look at what difference that made.

Here's our secure log at INFO level:

[vagrant@centos2 ~]$ sudo grep "1137" /var/log/secure

Aug 7 16:40:44 localhost sshd[1137]: Accepted publickey for vagrant
from 10.0.2.2 port 53114 ssh2: RSA

SHA256 : 1IMARzhMyWuFS/86uPY/ce2prh/dVTHW7iD2RhpquOZA

Aug 7 16:40:45 localhost sshd[1137]: pam_unix(sshd:session): session
opened for user vagrant by (uid=0)

And here's our secure log at VERBOSE level:

[vagrant@centos2 ~]$ sudo grep "5796" /var/log/secure

Aug 8 15:00:00 localhost sshd[5796]: Connection from 192.168.33.10
port 39258 on 192.168.33.11 port 2222

Aug 8 15:00:00 localhost sshd[5796]: Postponed publickey for vagrant
from 192.168.33.10 port 39258 ssh2 [preauth]

Aug 8 15:00:02 localhost sshd[5796]: Accepted publickey for vagrant
from 192.168.33.10 port 39258 ssh2: ED25519

SHA256 :nQVR7ZVJIMjph093KHB6gLg9Ve87PF4fNnFw8Y5X0kN4

Aug 8 15:00:03 localhost sshd[5796]: pam_unix(sshd:session): session
opened for user vagrant by (uid=0)

Aug 8 15:00:03 localhost sshd[5796]: User child is on pid 5799

Disallowing root login

Some distributions deny root login by default, and this is widely considered a good
idea. Here, we have a user (vagrant) that we can use to get around so that we don't
need to log in as root.

Find the line with PermitRootLogin:

#LoginGraceTime 2m
#PermitRootLogin yes
#StrictModes yes
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Change it to no:

#LoginGraceTime 2m
PermitRootLogin no
#StrictModes yes

Restart the SSH daemon:
[vagrant@centos2 ~]$ sudo systemctl restart sshd

This does not disallow local root login, so in a pinch, you can still
connect to a console (or plug a keyboard and mouse into the
physical machine) and log in with the root user locally.

Disabling passwords (force key use)

Because we've got our public keys on this host, we no longer need to allow password-
based access.

Find the PasswordAuthentication line:

#PermitEmptyPasswords no
PasswordAuthentication yes

Change this line to no:

#PermitEmptyPasswords no
PasswordAuthentication no

Restart the SSH daemon:

[vagrant@centos2 ~]$ sudo systemctl restart sshd

The eagle-eyed among you will have noticed that I already flipped
this setting once, in the Vagrant £ile at the start of this chapter.
This was to allow us to use Vagrant as a learning experience, and we
are effectively reversing the reversal right now.

Setting a message of the day (motd)

Providing your PrintMotd setting is set to yes, you can have users see the contents
of /etc/motd when they log in.
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First, ensure that it is set to yes in the SSH daemon config;:

#PermitTTY yes
PrintMotd yes
#PrintLastLog yes

Next, restart the SSH daemon, and then modify the /etc/motd file to something
sensible. Alternatively, you can use the following command:

sudo sh -c 'echo "This is a testing system, how did you get here?" >
/etc/motd’

This message will now be printed whenever you log in.

This feature is usually used by companies to warn bad actors who
are attempting to gain access to their systems. Occasionally, it's used
by bored system administrators to quote Futurama at you.

The UseDNS setting

The last option I'm going to cover is the UseDNS entry, as it's a source of pain for quite
a few people:

#UseDNS yes
UseDNS no

Here, we can see that UseDNS has been explicitly set to no in our configuration file.
This is the default.

When set to no, the SSH daemon will not look up the remote host name, and check
that the remote IP maps back to the expected IP, based on that host name.

To confuse you further, here's the manual entry of UseDNS :

"Specifies whether sshd(8) should look up the remote host name, and to check that
the resolved host name for the remote IP address maps back to the very same IP
address.

If this option is set to no (the default) then only addresses and not host names may
be used in ~/.ssh/authorized_keys from and sshd_config Match Host directives.”

What this means is that when UseDNS is set to yes, and the machine you're
connecting from doesn't have a reverse DNS entry set, SSH will try and match the IP
it expects with what it's seeing, and likely fail to do so.
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In practice, all this means is that if your DNS is broken on the box
you're trying to connect to, you have to wait around like a lemon for
a bit while the DNS request times out, and eventually let you in. To
frustrate matters further, this feature is almost useless out of the box,
as highlighted in this mailing list email: https://lists.centos.
org/pipermail/centos—-devel/2016-July/014981.html.

AllowUsers

We've already denied the root user access to our system, but what if we wanted to
take this a step further and specify the users we want to grant access to?

For that, we need the AllowUsers setting.

This is rarely a default setting, or even commented out in the sshd_config file, so
we're going to add it to the bottom:

# PermitTTY no
# ForceCommand cvs server
AllowUsers vagrant

Restart the SSH daemon:

[vagrant@centos2 ~]$ sudo systemctl restart sshd

Now, you've got a system that only the vagrant user will be able to SSH to. You can
also add multiple names to this list, or even substitute this whitelist for a blacklist,
with DenyUsers.

If we want, we can work on a group basis (instead of individual usernames) with
AllowGroups and DenyGroups.

How it works...

Now that we've been through and changed a few common settings, we're going to
have a quick look at what happens when you restart the SSH daemon.

SSH's systemd unit file will look similar to this, though your system may vary:

[vagrant@centos2 ~]$ cat /etc/systemd/system/multi-
user.target.wants/sshd.service

[Unit]

Description=OpenSSH server daemon
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Documentation=man:sshd(8) man:sshd_config(5)
After=network.target sshd-keygen.service
Wants=sshd-keygen.service

[Service]

Type=notify
EnvironmentFile=/etc/sysconfig/sshd
ExecStart=/usr/sbin/sshd -D $OPTIONS
ExecReload=/bin/kill -HUP $MAINPID
KillMode=process

Restart=on-failure

RestartSec=42s

[Install]
WantedBy=multi-user.target

By default, we can see that the binary used is /usr/sbin/sshd with $OPTIONS
passed from elsewhere (in this case the EnvironmentFile value, as listed
previously).

Reading the manual for sshd, we find the following section:

The -f config_ file option (https://man.openbsd.org/sshd) is described as
follows:

" Specifies the name of the configuration file. The default is /etc/ssh/sshd_config.
sshd refuses to start if there is no configuration file.”

Here, we have the answer of why sshd_config is read by default—it's baked in.

There's more...

We've only covered some of the basic options people tend to change when
configuring the SSH daemon for their own environment, but most administrators
don't bother making any changes at all, leaving whatever the configured defaults are.

See also

To get a better understanding of all the daemon options available to you, read
through the sshd_config manual page and take a look at the page for the sshd
executable, too.
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Rotating host keys and updating
known_hosts

One thing we've not mentioned yet are host keys, and the known_hosts file.

This is something that is often overlooked, so I'd like to take a few minutes to go over
these otherwise-ignored treasures.

In this section, we will inspect what happens when you first SSH to a new machine,
and then we will change the keys of that machine to see what problems this causes us.

Getting ready

Connect to centos1 and centos?2 in different sessions:

$ vagrant ssh centosl
$ vagrant ssh centos2

If you're working on a fresh setup, SSH to centos2 from centos1 and accept the
host key when you're presented with it.

Log back out of centos2:

[vagrant@centosl ~]$ ssh 192.168.33.11

The authenticity of host '192.168.33.11 (192.168.33.11)' can't be
established.

ECDSA key fingerprint is

SHA256 :D4Tu/OykM/iPayCZ20kGOD2F6J9H5PzTNUuFzhz1l/xw.

ECDSA key fingerprint is
MD5:4b:2a:42:77:0e:24:b4:9¢c:6e:65:69:63:1a:57:e9:4e.

Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '192.168.33.11' (ECDSA) to the list of
known hosts.

vagrant@192.168.33.11's password:

[vagrant@centos2 ~]$ logout

Connection to 192.168.33.11 closed.

[vagrant@centosl ~]$

We've now got an entry in our known_hosts file, as shown here:

[vagrant@centosl ~]$ cat .ssh/known_hosts

192.168.33.11 ecdsa-sha2-nistp256
AAAAE2VJjZHNhLXNoYTItbmlzdHAYNTYAAAATbm] zdHAYNTYAAABBBOKS52r72J8hwU34Rza
Y3AD7HitT6UP2gqBv3WK81WEELSoeTsmJ4+2z08QiuULp3cCQBKYqi55260VE/hsEMBoULg=
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Note that this IP and key are found on centos2:

[vagrant@centos2 ~]$ cat /etc/ssh/ssh_host_ecdsa_key.pub
ecdsa-sha2-nistp256

AAAAE2VjZHNhLXNoYTItbmlzdHAYNTYAAAATbm] zdHAYNTYAAABBBOKS52r7Z2J8hwU34Rza
Y3AD7HitT6UP2gBv3WK81WEELSoeTsmJ4+z08QiuULp3cCOBKYqi55Z60VE/hsEMBoULg=

We can prove this easily by having a look at the key's fingerprint on both machines,
and comparing the ASCII art.

On centos?2, this is as follows:

[vagrant@centos2 ~]$ ssh-keygen -1lv -f /etc/ssh/ssh_host_ecdsa_key.pub
256 SHA256:D4Tu/OykM/iPayCZ20kGOD2F6J9H5PzTNUuFzhz1l/xw no comment
(ECDSA)

+-——[ECDSA 256]---+

I I
I I
| . .. |
|. o o.+. B . |
|. + +..S. o o E.|
|. + +o. oo. |
|.+ o +o |
lo.o . +* |
| o=*= |

+-———[SHA256] ————— +

And from the known_hosts file on centos1 is as follows:

[vagrant@centosl ~]$ ssh-keygen -1lv —-f .ssh/known_hosts
256 SHA256:D4Tu/OykM/iPayCzZ20kGOD2F6J9H5PzTNUuFzhz1l/xw 192.168.33.11

(ECDSA)

+-——[ECDSA 256]-———+
| .. o. |
I o o I
| o =. + o |
|. o o.+. B |
|. + +..S. o o E.|
|. + +o. oco. . .ol
|.+ o +o . ol
lo.o . +* |
|- o=*= I
+-————[SHA256] ————-— +

That's genuinely the first time I've ever used the —v option to get the
ASCII art out of a key for comparison purposes.
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How to do it...

Now that we've confirmed our setup, we're going to change the host keys on
centos2 and see what happens.

On centos2, run the following:

[vagrant@centos2 ~]$ sudo mv /etc/ssh/ssh_host_ecdsa_key*
/home/vagrant/

[vagrant@centos2 ~]$ 1s

ssh_host_ecdsa_key ssh_host_ecdsa_key.pub

We've just moved the keys we accepted as gospel on centos1.

Our session stays up because we're already authenticated and
connected. If we were to disconnect at this point, we would have to
accept a different set of keys (we moved the ECDSA keys, but there's
still Ed25519 host keys available, which SSH would pick up

instead).

Now, we're going to generate a new set of keys by using the catchall - flag:

[vagrant@centos2 ~]$ sudo ssh-keygen -A
ssh-keygen: generating new host keys: RSAl1l DSA ECDSA

We can confirm these exist by checking the directory:

[vagrant@centos2 ~]$ 1ls -1 /etc/ssh/ssh_host_ecdsa_key*

—rW——————— . 1 root root 227 Aug 8 16:30 /etc/ssh/ssh_host_ecdsa_key
-rw-r——r——. 1 root root 174 Aug 8 16:30
/etc/ssh/ssh_host_ecdsa_key.pub

Log out of centos?2 and try to log back in again:

[vagrant@centosl ~]$ ssh 192.168.33.11
gaddddaddddadaddaddddadaddadacdaddddacdadeddaeaeeddededceadeaeidaee

@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @
gaddddaddddadaddaddddadaddaddacdaddddacddadeddaeaeecdededeeadedaeiaee

IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!

Someone could be eavesdropping on you right now (man-in-the-middle
attack) !

It is also possible that a host key has just been changed.

The fingerprint for the ECDSA key sent by the remote host is
SHA256:vdJTIW4ewGtOAdQXCXJI+cbjvrNm9787/CQQOnCeM9fjc.

Please contact your system administrator.

Add correct host key in /home/vagrant/.ssh/known_hosts to get rid of
this message.
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Offending ECDSA key in /home/vagrant/.ssh/known_hosts:1

ECDSA host key for 192.168.33.11 has changed and you have requested
strict checking.

Host key verification failed.

[vagrant@centosl ~]$

SSH tries to save you from doing something bad. Because it's already aware of the IP
you're trying to connect to, and has a known_hosts entry for it, it compares the
known key it has on file with that of the box.

Since we've just regenerated the keys on the box, we've been presented with a
horrible-looking error.

It's worth getting over the mental block of just scoffing and working
around this error. Try to lend yourself five seconds of thought and
confirm that the error is expected. Too often, I've seen people
immediately grumble when faced with this message and bypass it
straight away. If you've already accepted the key on a box once, you
shouldn't see a warning about it again, this can mean that the box
has been tampered with, or your connection is being "man in the
middle'd." Be vigilant!

Clear the old key (the line location of which is emboldened in the preceding code)
from our known_hosts file:

[vagrant@centosl ~]$ ssh-keygen -R 192.168.33.11

# Host 192.168.33.11 found: line 1

/home/vagrant/.ssh/known_hosts updated.

Original contents retained as /home/vagrant/.ssh/known_hosts.olds

You should now be able to SSH to centos2 again and accept the new key:

[vagrant@centosl ~]$ ssh 192.168.33.11

The authenticity of host '192.168.33.11 (192.168.33.11)' can't be
established.

ECDSA key fingerprint is

SHA256 : vdJTIJW4ewGt OAdQXCXJ+cbjvrNm9787/CQOnCeM9fjc.

ECDSA key fingerprint is
MD5:c3:be:16:5b:62:7£:4d:9c:0b:15:c0:cd:d6:87:d6:d6.

Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '192.168.33.11' (ECDSA) to the list of
known hosts.

vagrant@192.168.33.11's password:

Last login: Wed Aug 8 16:26:50 2018 from 192.168.33.10
[vagrant@centos2 ~]$
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How it works...

The ssh-keygen command we used is a quick way of placing expected host keys in
the default location. Because we'd removed the key we expected to be there, we
would have failed to connect to our host, and been prompted with the horrible error
we saw previously:

<SNIP>

debugl: Server host key: ecdsa-sha2-nistp256
SHA256:zWAPXt403VRA/0iePUc4VoxBY50us9vl2vemgcrLduA

debug3: hostkeys_foreach: reading file
"/home/vagrant/.ssh/known_hosts"

debug3: record_hostkey: found key type ECDSA in file
/home/vagrant/.ssh/known_hosts:1

debug3: load_hostkeys: loaded 1 keys from 192.168.33.11
ceeicicieiereieicieiereiercielcieleicieyeiecicierciereielcicierciecieieiciereiercielciclerciecieleieiercieycielc
@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @
ceeicicieieyeieicieiereiercielcieleicieyeiecicierciereielcicierciecieieiciereiercielcicierciecieleieiercieycielc
IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!
<SNIP>

In the preceding snippet, we can see SSH checking our known_hosts file, then
getting the key from the remote host, and finally throwing a fit.

To reconnect to the host, we simply had to remove the offending entry from the
known_hosts file on our client-side, and then attempt our connection again.

We used -R to remove the offending key, but you can use any
method to do so as it's just a text file. If you wish you can even
empty the entire known_hosts file, but this will also mean you'll
have to accept keys for every box you've ever connected to, once
again.

There's more...

So, what happens if you remove all the host keys from the server?

This is what you get:

[vagrant@centos2 ~]$ sudo rm /etc/ssh/ssh_host_*
[vagrant@centos2 ~]$ logout

Connection to 192.168.33.11 closed.

[vagrant@centosl ~]$ ssh 192.168.33.11
ssh_exchange_identification: read: Connection reset by peer
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At this point, you can either re-provision your VM, or log on via the console and
generate new keys.

Technical requirements

Confirm that both of your Vagrant boxes are enabled, and connect to both using the
vagrant command.

If you've previously changed the SSH configuration file, it might be an idea to destroy

your boxes and re-provision them first:

$ vagrant ssh centosl
$ vagrant ssh centos2

Using local forwarding

Local forwarding is the act of mapping local TCP ports or Unix sockets onto remote
ports or sockets. It's commonly used when either accessing a system securely (by
requiring the user to first SSH to the box, thus encrypting their connection), or for
troubleshooting problems.

In this section, we're going to start a small webserver on centos2, which we're
going to connect to from centos1, first by connecting to the IP and port directly, and
then by a connection to a mapped local port, utilizing port forwarding.

Getting ready

On centos2, run the following command:

[vagrant@centos2 ~]$ python -m SimpleHTTPServer 8888
Serving HTTP on 0.0.0.0 port 8888 ...

You've just created a small, Python-based web server, listening on every address at
port 8888.

You can confirm this by running a curl command from centos1:

[vagrant@centosl ~]$ curl 192.168.33.11:8888
<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 3.2 Final//EN"><html>
<title>Directory listing for /</title>
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<body>

<h2>Directory listing for /</h2>

<hr>

<ul>

<li><a href=".bash_logout">.bash_logout</a>
<li><a href=".bash_profile">.bash_profile</a>
<li><a href=".bashrc">.bashrc</a>

<li><a href=".ssh/">.ssh/</a>

</ul>

<hr>

</body>

</html>

Note the listing of the home directory contents from centos2.

On centos2, you should see your connection (200 response):

[vagrant@centos2 ~]$ python -m SimpleHTTPServer 8888
Serving HTTP on 0.0.0.0 port 8888
192.168.33.10 - — [09/Aug/2018 10:47:13] "GET / HTTP/1.1" 200 -

Python's built-in web server module is very handy for testing. I used
it here because it's available out of the box in our installation, but I
wouldn't use it in a production environment, as there are better (and
faster) alternatives.

To confirm we've not yet got anything listening locally on port 9999, perform another
curl command from centos1:

[vagrant@centosl ~]$ curl 127.0.0.1:9999
curl: (7) Failed connect to 127.0.0.1:9999; Connection refused

How to do it...

We're going to locally forward connections to the local port 9999 to the remote port
8888.

On the command line

Run the following from centos1:

[vagrant@centosl ~]$ ssh —f -L 9999:127.0.0.1:8888 192.168.33.11 sleep
120
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You may be prompted for your password (depending on what you've done in terms
of key setup) and then be dropped back to the centos1 prompt.

Our SSH connection will stay up for two minutes.

Now, we run a curl, checking that our forwarding is working:

[vagrant@centosl ~]$ curl 127.0.0.1:9999
<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 3.2 Final//EN"><html>
<title>Directory listing for /</title>

<body>

<h2>Directory listing for /</h2>

<hr>

<ul>

<li><a href=".bash_history">.bash_history</a>
<li><a href=".bash_logout">.bash_logout</a>
<li><a href=".bash_profile">.bash_profile</a>
<li><a href=".bashrc">.bashrc</a>

<li><a href=".ssh/">.ssh/</a>

</ul>

<hr>

</body>

</html>

Success! Here, we're curling the localhost IP address of centos1 on our forwarded
port and we're getting the directory listing from centos2!

Using an SSH config file

If we wanted to create this forwarding setup each time we connected to centos2, we
can add the option to our SSH configuration file.

Add the emboldened line in the following code:

Host * !Cent0S2-V6
IdentityFile ~/.ssh/id_ed25519
Port 22

Host Cent0S2-V4

Hostname 192.168.33.11
LocalForward 9999 127.0.0.1:8888
User vagrant

Host Cent0S2-V6
Hostname fe80::a00:27ff:feb56:c5a7%%ethl
IdentityFile ~/.ssh/id_rsa
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Port 22
User vagrant

Host CentOS2-Hostname
Hostname centos2
User vagrant

Now, if you SSH to the host specified, you will create a forwarded connection
without having to specify it:

[vagrant@centosl ~]$ ssh —-f Cent0S2-V4 sleep 120
[vagrant@centosl ~]$ curl 127.0.0.1:9999
<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 3.2 Final//EN"><html>
<title>Directory listing for /</title>

<body>

<h2>Directory listing for /</h2>

<hr>

<ul>

<li><a href=".bash_history">.bash_history</a>
<li><a href=".bash_logout">.bash_logout</a>
<li><a href=".bash_profile">.bash_profile</a>
<li><a href=".bashrc">.bashrec</a>

<li><a href=".ssh/">.ssh/</a>

</ul>

<hr>

</body>

</html>

You're not limited to one LocalForward entry per host—you can have several.

How it works...

When you use the -L flag with SSH, you're specifying that any connection attempts
made to the local machine, on the first port listed, are to be forwarded to the remote
host and port.

Let's break down the command:

[vagrant@centosl ~]$ ssh —f -L 9999:127.0.0.1:8888 192.168.33.11 sleep
120

First, the -f and sleep 120 at the end of the command are a quick way to create a
session and background it while we perform our test:

-f ... sleep 120
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In the real world, you're not limited to just one Terminal window,
and generally, you'll find yourself opening a session to a remote
host in one window while you work in another.

The second part is the interesting bit:

-L 9999:127.0.0.1:8888

Here, we're saying that local port 9999 should have any connection requests
forwarded to the remote host on 127.0.0.1:8888.

Because of the way we created our web server, the following is also valid syntax:

-L 9999:192.168.33.11:8888

This is because our remote web server was listening on all addresses, so instead of
sending our request to the remote localhost address, we're just using the eth1
address instead.

I've frequently seen setups where less secure programs are run on
the localhost address only, meaning that if you want to access the
program, you have to SSH to the remote host first.

You're also not limited to cURL and the command line—you could
navigate to http://127.0.0.1:9999 in your web browser, and it
would still work.

There's more...

Tips and tricks for SSH are somewhat endless, but the following can be good to
practice.

Watching our SSH session

If you want to see when your SSH tunnel has closed, run the following:

[vagrant@centosl ~]$ ps aux | grep "ssh -f" | grep -v grep
vagrant 3525 0.0 0.2 82796 1196 » Ss 11:03 0:00 ssh -
f -L 9999:127.0.0.1:8888 192.168.33.11 sleep 120
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Upon disconnection, this process will end:

[vagrant@centosl ~]$ ps aux | grep "ssh —-f" | grep -v grep
[vagrant@centosl ~]$

Connecting to systems beyond the remote host
LocalForwarding can even be used to access hosts that the remote machine can see,

but your local one can't.

Consider the following configuration entry:

Host *
IdentityFile ~/.ssh/id_ed25519
Port 22

Host Cent0S2-V4

Hostname 192.168.33.11

LocalForward 7777 192.168.33.12:6666
User vagrant

In this example, centos2 can see the host with the IP 192.168.33.12, and the
server it's got listening on port 6666.

When we connect to centos2 and create our tunnel, we can connect locally to
127.0.0.1:7777, viewing the web server on 192.168.33.12:6666.

This is widely used in conjunction with bastion hosts, which we will
look at soon.

See also

Forwarding local connection attempts to a remote host can be an extremely useful
troubleshooting and access control method.

Take a look at the SSH manual page for more detail and expansion on the options
listed in this recipe.

The SSH manual page can be brought up on most Linux systems using the following
command:

$ man ssh
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Using remote forwarding

In the previous section, we looked at the ability to forward local connection attempts
to a remote machine.

In this section, we're going to look at something very similar: remote forwarding.

With remote forwarding, connection attempts made to a specified address and port
on a remote machine are passed back through the SSH tunnel you've set up, and are
processed on the local machine (your client).

Start on centosl1.

Before we start it's worth noting that remote forwarding is a great
way to punch holes out of networks, which means that it can also be
a nightmare for security professionals charged with maintaining a
network. With great power comes great etc.

Getting ready

Confirm that both of your Vagrant boxes are enabled, and connect to both:

$ vagrant ssh centosl
$ vagrant ssh centos2

How to do it...

First, we're going to start by using our single command at our prompt, and then we'll
look at how to set up the connection every time you SSH to a machine using the SSH
config file.

On the command line

On centos1, run the following:
[vagrant@centosl ~]$ ssh -R 5353:127.0.0.1:22 192.168.33.11
Once connected to centos2, run the following:

[vagrant@centos2 ~]$ ssh 127.0.0.1 -p5353
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You will probably be prompted to add a host key, and then be prompted for a
password. We're connecting back to centos1, so provide the default Vagrant
password.

You should be left at the centos1 command-line prompt:

vagrant@127.0.0.1's password:
Last login: Thu Aug 9 12:29:56 2018 from 127.0.0.1
[vagrant@centosl ~]1$

Using an SSH config file

As with LocalForward, we can also use an SSH config file for RemoteForward
connections, too:

Host *
IdentityFile ~/.ssh/id_ed25519
Port 22

Host Cent0S2-V4

Hostname 192.168.33.11
LocalForward 9999 127.0.0.1:8888
RemoteForward 5353 127.0.0.1:22
User vagrant

Here, you can see the exact setup we used in the command line section, only specified
in the config file, so that it's always available without having to type the flags out
each time:

[vagrant@centosl ~]$ ssh Cent0S2-V4
[vagrant@centos2 ~]$ ssh 127.0.0.1 -p5353
[vagrant@centosl ~]$

How it works...
What we actually do here is... odd:

1. We SSH to centos2, while saying that any connection attempts made to
port 5353 on the remote machine (centos?2) are to be passed back over the
SSH session to our client (centos1).

2. We then run SSH on our remote machine (centos2), specifying the

localhost address and the port that we're passing back to
centosl,127.0.0.1:5353.
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3. The connection attempt is passed back over our established SSH session to
centos1, where the SSH server accepts the connection request.

4. As aresult, we're locally SSH'Ing to centos1 by specifying the local
address and remote forwarded port on centos?2.

Confused? I was the first time someone explained this to me.
To better understand this, we can use the w command.

On centosl, this gives us the following;:

[vagrant@centosl ~]$ w
12:47:50 up 2:10, 2 users, load average: 0.00, 0.02, 0.05

USER TTY FROM LOGIN@ IDLE JCPU PCPU WHAT
vagrant pts/0 10.0.2.2 10:38 6.00s 1.07s 0.08s ssh -R
5353:127.0.0.1:22 192.168.33.

vagrant pts/1 127.0.0.1 12:44 6.00s 0.07s 0.05s w

Here, we can see our default Vagrant connection (from 10.0.2.2), but we can also
see a local connection.

Apparently, we've SSH'd to our machine from the localhost address (127.0.0.1).
This is actually the SSH session we established on centos2 using the following
command:

[vagrant@centos2 ~]$ ssh 127.0.0.1 -p5353

On centos2, the w command gives us the following:

[vagrant@centos2 ~]$ w

12:48:08 up 2:09, 2 users, load average: 0.00, 0.01, 0.05
USER TTY FROM LOGIN(@ IDLE JCPU PCPU WHAT
vagrant pts/0 10.0.2.2 10:43 0.00s 0.92s 0.04s w
vagrant pts/1 192.168.33.10 12:44 24.00s 0.07s 0.04s ssh
127.0.0.1 -p5353

Here, we can see our default Vagrant connection (from 10.0.2.2), but we can also
see the remote connection from centosl (192.168.33.10).

There's more...

It's not just SSH that this can be used with. In the same way, we can forward ports
from the remote session to our local machine — we have a wealth of options available

to us.
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Let's start and background a simple web server on centos1:

[vagrant@centosl ~]$ python -m SimpleHTTPServer 8888 &
[1] 6010

Now, let's SSH to centos2, while stating that any requests made on the remote
machine to 127.0.0.1:7777 are passed back along the established SSH session to
centosl:

[vagrant@centosl ~]$ ssh -R 7777:127.0.0.1:8888 192.168.33.11

On centos?2, we should now be able to curl 127.0.0.1:7777 and see the contents
of Vagrant's home directory on centos1:

[vagrant@centos2 ~]$ curl 127.0.0.1:7777

127.0.0.1 - - [09/Aug/2018 12:56:43] "GET / HTTP/1.1" 200 -
<!DOCTYPE

html PUBLIC "-//W3C//DTD HTML 3.2 Final//EN"><html>

<title>Directory listing for /</title>

<body>

<h2>Directory listing for /</h2>

<hr>

<ul>

<li><a href=".bash_history">.bash_history</a>

<li><a href=".bash_logout">.bash_logout</a>

<li><a href=".bash_profile">.bash_profile</a>

<li><a href=".bashrc">.bashrc</a>

<li><a href=".ssh/">.ssh/</a>

</ul>

<hr>

</body>

</html>

Success!

See also

While it may seem that this has limited uses, as far as nifty tricks go, you might find
some curious cases for it in your career.

I have used this on one or two occasions, when DNS has been broken on a remote
machine, and I've instead forwarded DNS requests back over an established SSH
connection.
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ProxyJump and bastion hosts

We're going to take a look at one very new SSH option, a slightly older SSH option,
and the concept of bastion hosts (or jump boxes) in this recipe.

We need three machines because we're going to use one machine as the "gateway" to
another.

Getting ready

Set up your three VMs, preferably using the Vagrantfile at the top of this chapter.

Connect to each box, and then check that from centos1, you can ping centos2 and
centos3:

[vagrant@centosl ~]$ ping 192.168.33.11

PING 192.168.33.11 (192.168.33.11) 56(84) bytes of data.

64 bytes from 192.168.33.11: icmp_seqg=1 ttl=64 time=2.54 ms

64 bytes from 192.168.33.11: icmp_seq=2 ttl=64 time=1.09 ms

64 bytes from 192.168.33.11: icmp_seq=3 ttl=64 time=0.929 ms
~C

-—— 192.168.33.11 ping statistics ——-—

3 packets transmitted, 3 received, 0% packet loss, time 2009ms
rtt min/avg/max/mdev = 0.929/1.524/2.548/0.728 ms
[vagrant@centosl ~]$ ping 192.168.33.12

PING 192.168.33.12 (192.168.33.12) 56(84) bytes of data.

64 bytes from 192.168.33.12: icmp_seqg=1 ttl=64 time=0.743 ms
64 bytes from 192.168.33.12: icmp_seq=2 ttl=64 time=1.15 ms

64 bytes from 192.168.33.12: icmp_seq=3 ttl=64 time=1.12 ms

~C

-—— 192.168.33.12 ping statistics ——-—

3 packets transmitted, 3 received, 0% packet loss, time 2015ms
rtt min/avg/max/mdev = 0.743/1.008/1.157/0.187 ms

These areon 192.168.33.11 and 192.168.33.12 if you're using the supplied
Vagrantfile.

How to do it...

From centos1, run the following command:

[vagrant@centosl ~]$ ssh —-J vagrant@192.168.33.11:22 192.168.33.12
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You may be prompted to accept keys and also be asked for your password.

You will find yourself on centos3, having jumped through centos2:

[vagrant@centos3 ~]$

Using an SSH config file

The same trick can be used by specifying the ProxyJump option in your SSH config
file:

Host *
IdentityFile ~/.ssh/id_ed25519
Port 22

Host Cent0S2-V4
Hostname 192.168.33.11
User vagrant

Host Cent0S3-V4
Hostname 192.168.33.12
User vagrant
ProxyJump Cent0S2-V4

You can now SSH to centos3 via centos2:

[vagrant@centosl ~]$ ssh Cent0S3-V4
vagrant@192.168.33.11's password:
vagrant@192.168.33.12's password:

Last login: Thu Aug 9 14:15:03 2018 from 192.168.33.11
[vagrant@centos3 ~]$

How it works...

The -J and ProxyJump options are a way to connect through a specified host, to a
host beyond.

The manual entry from the official manual pages (https://man.openbsd.org/ssh) for
-J [user@]lhost[:port] is as follows:

Connect to the target host by first making a ssh connection to the jump host
described by destination and then establishing a TCP forwarding to the ultimate
destination from there. Multiple jump hops may be specified separated by comma
characters. This is a shortcut to specify a ProxyJump configuration directive.
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The manual entry from https://man.openbsd.org/ssh_config for ProxyJump is as
follows:

Specifies one or more jump proxies as either [user@]host[:port] or an ssh URI.
Multiple proxies may be separated by comma characters and will be visited
sequentially. Setting this option will cause ssh(1) to connect to the target host by
first making a ssh(1) connection to the specified ProxyJump host and then
establishing a TCP forwarding to the ultimate target from there.

If we use the —v flag with SSH, we can see what happens in more detail:

[vagrant@centosl ~]$ ssh -v Cent0S3-V4

OpenSSH_7.4pl1, OpenSSL 1.0.2k-fips 26 Jan 2017

debugl: Reading configuration data /home/vagrant/.ssh/config
debugl: /home/vagrant/.ssh/config line 1: Applying options for *
debugl: /home/vagrant/.ssh/config line 8: Applying options for
Cent0S3-v4

debugl: Reading configuration data /etc/ssh/ssh_config

debugl: /etc/ssh/ssh_config line 58: Applying options for *
debugl: Setting implicit ProxyCommand from ProxyJump: ssh -v -W $h:%p
Cent0S2-V4

debugl: Executing proxy command: exec ssh -v -W 192.168.33.12:22
Cent0S2-V4

<SNIP>

debugl: permanently_drop_suid: 1000

OpenSSH_7.4pl1, OpenSSL 1.0.2k-fips 26 Jan 2017

debugl: Reading configuration data /home/vagrant/.ssh/config
debugl: /home/vagrant/.ssh/config line 1: Applying options for *
debugl: /home/vagrant/.ssh/config line 4: Applying options for
Cent0S2-V4

debugl: Reading configuration data /etc/ssh/ssh_config

debugl: /etc/ssh/ssh_config line 58: Applying options for *
debugl: Connecting to 192.168.33.11 [192.168.33.11] port 22.
debugl: Connection established.

debugl: key_load_public: No such file or directory

<SNIP>
debugl: kex_input_ext_info: server-sig-algs=<rsa-sha2-256,rsa-—
sha2-512>

debugl: SSH2_MSG_SERVICE_ACCEPT received

debugl: Authentications that can continue: publickey,gssapi-
keyex,gssapi-with-mic, password

debugl: Next authentication method: gssapi-keyex

debugl: No valid Key exchange context

debugl: Next authentication method: gssapi-with-mic

debugl: Unspecified GSS failure. Minor code may provide more
information

No Kerberos credentials available (default cache:
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KEYRING:persistent:1000)

debugl: Unspecified GSS failure. Minor code may provide more
information

No Kerberos credentials available (default cache:
KEYRING:persistent:1000)

debugl: Next authentication method: publickey

debugl: Trying private key: /home/vagrant/.ssh/id_rsa
debugl: Trying private key: /home/vagrant/.ssh/id_dsa
debugl: Trying private key: /home/vagrant/.ssh/id_ecdsa
debugl: Trying private key: /home/vagrant/.ssh/id_ed25519
debugl: Next authentication method: password
vagrant@192.168.33.11's password:

debugl: Authentication succeeded (password).

Authenticated to 192.168.33.11 ([192.168.33.11]:22).

debugl: channel_connect_stdio_fwd 192.168.33.12:22

debugl: channel 0: new [stdio-forward]

debugl: getpeername failed: Bad file descriptor

debugl: Requesting no-more-sessions@openssh.com

debugl: Entering interactive session.

debugl: pledge: network

debugl: client_input_global_request: rtype hostkeys-00@openssh.com
want_reply O

debugl: Remote protocol version 2.0, remote software version
OpenSSH_7.4

debugl: match: OpenSSH_7.4 pat OpenSSH* compat 0x04000000
debugl: Authenticating to 192.168.33.12:22 as 'vagrant'
debugl: SSH2_MSG_KEXINIT sent

debugl: SSH2_MSG_KEXINIT received

debugl: kex: algorithm: curve25519-sha256

debugl: kex: host key algorithm: ecdsa-sha2-nistp256

debugl: kex: server->client cipher: chacha20-polyl1305Q@openssh.com MAC:
<implicit> compression: none

debugl: kex: client->server cipher: chacha20-polyl1305Q@openssh.com MAC:
<implicit> compression: none

debugl: kex: curve25519-sha256 need=64 dh_need=64

debugl: kex: curve25519-sha256 need=64 dh_need=64

debugl: expecting SSH2_MSG_KEX_ECDH_REPLY

<SNIP>

vagrant@192.168.33.12's password:

debugl: Authentication succeeded (password).

Authenticated to 192.168.33.12 (via proxy) .

debugl: channel 0: new [client-session]

debugl: Requesting no-more-sessions@openssh.com

debugl: Entering interactive session.

debugl: pledge: proc

debugl: client_input_global_request: rtype hostkeys-00Q@openssh.com
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want_reply O

debugl: Sending environment.

debugl: Sending env LANG = en_GB.UTF-8

Last login: Thu Aug 9 14:22:08 2018 from 192.168.33.11
[vagrant@centos3 ~1$

Emboldened in the preceding output, we can see the key steps that take place during
the connection sequence:

1. SSH reads the configuration for the host we're connecting to.
2. SSH realises it has to use a ProxyJump host to access the specifed box.

3. SSH translates the ProxyJump option into the equivalent ProxyCommand
entry.

4. SSH reads the configuration for the ProxyJump host.
5. SSH connects and authenticates against the ProxyJump host.

6. SSH uses its established connection to the ProxyJump to connect to the
destination host.
7. SSH notes that it's authenticated to the destination host (via proxy).

There's more...

Now that you know the basics of ProxyJump, let's take a look at some scenarios you
may find useful.

More than once, using ProxyJump in the following ways listed has saved me literally
milliseconds of time!

Multiple hosts

While the example given previously is relatively simple, it's worth noting that you
can do some pretty complex things with ProxyJump.

You can list hosts, as the manual page suggests, and you can also chain hosts, as
follows:

Host *
Port 22

Host Cent0S2-V4
Hostname 192.168.33.11
User vagrant
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Host Cent0S3-V4
Hostname 192.168.33.12
User vagrant
ProxyJump Cent0S2-V4

Host Cent0S4-V4
Hostname 192.168.33.14
User vagrant
ProxyJump CentO0S3-V4

The advantage of ProxyJump itself should be obvious: using this technique, you can
create a setup where it only takes one command from your local machine to access a
remote and otherwise inaccessible box.

Generally, you might use ProxyJump in an environment with one ingress server.

ProxyJump also makes forwarding ports easier. If you add a
LocalForward line to Cent0S4-V4 in the preceding code, SSH will
take care of handling the traffic through the ProxyJump hosts, too!
This can be especially handy as it stops you having to forward ports
manually, potentially through several hosts.

ProxyCommand

What we saw in our debug message was SSH translating the fairly simple ProxyJump
entry into a ProxyCommand line.

ProxyCommand is the more traditional way of setting up this kind of forwarding, but
not only is it syntactically more irritating, it's also messy.

Consider the following example:

Host *
Port 22

Host Cent0S2-V4
Hostname 192.168.33.11
User vagrant

Host Cent0S3-V4

Hostname 192.168.33.12

User vagrant

ProxyCommand ssh -v -W %$h:%p Cent0S2-V4

Looks more awkward, doesn't it? But it works in the same way.
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This can be useful on older distributions, which maybe haven't received the
ProxyJump feature yet.

If you ever forget the syntax for ProxyCommand and you have a box
around that supports ProxyJump, remember that the
ProxyCommand syntax is printed for you in the SSH -v debug we
created before.

Bastion hosts

All of this is great, but why would you need this if you're managing servers?
Especially servers you control...

Consider your environment.

In the office, you might have access to every machine the company has under its
dominion, because you're sat on a LAN segment that has unfettered access to every
other network segment.

Remotely, you might have a VPN machine on the border of your network, to which
you need to initially establish a connection before you're able to SSH to other
machines.

Bastion hosts are something you might consider, and they can be used in conjunction
with a VPN.

You, as the system administrator, can decide that you'd like a single point of ingress
for people SSH'ing to machines to easily log traffic and maybe manage keys — perhaps
because you're just vindictive and want everyone's config file to be that much longer?

Work with your network team, consult your company's policies, and design a
network that you can easily maintain, and that others won't mind using.

Your company may have specific security policies in place that limit
what you're allowed to do. Remember, it's not about what you can
do, it's about what you should do. No one will congratulate you for
being clever when you're being marched out of the office for
bypassing security. By all means highlight security problems when
you see them, just don't exploit them.
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Using SSH to create a SOCKS Proxy

SSH is great.

I never get tired of talking about how great it is, and it would be remiss of me to not
mention one of its best features: the ability to quickly and easily set up a SOCKS

proxy.

In the previous sections, we forwarded individual ports, but what if we were using a
bastion host to connect to a slew of different websites within a network? Would you
like to add tens of lines to your SSH config file? Or manually type out each port and
mapping every time?

I didn't think so.
That's where the -D flag comes in.

See -D [bind_address:]port in the SSH manual page (https://man.openbsd.
org/sshy

Specifies a local "dynamic” application-level port forwarding. This works by
allocating a socket to listen to port on the local side, optionally bound to the specified
bind_address. Whenever a connection is made to this port, the connection is
forwarded over the secure channel, and the application protocol is then used to
determine where to connect to from the remote machine. Currently the SOCKS4
and SOCKSS protocols are supported, and ssh will act as a SOCKS server. Only
root can forward privileged ports. Dynamic port forwardings can also be specified in
the configuration file.

IPv6 addresses can be specified by enclosing the address in square brackets. Only the
superuser can forward privileged ports. By default, the local port is bound in
accordance with the GatewayPorts setting. However, an explicit bind_address may
be used to bind the connection to a specific address. The bind_address of “localhost”
indicates that the listening port be bound for local use only, while an empty address
or "*"indicates that the port should be available from all interfaces.

What this means is that with a single command, you can set up a connection that you
can then forward traffic through (from a web browser, or other applications that
support SOCKS proxies). You don't have to punch holes through firewalls, and you

don't have to manually map ports.

[116 ]


https://man.openbsd.org/ssh
https://man.openbsd.org/ssh
https://man.openbsd.org/ssh
https://man.openbsd.org/ssh
https://man.openbsd.org/ssh
https://man.openbsd.org/ssh
https://man.openbsd.org/ssh
https://man.openbsd.org/ssh
https://man.openbsd.org/ssh
https://man.openbsd.org/ssh

Remote Administration with SSH Chapter 2

SOCKS itself is an internet protocol, and quite an old one at that,
though we still actively use SOCKS5, which was approved by the
Internet Engineering Task Force in 1996! It's like any other proxy
server, allowing you to exchange packets over a connection; in this
case, our SSH tunnel. Applications may choose to natively support
SOCKS proxies or not, but a lot of commons ones will (Firefox, for
example).

Let's get started.

Getting ready

For this section, we're going to be using centos1 and centos2.

Make sure that you have a connection open to both machines:

$ vagrant ssh centosl
$ vagrant ssh centos2

On centos2, let's set up our small web server again:

[vagrant@centos2 ~]$ python -m SimpleHTTPServer 8888 &
[1] 7687

How to do it...

Connect to centos1, where we'll first set up our SOCKS proxy using just one
command, and then look at how to start the proxy each time we SSH to the box.

On the command line

Let's establish our SSH session and disconnect from the established session at the
same time:

[vagrant@centosl ~]$ ssh —-f -D9999 192.168.33.11 sleep 120
vagrant@192.168.33.11's password:
[vagrant@centosl ~]1$

Once established (until the sleep runs out), we can use our proxy to query anything
and everything that centos2 can see via the SSH session.
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Let's check out our web server on centos?2, from centos1:

[vagrant@centosl ~]$ all_proxy="socks5://127.0.0.1:9999" curl
127.0.0.1:8888

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 3.2 Final//EN"><html>
<title>Directory listing for /</title>

<body>

<h2>Directory listing for /</h2>

<hr>

<ul>

<li><a href=".bash_history">.bash_history</a>

<li><a href=".bash_logout">.bash_logout</a>

<li><a href=".bash_profile">.bash_profile</a>

<li><a href=".bashrc">.bashrec</a>

<li><a href=".lesshst">.lesshst</a>

<li><a href=".mysql_history">.mysql_history</a>

<li><a href=".ssh/">.ssh/</a>

</ul>

<hr>

</body>

</html>

[vagrant@centosl ~]1$

Brilliant! We've run a cURL against a localhost address, but by passing it through the
proxy, our request has been run against centos2 instead!

Using an SSH config file

The same can be accomplished, as shown previously, by using an SSH config file:

Host *
Port 22

Host Cent0S2-V4
Hostname 192.168.33.11
User vagrant
DynamicForward 9999

We can now be confident our proxy will be available each time we connect:

[vagrant@centosl ~]$ ssh —f Cent0S2-V4 sleep 120

And again, look at the contents of the web server:

[vagrant@centosl ~]$ all_proxy="socks5://127.0.0.1:9999" curl
127.0.0.1:8888
<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 3.2 Final//EN"><html>
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<title>Directory listing for /</title>

<body>

<h2>Directory listing for /</h2>

<hr>

<ul>

<li><a href=".bash_history">.bash_history</a>
<li><a href=".bash_logout">.bash_logout</a>
<li><a href=".bash_profile">.bash_profile</a>
<li><a href=".bashrc">.bashrc</a>

<li><a href=".lesshst">.lesshst</a>

<li><a href=".mysql_history">.mysql_history</a>
<li><a href=".ssh/">.ssh/</a>

</ul>

<hr>

</body>

</html>

Just to prove we were really using our proxy, let's try the curl command without an
established session (you will have to wait for SSH to time out, or kill the process if it's
not already died):

[vagrant@centosl ~]$ all_proxy="socks5://127.0.0.1:9999" curl
127.0.0.1:8888
curl: (7) Failed connect to 127.0.0.1:9999; Connection refused

How it works...

When you add the -D option to SSH, or add the DynamicForward option to your SSH
config file, you're telling SSH that you want to specify a port on your local side that
will forward any requests received to it over your SSH connection.

Let's break down our commands:
[vagrant@centosl ~]$ ssh —f -D9999 192.168.33.11 sleep 120

First, as we did previously, we've used -£ and sleep to keep a connection open, while
dropping us back to the centos1 prompt once a connection is established:

-f ... sleep 120
We've also specified our -D option, with a randomly chosen port:

-D9999
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I use 9999 through force of habit, but occasionally I mix it up a bit
by using 7777, or even 6666 if I'm feeling really wild. You may use
whichever port you wish (above 1024, as those below this can only
be used by root.)

Once we're established, we use the following command to check our proxy is
available for use:

[vagrant@centosl ~]$ all_proxy="socks5://127.0.0.1:9999" curl
127.0.0.1:8888

Breaking this down into its two parts, we start with the variable we're setting for just
this run:

all_proxy="socks5://127.0.0.1:9999"
cURL uses all_proxy as a way of setting the SOCKS proxy for its run.

In your browser, you may find the option to set a SOCKS server under settings, and in
some other applications, SOCKS proxies can be configured when required. Gnome's
network manager looks like this:

Network Proxy ()

O Automatic
O Manual
) Disabled
HTTP Proxy 8080 - +
HTTPS Proxy 0 +
FTP Proxy 0 +
Socks Host | 127.0.0.1 9999 — +
Ignore Hosts | localhost, 127.0.0.0/8, ::1

The other part of our command is curl:

curl 127.0.0.1:8888
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With our all_proxy setting, cURL knows to use the SOCKS proxy on port 9999 for
its connections, meaning that when we query 127.0.0.1:8888, we're sending that
request over our SSH session to resolve on centos?2.

Neat!

There's more...

If you want to take it one step further, have a look at using t cpdump on your remote
side to check out traffic traversing your network:

[vagrant@centos2 ~]$ sudo tcpdump port 8888 —-ilo -n

You should see traffic come through:

<SNIP>

15:18:48.991652 IP 127.0.0.1.54454 > 127.0.0.1.ddi-tcp-1: Flags [F.],
seq 79, ack 618, win 700, options [nop,nop,TS val 16534669 ecr
16534658], length O

15:18:48.991677 IP 127.0.0.1.ddi-tcp-1 > 127.0.0.1.54454: Flags [.],
ack 80, win 683, options [nop,nop,TS val 16534669 ecr 16534669],
length O

<SNIP>

Understanding and using SSH agents

One thing we touched on briefly was the concept of an SSH agent.

When you SSH to a server (after setting up a key) and you're prompted for a
passphrase, what you're actually doing is decrypting the private key part of your
public-private key pair (the id_rsa file by default), so that it can be used to verify
that you are who you say you are against the remote host. It can get tedious to do this
each time you SSH to a server, especially if you're managing hundreds or thousands
of constantly changing boxes.

That's where SSH agents come in. They're somewhere for your now-decrypted
private key to live, once you've given it the passphrase, for the duration of your
session.

Once you've got your private key loaded into your agent, the agent is then
responsible for presenting the key to any servers you connect to, without you having
to type your passphrase again, saving valuable seconds and finger strain.
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Most desktop Linux distributions will start an SSH agent of some sort within your
user session, sometimes unlocking your private keys when you log in to your user
account.

macOS has a specific SSH config file option for UseKeychain (https://developer.
apple.com/library/archive/technotes/tn2449/_index.html):

"On macOS, specifies whether the system should search for passphrases in the
user’s keychain when attempting to use a particular key. When the passphrase is
provided by the user, this option also specifies whether the passphrase should be
stored into the keychain once it has been verified to be correct. The arqument must

’ 7

be "yes” or "no”. The default is "no”.

If you're running macOS on your desktop, you might consider this option.

On my Ubuntu laptop installation, looking for a running agent reveals this:
$ env | grep SSH

SSH_AUTH_SOCK=/run/user/1000/keyring/ssh
SSH_AGENT_PID=1542

Looking for this process ID shows me what's running as my ssh-agent:

adam 1542 0.0 0.0 11304 320 ? Ss Aug04 0:02 /usr/bin/ssh-agent
/usr/bin/im-launch env GNOME_SHELL_SESSION_MODE=ubuntu gnome-session -
—-session=ubuntu

In this section, we're going to start an SSH agent on centos1 and load a key into it.

Getting ready

As with the previous section, confirm that both of your Vagrant boxes are enabled
and connect to the first using the vagrant command:

$ vagrant ssh centosl

Ensure you have an SSH key available on centos1. Re-read the previous section on
generating an SSH key if you need to:

[vagrant@centosl ~]$ 1ls .ssh/
authorized_keys config id_ed25519 id_ed25519.pub known_hosts
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Copy your key to centos2 if you haven't already, accepting the host key if you need
to:
[vagrant@centosl ~]$ ssh-copy-id 192.168.33.11
/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed:
"/home/vagrant/.ssh/id_ed25519.pub"
/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s),
to filter out any that are already installed
/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you
are prompted now it is to install the new keys
vagrant@192.168.33.11's password:

Number of key(s) added: 1

Now try logging into the machine, with: "ssh '192.168.33.11'"
and check to make sure that only the key(s) you wanted were added.

[vagrant@centosl ~]$
Check that attempting to log into centos2 prompts you for your key passphrase:

[vagrant@centosl ~]1$ ssh 192.168.33.11
Enter passphrase for key '/home/vagrant/.ssh/id_ed25519':

Make sure you're on centos1 to begin.

How to do it...

Start by running the ssh-agent command:

[vagrant@centosl ~]$ ssh-agent
SSH_AUTH_SOCK=/tmp/ssh-90n2mDhHTL8T/agent .6693; export SSH_AUTH_SOCK;
SSH_AGENT_PID=6694; export SSH_AGENT_ PID;

echo Agent pid 6694;

You can see it's printed several environment variables and the process ID it's running
on.

We can confirm this is the case:

[vagrant@centosl ~]$ pidof ssh-—agent
6694
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Copy the various variables that have been provided for you and paste them into the
same window:

[vagrant@centosl ~]$ SSH_AUTH_SOCK=/tmp/ssh-90n2mDhHTL8T/agent.6693;

export SSH_AUTH_SOCK;
[vagrant@centosl ~]$ SSH_AGENT_PID=6694; export SSH_AGENT_PID;

[vagrant@centosl ~]$
Now, run the ssh-add command and fill in your key's passphrase when prompted:

[vagrant@centosl ~]$ ssh-add
Enter passphrase for /home/vagrant/.ssh/id_ed25519:
Identity added: /home/vagrant/.ssh/id_ed25519 (vagrant@centosl)

[vagrant@centosl ~]1$
You can see that it informs you that it's added your identity.

SSH to centos2, and prepare to be amazed when you're not prompted for your
passphrase:

[vagrant@centosl ~]1$ ssh 192.168.33.11
Last login: Thu Aug 9 15:36:02 2018 from 192.168.33.10

[vagrant@centos2 ~]18$

You may think that you don't mind typing in your passphrase once
or twice a day, and you'd be fine to think that, but if you're logging
into a machine that infrequently, you're probably a very lucky
system administrator. Where SSH agents excel is when you want to
log into tens or hundreds of machines, or even if you're using a
ProxyJump box, and don't feel like typing your passphrase any
more times than is necessary.

To kill a running agent, use —k:

[vagrant@centosl ~]$ ssh-agent -k
unset SSH_AUTH_SOCK;

unset SSH_AGENT_PID;

echo Agent pid 6694 killed;

I have seen cases where companies don't like the use of SSH agents,
and mandate passwords or passphrases each time. Check you're not
violating some obscure security policy to make your life easier.
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Then, run the suggested unset commands to remove the variables we set before:

[vagrant@centosl ~]$ unset SSH_AUTH_SOCK;
[vagrant@centosl ~]$ unset SSH_AGENT_PID;

Simply logging out of your session won't stop the ssh-agent
program from running. Be mindful of this if you choose to use it.
Likewise, you shouldn't run an agent on a remote host shared
between multiple people —it's best kept to your personal machine. If
you plan on using an SSH agent, read up on current security
practices.

How it works...

When we initially run ssh-agent, the agent itself is started in the background, and
we're given the necessary environment variables for SSH. After they're set, running
SSH will cause it to read these variables.

If we add a couple of ~vv flags to SSH, we can see it find our key in the agent:
debug2: key: /home/vagrant/.ssh/id_ed25519 (0x55b11351c410), agent

Without the agent loaded, but with the key present, it looks like this:

debug2: key: /home/vagrant/.ssh/id_ed25519 (0x55dea5015410)

The SSH environment variables are also read by ssh-add, which we used to add our
key to the agent. To quote the manual page:

"The authentication agent must be running and the SSH_AUTH_SOCK
environment variable must contain the name of its socket for ssh-add to work.”

When you've got one key or more in an agent, SSH will try to use these keys to
authenticate against remote hosts, removing the need to type your password each
time.

There's more...

If you want to add the agent start command to a script (say .bashrc), you may want
to automatically evaluate the environment variables given to you. ssh-
agent assumes you're starting it this way.
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In the manual page for ssh-agent, you even get this tip.

"There are two main ways to get an agent set up: The first is that the agent starts a
new sub-command into which some environment variables are exported, eg ssh-
agent xterm &. The second is that the agent prints the needed shell commands
(either sh(1) or csh(1) syntax can be generated) which can be evaluated in the
calling shell, eg eval "ssh-agent -s” for Bourne-type shells such as sh(1) or ksh(1)
and eval "ssh-agent -c” for csh(1) and derivatives.”

In practice, this means that it's easiest to start the agent like so:

[vagrant@centosl ~]1$ eval $(ssh-agent)
Agent pid 6896

Here, we're using a Bash sub-shell to start and read the agent's output.

ssh-add

ssh-add has a few decent options available, some of which are handy to know about.

-1 will allow you to see loaded identities, along with their fingerprints:

[vagrant@centosl ~]$ ssh-add -1
256 SHA256:P7FdkmbQQFoy37avbKBfzMpEhVUaBYO0T1jwYJyNxzUI vagrant@centosl
(ED25519)

-D will allow you to remove all identities (and -d can be used to remove specific
ones):

[vagrant@centosl ~]$ ssh-add -D
All identities removed.

-x will lock an agent, while —x will unlock it:

[vagrant@centosl ~]$ ssh-add -1
256 SHA256:P7FdkmbQQFoy37avbKBfzMpEhVUaBYOT1jwYJyNxzUI vagrant@centosl
(ED25519)

[vagrant@centosl ~]$ ssh-add -x
Enter lock password:

Again:

Agent locked.

[vagrant@centosl ~]$ ssh-add -1
The agent has no identities.
[vagrant@centosl ~]$ ssh—-add -X
Enter lock password:

Agent unlocked.
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[vagrant@centosl ~]$ ssh-add -1
256 SHA256:P7FdkmbQQFoy37avbKBfzMpEhVUaBYOT1jwYJyNxzUI vagrant@centosl
(ED25519)

AddKeysToAgent

When using an agent, you might like the SSH config file option AddKeysToAgent,
which will automatically add used keys to your ssh-agent for future use.

Consider the following; we're starting with no keys in our agent:

[vagrant@centosl ~]$ ssh Cent0S2-V4

Enter passphrase for key '/home/vagrant/.ssh/id_ed25519':
Last login: Thu Aug 9 15:58:01 2018 from 192.168.33.10
[vagrant@centos2 ~]$ logout

Connection to 192.168.33.11 closed.

[vagrant@centosl ~]$ ssh Cent0S2-V4

Last login: Thu Aug 9 16:12:04 2018 from 192.168.33.10
[vagrant@centos2 ~]$

Note that the first time, we're prompted for our key's passphrase. The second time,
we're not.

It is now loaded into our agent:

[vagrant@centosl ~]$ ssh-add -1
256 SHA256:P7FdkmbQQFoy37avbKBfzMpEhVUaBY0T1jwYJyNxzUI vagrant@centosl
(ED25519)

This is all handled by one config option:

[vagrant@centosl ~]$ cat .ssh/config
Host *

Port 22

AddKeysToAgent yes

See also

There are other SSH agents, other than the default one supplied with OpenSSH
(which we used here.) There are also some systems that use more pieces (such as
PAM on most desktop distributions.) Have a read around and see if you can work out
how your distro of choice does things.
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Running multiple SSH servers on one box

Sometimes, it can be a requirement to run multiple SSH servers on one box. You may
want to use one for regular, day-to-day activities, and the other server for backups or
automation.

In this case, it's perfectly possible to run two distinct versions of the SSH server at
once.

We're going to use centos2 for this, setting up a secondary SSH server on port 2020.

Getting ready

If you haven't already, I would advise destroying your previous Vagrant boxes and
deploying new ones for this.

Once new boxes are created, connect to both:

$ vagrant ssh centosl
$ vagrant ssh centos2

Install policycoreutils—-python on centos2, for semanage later:

[vagrant@centos2 ~]$ sudo yum -y install policycoreutils—-python

How to do it...

First, we're going to make a copy of our initial configuration file:

[vagrant@centos2 ~]$ sudo cp /etc/ssh/sshd_config
/etc/ssh/sshd_config_2020

Then, we're going to make a couple of changes:

[vagrant@centos2 ~]$ sudo sed -i 's#\#Port 22#Port 2020#g'
/etc/ssh/sshd_config_2020

[vagrant@centos2 ~]$ sudo sed -i 's#\#PidFile
/var/run/sshd.pid#PidFile /var/run/sshd_2020.pid#g’
/etc/ssh/sshd_config_2020

Now, we're going to copy our systemd unit file:

[vagrant@centos2 ~]$ sudo cp /usr/lib/systemd/system/sshd.service
/etc/systemd/system/sshd_2020.service

[128]



Remote Administration with SSH Chapter 2

Then, we're going to make some changes here:

[vagrant@centos2 ~]$ sudo sed —-i 's#OpenSSH server daemoni#OpenSSH
server daemon on port 2020#g' /etc/systemd/system/sshd_2020.service

[vagrant@centos2 ~]$ sudo sed -i
's#EnvironmentFile=/etc/sysconfig/sshd#EnvironmentFile=/etc/sysconfig/
sshd_2020#g' /etc/systemd/system/sshd_2020.service

Copy the old environment file to a new one:

[vagrant@centos2 ~]$ sudo cp /etc/sysconfig/sshd
/etc/sysconfig/sshd_2020

Then, point this environment file to our new configuration file:

[vagrant@centos2 ~]$ sudo sed —-i 's#OPTIONS="-u0"#OPTIONS="-ul0 —-f
/etc/ssh/sshd_config_2020"#g' /etc/sysconfig/sshd_2020

Tell SELinux we're going to be running an SSH daemon on 2020:

[vagrant@centos2 ~]$ sudo semanage port —-a -t ssh_port_t -p tcp 2020

Tell systemd we've made changes:

[vagrant@centos2 ~]$ sudo systemctl daemon-reload

Start and enable our second server:

[vagrant@centos2 ~]$ sudo systemctl enable sshd_2020
Created symlink from /etc/systemd/system/multi-
user.target.wants/sshd_2020.service to
/etc/systemd/system/sshd_2020.service.
[vagrant@centos2 ~]$ sudo systemctl start sshd_2020

Check it's running by SSH'ing from centos1:

[vagrant@centosl ~]$ ssh 192.168.33.11

The authenticity of host '192.168.33.11 (192.168.33.11)"' can't be
established.

ECDSA key fingerprint is

SHA256:167013+081hd02ibnoC+z2hzYtvii INQAMGxyzxjsI8.

ECDSA key fingerprint is
MD5:03:68:ed:a2:05:5d:57:88:61:4e:86:28:¢c3:75:28:fa.

Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '192.168.33.11' (ECDSA) to the list of
known hosts.

vagrant@192.168.33.11's password:

Last login: Thu Aug 9 16:24:50 2018 from 10.0.2.2
[vagrant@centos2 ~]$ logout
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Connection to 192.168.33.11 closed.

[vagrant@centosl ~]$ ssh 192.168.33.11 -p2020
vagrant@192.168.33.11's password:

Last login: Thu Aug 9 16:40:55 2018 from 192.168.33.10
[vagrant@centos2 ~]1$

Remember when we were looking at host keys before? What we can
see in the preceding code is that both the port 22 server and 2020
server are sharing host keys, as we were only asked to accept them
once.

How it works...

All we've done here is duplicate a few files and made some sensible changes to
ensure that the two processes don't interact with each other very much.

First, we created the following file:

/etc/ssh/sshd_config_2020

We then ran a couple of sed commands to change some values. Specifically, we
modified the port the server would listen on, and the process ID file it would use (the
PID modification is frequently overlooked).

Next, we copied the systemd unit file that comes with the OpenSSH server package
on CentOS, tweaking it slightly by changing the description and pointing it to a
different environment file.

We put the resulting unit file (sshd_2020.service) in a different
location to the original to differentiate it from a supplied default.

We copied the environment file and made a modification to pass a new option to the
SSH daemon when it's started. This new option was a different configuration file (the
one we started off making):

OPTIONS="-u0 -f /etc/ssh/sshd_config 2020"

We then updated our SELinux policy to make it aware of the new server's intentions,
reloaded systemd's running configuration, and both enabled and started our server.
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Your milage may vary in terms of the standard location for

configuration and environment files. This can change between major
distro releases, and some settings frequently differ between different

distributions.

There's more...

If you're interested in seeing both servers running, there's a few methods of doing so.

On centos?, start with ss:

[vagrant@centos2 ~]$ sudo ss -tna -4

State Recv—-Q Send-Q Local Address:Port
Peer Address:Port

LISTEN 0 128 *:2020
* ok

LISTEN 0 128 *:111
* ok

LISTEN 0 128 *:22

* ok

LISTEN 0 100 127.0.0.1:25

* ok

ESTAB 0 0 10.0.2.15:22

10.0.2.2:59594

can also use systemd's built-in commands:

[vagrant@centos2 ~]$ PAGER= systemctl | grep sshd

sshd.service

loaded active running OpenSSH server daemon

sshd_2020.service

loaded active running OpenSSH server daemon on port 2020

And lastly, we can use good old ps:

[vagrant@centos2 ~]$ ps aux | grep sshd

root 856 0.0 0.8 112796 4288 2 Ss 16:52
/usr/sbin/sshd -D -u0 -f /etc/ssh/sshd_config_2020
root 858 0.0 0.8 112796 4292 2 Ss 16:52

/usr/sbin/sshd -D -u0

:00

:00
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Summary

While I've spent this chapter describing some brilliant things that SSH is capable of
and singing its praises throughout, it's worth highlighting that it's still software, and
it's also constantly evolving. Because it's software, it can have bugs and unexpected
behavior, though the developers behind it are some of the best, what with it being
part of the OpenBSD suite of software.

If you take anything away from this chapter, make it the following;:

¢ Use key-based authentication
e Disable root login over SSH
e Use a local SSH config file for connecting to remote machines

I'd highly recommend signing up to the various SSH mailing lists if you're a bit sad
like I am, and keeping an eye out for new features that might capture your
imagination. ProxyJump hasn't been around for long, and it's very handy.

I do recall instances that SSH wound me up in some form or other, such as the time I
spent a long hour or two bashing my head against a desk, trying to work out why
SSH just wouldn't read a private RSA file, only to discover that it needed the public
half to be in the same folder too, on the local machine. That's a considerable amount
of time I won't get back, but it's a mistake I won't make twice.

That said, I can also share many more instances where SSH has downright impressed
me, and made my life easier. It's basically the Swiss Army knife of system
administration, and not just because it's usually the way you connect to a box.

People use SSH for administration, transferring backups, moving files between boxes,
automation using tools such as Ansible, wrapping other connections inside, and
much more.

I once saw an implementation of OpenSSH atop Windows, because
the people running the Windows servers were Unix people, and
distrusted RDP. They used to SSH to the box, local forwarding the
RDP sessionon 127.0.0.1:3389 and connecting to RDP through
the SSH session... it was slow...
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It's solid, secure, and a pleasure to use. It works on Linux, macOS, the BSDs, Solaris,
and even Windows!

Here's a big thanks to SSH, and OpenSSH specifically.

Some things we didn't discuss in this chapter were ciphers, message
integrity codes, key exchange algorithms, and so on. Primarily, this
is because these subjects are nearly a book in themselves, and are
definitely out of scope for what we're doing here. I generally trust
the maintainers of the various packages to choose sensible defaults,
but there's no harm in reading up on security independently, should
you feel compelled.
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The following recipes will be covered in this chapter:

¢ Determining our network configuration

e More examples of using the IP suite

¢ Adding and configuring network interfaces

¢ Modern domain name resolution on Linux

¢ Configuring NTP and the problems we face

e Listing firewall rules on the command line

¢ Adding firewall rules on the command line

¢ Determining the running services and ports in use
¢ Debugging with i ftop

¢ Round-up-firewalls and networks

Introduction

Now that we know the ins and outs of SSH and connecting to our machines, whether
it be the local VMs or remote servers, we're going to take a look at the most obvious
part of the security onion (the firewall) and the Linux network stack in general.

Traditionally, firewall administration was handled by the iptables and associated
commands, and indeed you'll be hard pressed to find system administrators who
don't instantly install the iptables suite of tools on every server they find (that
doesn't have it installed already).

On modern installations, firewall-cmd (CentOS) and ufw (Ubuntu) can be found
installed in place of, or in addition to, traditional tools. These are an attempt to make
the firewall process a more painless experience, though purists will defend iptables
to the death.
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No matter the user space (the name given to programs that operate outside the
kernel, at the user level) tool used, all of the changes we make are being made using
the Netfilter kernel framework. Indeed, a replacement for iptables and Netfilter,
called nft, has been available in the kernel for some time, though it's not widely used
at the moment.

iptables is something of a catchall name, at least informally.
Technically, iptables is used for IPv4, ip6tables is used for IPv6,
ebtables is used for Ethernet frames, and arptables is used for ARP.

Alongside our journey into the confusing world of firewalls, we're going to create a
network interface and configure it with both static and dynamic IP allocation.

Technical requirements

We're again going to use Vagrant and VirtualBox for our work. We'll configure three
virtual machines.

I've put together the following Vagrant file for use in this chapter:

# —*- mode: ruby —-*-
# vi: set ft=ruby

SprovisionScript = <<-SCRIPT

sed —-i 's#PasswordAuthentication no#PasswordAuthentication yes#g'
/etc/ssh/sshd_config

systemctl restart sshd

SCRIPT

Vagrant.configure ("2") do |config]|

config.vm.provision "shell",
inline: S$provisionScript

config.vm.define "centosl" do |centosl]|

centosl.vm.box = "centos/7"
centosl.vm.network "private_network", ip: "192.168.33.10"
centosl.vm.network "private_network", ip: "192.168.44.10",
auto_config: false
centosl.vm.hostname = "centosl"
centosl.vm.box_version = "1804.02"
end
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config.vm.define "centos2" do |centos2]|
centos2.vm.box = "centos/7"
centos2.vm.network "private_network", ip: "192.168.33.11"
centos2.vm.network "private_network", ip: "192.168.44.11",
auto_config: false

centos2.vm.hostname = "centos2"
centos2.vm.box_version = "1804.02"
end

config.vm.define "ubuntul" do |ubuntul]
ubuntul.vm.box = "ubuntu/bionic64"
ubuntul.vm.hostname = "ubuntul"
ubuntul.vm.box_version = "20180927.0.0"
end

end

It would be advisable to create a folder called Chapter Three and copy this code
into a file called Vagrantfile. Running vagrant up from inside the folder
containing your Vagrant file should configure two VMs for testing. Once
provisioned, make sure that you can connect to the first by running the following
command:

$ vagrant ssh centosl

For this section, ensure that your centos1 VM is running, and connect to it. This
section assumes you know networking at a basic level, in the sense that you
understand the differences between a static and dynamic IP address, and you know
roughly how public and private IP addresses differ.

Determining our network configuration

If you ever find yourself working with physical equipment in a data center, you may
wind up plonked in front of a box at some point, with only a username and
password. You will have to use these credentials to discover the box's IP information
so that another individual in an ivory tower somewhere can connect to it remotely.

The individual in the ivory tower will sometimes be paid better than
you for lounging around in a chair all day pressing a keyboard. My
advice is to not dwell on this, or you'll end up bitter and grumpy
ahead of your years.
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Getting ready

Connect to centos1 if you haven't already.
$ vagrant ssh centosl
For the purposes of demonstration, ensure that i fconfig is installed too:

$ sudo yum install net-tools

How to do it...

In this short section, we're going to discover what IP address our box has, what
network it's on, and we're going to learn how it's configured in the way it is.

Discerning the IP

On a modern box, this is done with ip, which we'll go into greater depth with later:
$ ip address show

You can shorten ip commands to make them quicker to type (as we
did in the previous chapter,) but in the preceding code I've used the
full expression as it better expresses what we're doing.

This command will give you information about all the interfaces on your system. In
the case of our VMs, it looks like this:

1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN
group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_lft forever preferred lft forever
inet6 ::1/128 scope host
valid_lft forever preferred lft forever
2: eth0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast
state UP group default glen 1000
link/ether 52:54:00:c9:c7:04 brd ff:ff:ff:ff:ff:ff
inet 10.0.2.15/24 brd 10.0.2.255 scope global noprefixroute
dynamic ethO
valid_lft 85733sec preferred_lft 85733sec
inet6 fe80::5054:ff:fec9:c704/64 scope link
valid_lft forever preferred lft forever
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3: ethl: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc pfifo_fast
state UP group default glen 1000
link/ether 08:00:27:4b:03:de brd ff:ff:ff:ff:ff:ff
inet 192.168.33.10/24 brd 192.168.33.255 scope global
noprefixroute ethl
valid_lft forever preferred lft forever
inet6 fe80::a00:27ff:fedb:3de/64 scope link
valid_lft forever preferred lft forever
4: eth2: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc pfifo_fast
state UP group default glen 1000
link/ether 08:00:27:50:a5:cb brd ff:ff:ff:ff:ff:ff

We know 1o is the loopback address, which will always have the 127.0.0.1/8
setup, or some other address in that range.

If you know the device you want explicitly, you can also specify it. In the following
code, we've done this with eth1:

$ ip address show dev ethl

Within the printed block, we're looking for the IPv4 address, which is listed as being
in the inet family:

3: ethl: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc pfifo_fast
state UP group default glen 1000
link/ether 08:00:27:0d:d9:0c brd ff:ff:ff:ff:ff:ff
inet 192.168.33.10/24 brd 192.168.33.255 scope global
noprefixroute ethl
valid_1ft forever preferred_l1lft forever
inet6 fe80::a00:27ff:fe0d:d90c/64 scope link
valid_1ft forever preferred_1lft forever

We have theIP, 192.168.33.10, and we know the subnet it'sin, /24
(255.255.255.0).

If you're a bit lazier and want to save on eye movement, you could use something like
the following in a scrip to get this information:

$ ip address show dev ethl | grep "inet " | awk '{ print $2 }'
192.168.33.10/24
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The preceding code is one of many, many ways in which you could
write a one-liner to generate the output you desire. Linux is flexible,
and you might choose to reach the same output in a completely
different way. It doesn't overly matter how you do it, but if it's
something you plan on sharing, doing it in a succinct and readable
style is often best.

Discerning the IP (deprecated method)

On older systems, or those managed by stick-in-the-mud admins, you might also use
ifconfig to find the IP and subnet.

Simply running i fconfig will print all relevant information:

$ ifconfig
eth0: flags=4163<UP,BROADCAST, RUNNING, MULTICAST> mtu 1500

inet 10.0.2.15 netmask 255.255.255.0 broadcast 10.0.2.255
inet6 fe80::5054:ff:fec9:c704 prefixlen 64 scopeid 0x20<link>
ether 52:54:00:c9:c7:04 txqueuelen 1000 (Ethernet)

RX packets 14404 bytes 12885029 (12.2 MiB)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 5672 bytes 409079 (399.4 KiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

ethl: flags=4163<UP,BROADCAST, RUNNING, MULTICAST> mtu 1500

inet 192.168.33.10 netmask 255.255.255.0 broadcast 192.168.33.255
inet6 fe80::a00:27ff:fedb:3de prefixlen 64 scopeid 0x20<link>
ether 08:00:27:4b:03:de txqueuelen 1000 (Ethernet)

RX packets 8 bytes 3164 (3.0 KiB)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 17 bytes 1906 (1.8 KiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

eth2: flags=4163<UP,BROADCAST, RUNNING, MULTICAST> mtu 1500
ether 08:00:27:50:a5:cb txqueuelen 1000 (Ethernet)

RX packets 43 bytes 14706 (14.3 KiB)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 112 bytes 19336 (18.8 KiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

lo: flags=73<UP, LOOPBACK, RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0

inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)

RX packets 0 bytes 0 (0.0 B)

RX errors 0 dropped 0 overruns 0 frame 0
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TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

As with IP, it's trivial to dump the information about a specific interface.

As we can see in the following code, we're looking again at the specifics of eth1:

$ ifconfig ethl
ethl: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 192.168.33.10 netmask 255.255.255.0 broadcast
192.168.33.255
inet6 fe80::a00:27ff:fe0d:d90c prefixlen 64 scopeid
0x20<link>
ether 08:00:27:0d:d9:0c txqueuelen 1000 (Ethernet)
RX packets 24 Dbytes 4268 (4.1 KiB)
RX errors 0 dropped 0 overruns 0 frame O
TX packets 20 bytes 2116 (2.0 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

I use the word deprecated for this, but that's generally only true for
the Linux world. In the BSDs and macOS, ifconfig is still very
much the only show in town, and it's still being actively improved
and maintained.

Discerning the gateway address

Once we have the IP address of the box and the subnet, we might want to know
which device our machine is using to talk to the outside world.

This is the default route that traffic takes out of your box.

Using the ip command, this is easy to discover:

$ ip route

default via 10.0.2.2 dev ethO proto dhcp metric 102

10.0.2.0/24 dev eth0 proto kernel scope link src 10.0.2.15 metric 102
192.168.33.0/24 dev ethl proto kernel scope link src 192.168.33.10
metric 100

Note the default via section.
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Discerning the gateway address (deprecated
method)

With net-tools installed, we can also use the route command to find our default
route out:

$ route

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref
Use Iface

default gateway 0.0.0.0 UG 102 0

0 ethoO

10.0.2.0 0.0.0.0 255.255.255.0 U 102 0

0 ethO

192.168.33.0 0.0.0.0 255.255.255.0 U 100 0

0 ethl

How it works...

When you use ip or ifconfig, you're querying the network devices that the kernel
is aware of, and which it's currently managing the traffic for.

If you don't see your network device in the list output by either of
the common commands, it's likely that your kernel doesn't have a
driver for the device in question. This is rare these days, but can
happen for custom networking gear, whereupon the vendor should
supply a kernel module for use with it.

ip itself is more than just one command: it's a suite, meaning that when we used the
ip address command here, we were only using a subsection of the tools available to
us.

When you use ip route or the route command, you're actually querying the
distribution's routing table.

There's more...

Knowing the basics of how your network is configured is great, but that's usually
only step one.

Here, I'll cover some rudimentary network troubleshooting.
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Checking connectivity

Just knowing what device our box is using as its gateway is one thing, but actually
being able to reach it is another thing entirely.

If you're standing before a box, there's a good chance you've been summoned to try
and work out what's not working. Trying to ping the gateway is a good first step:

$ ping 10.0.2.2

PING 10.0.2.2 (10.0.2.2) 56(84) bytes of data.

64 bytes from 10.0.2.2: icmp_seq=1 ttl=64 time=0.768 ms
64 bytes from 10.0.2.2: icmp_seq=2 ttl=64 time=0.333 ms
64 bytes from 10.0.2.2: icmp_seq=3 ttl=64 time=0.637 ms

Here, our gateway device responded, but if yours doesn't, or you get Destination
Host Unreachable, then there's a good chance something is going wrong (or you've
been given duff information by your colleague in the ivory tower—always check this
first).

In the following code, we're checking the status of the interface itself, again using the
ip command:

$ ip address show dev ethO
2: ethO: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc pfifo_fast
state UP group default glen 1000

You may be interested to know why we have three UP values here.

The initial UP value inside the chevrons is if the interface is physically up. The
LOWER_UP value, also inside the chevrons, is shown if a cable is physically connected
and up. The state UP value outside the chevrons is if the interface is
administratively up, which can be changed to DowN through software.

Checking what route our box will take

It's also possible that connectivity might be failing because your box is trying to talk
out of the wrong interface. We can check this with ip again.

First, let's look at which route we're going to take when communicating with the
wider world.
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In the following code, we're checking how our box would attempt to talk to the
device with theIP 1.1.1.1. It shows us that we would go to this IP via the gateway
address, 10.0.2.2, and our eth0 interface:

$ ip route get 1.1.1.1
1.1.1.1 via 10.0.2.2 dev ethO src 10.0.2.15
cache

Now, let's see what route we'll take if we're communicating with our gateway. Here,
we can see a direct connection (no via) also going out of etho0:

$ ip route get 10.0.2.2
10.0.2.2 dev eth0O src 10.0.2.15
cache

So far, so good, but what about if we want to talk to the other VM on our private
network?

$ ip route get 192.168.33.11
192.168.33.11 dev ethl src 192.168.33.10
cache

ethl would be used, which makes perfect sense given it's on the same network.

Hang on a moment—our own IP is in this subnet too, so what happens if we try to
communicate with ourselves?

$ ip route get 192.168.33.10
local 192.168.33.10 dev lo src 192.168.33.10
cache <local>

Ah! Clever! We're still using the loopback address (dev 10) to talk to our local IP
address, because Linux knows that this IP is ours.

As with the preceding example, Linux occasionally does things that
might surprise you, especially if you're coming from a Windows or
BSD administration world. Take the 1o interface—it's not just
127.0.0.1, but the entire /8 range. You can ping anywhere from
127.0.0.1t0127.255.255.254 on a typical Linux system, and
get a response from your local machine.

You can even ping 127.1 and get a legitimate response, but I'll
leave it as an exercise for the reader to determine why this might be.
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See also

Take a look at the ip and ip-address manual pages.

the old net-tools, because if you're trying to work on a networking
problem, there's a good chance you won't be able to install net-tools
in a pinch.

8 Personally, I would focus on learning about the ip suite, instead of

More examples of using the ip suite

We're going to use ip from here on out due to its modern nature.

This section assumes that you know networking at a basic level, in the sense that you
understand the differences between a static and dynamic IP address, and know
roughly how public and private IP addresses differ.

Getting ready

In this section, we're going to make a few changes to our networking. If at any point
you find yourself kicked out of your VM, remember The Hitchhiker's Guide to the
Galaxy and don't panic—simply destroy your VMs and start again.

Begin on the centos1 command line.

$ vagrant ssh centosl

How to do it...

In this section, we're going to use the ip suite to change some basic elements of our
networking stack, such as adding another IP address, or shutting down an interface
entirely.

Adding and removing an IP against an interface

This can be accomplished with the ip address command, but does require root.
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In this example, I chose another IP in the 192.168.33.0/24 subnet, which I know
isn't in use:

In the real world, it's good practice to ping an IP first, even if you
believe it's free to use.

$ sudo ip address add 192.168.33.22/24 dev ethl

Checking our eth1 interface, we can now see the secondary IP:

3: ethl: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc pfifo_fast
state UP group default glen 1000
link/ether 08:00:27:0d:d9:0c brd ff:ff:ff:ff:ff:ff
inet 192.168.33.10/24 brd 192.168.33.255 scope global
noprefixroute ethl
valid_1ft forever preferred_l1lft forever
inet 192.168.33.22/24 scope global secondary ethl
valid_1ft forever preferred_lft forever
inet6 fe80::a00:27ff:fe0d:d90c/64 scope link
valid_1ft forever preferred_lft forever

Upon a reboot, this change will be lost. We will talk about adding IP
information permanently in the section titled 'Adding and
configuring network interfaces'.

If we want to remove an IP, we again use ip, this time replacing the add instruction
with a del instruction:

$ sudo ip address del 192.168.33.22/24 dev ethl

Shutting down and bringing up an interface
administratively

To work with the interface itself, we need to use another element of the ip suite, this
being ip 1ink. Note again the use of sudo:

$ sudo ip link set ethl down
Checking our interfaces, we can see that the interface is in the DOWN state:

3: ethl: <BROADCAST,MULTICAST> mtu 1500 gdisc pfifo_fast state DOWN
group default glen 1000
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link/ether 08:00:27:0d:d9:0c brd ff:ff:ff:ff:ff:ff
inet 192.168.33.10/24 brd 192.168.33.255 scope global
noprefixroute ethl
valid_lft forever preferred lft forever

You will find yourself unable to ping this host from centos2.

To bring an interface back up, simply run the following:

$ sudo ip link set ethl up

Note that if you add another IP to an interface on a temporary basis
before bringing an interface down and up, your temporary
additional IP will not be remembered.

Adding a new route to our routing table

If we're working in a network with non-obvious destinations, we might need to add a
specific route to our setup.

This is generally seen in cluster scenarios and setups where a route
may be accessible via another channel, but may not be advertised by
that same channel.

In the following code, we're going to tell our VM that if it wants to talk to any address
onthe 172.16.0.0/12 network, it must send traffic via eth1 and gateway
192.168.33.11 (which is our centos2 VM):

$ sudo ip route add 172.16.0.0/12 via 192.168.33.11 dev ethl

Checking our routing table, we can see if our route is in place:

$ ip route

default via 10.0.2.2 dev ethO proto dhcp metric 100

10.0.2.0/24 dev eth0 proto kernel scope link src 10.0.2.15 metric 100
172.16.0.0/12 via 192.168.33.11 dev ethl

192.168.33.0/24 dev ethl proto kernel scope link src 192.168.33.10
metric 101
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How it works...

Again, we're using the ip suite to interact with the various network elements of our
machine. Frequently, these commands can be used for troubleshooting and testing of
environmental changes, prior to your making those changes permanent.

In the adding or removing of IP addresses to interfaces, you can create a situation
where an interface has multiple IP addresses for use with different applications.

Before the days of SNI, it wasn't uncommon to see multiple IP
addresses in use on web servers so that each HTTPS site could have
its own IP assignment.

In the shutting down or bringing up of network interfaces, we're first telling our
system to administratively down an interface, rather than physically unplugging an
Ethernet cable. If you down an interface, then check your

/var/log/messages file—you should see something like the following:

Aug 12 12:38:09 centosl NetworkManager[566]: <info> [1534077489.1507]
device (ethl): state change: activated —-> unavailable (reason
'carrier—changed', sys—-iface-state: 'managed')

Aug 12 12:38:09 centosl dbus[545]: [system] Activating via systemd:
service name='org.freedesktop.nm_dispatcher' unit='dbus-

org. freedesktop.nm-dispatcher.service'

Aug 12 12:38:09 centosl systemd: Starting Network Manager Script
Dispatcher Service...

Aug 12 12:38:09 centosl dbus[545]: [system] Successfully activated
service 'org.freedesktop.nm_dispatcher'

Aug 12 12:38:09 centosl systemd: Started Network Manager Script
Dispatcher Service.

Aug 12 12:38:09 centosl nm—-dispatcher: req:1 'down' [ethl]: new
request (3 scripts)

Aug 12 12:38:09 centosl nm-dispatcher: req:1 'down' [ethl]: start
running ordered scripts...

Here, we can see the network manager running through a series of steps, upon its
realization that the device's state has changed.

Network manager dispatcher is the service that controls what
happens when an interfaces goes down or comes up. Take a look in
/etc/NetworkManager/dispatcher.d/ if you're interested in
learning more.
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Lastly, when we added a route to our routing table, we were telling the kernel's
underlying routing subsystem to send packets for the network 172.16.0.0/12
through our eth1 interface, with a gateway address of 192.168.33.11.

I have frequently found myself modifying the routing table of
devices, though most of that was done for cluster setups in phone
PBX environments. It may not be something you do day-to-day, but
it's worth knowing!

There's more...

If you want to see our routed traffic that's hitting centos2, log onto your second VM
and make sure that t cpdump is installed:

$ sudo yum install -y tcpdump

Next, ensure that your extra route from the before is in place on centos1, and start a
ping going to any address in the range:

$ ping 172.16.0.3
PING 172.16.0.3 (172.16.0.3) 56(84) bytes of data.

Back on centos2, start t cpdump against our eth1 interface:

$ sudo tcpdump -i ethl

You should start to see ICMP echo requests from centos1, without a response:

12:48:26.735055 IP 192.168.33.10 > 172.16.0.3: ICMP echo request, id
1696, seq 1, length 64
12:48:27.736195 IP 192.168.33.10 > 172.16.0.3: ICMP echo request, id
1696, seq 2, length 64
12:48:28.738030 IP 192.168.33.10 > 172.16.0.3: ICMP echo request, id
1696, seq 3, length 64
12:48:29.743270 IP 192.168.33.10 > 172.16.0.3: ICMP echo request, id
1696, seq 4, length 64
12:48:30.747098 IP 192.168.33.10 > 172.16.0.3: ICMP echo request, id
1696, seq 5, length 64
12:48:31.750916 IP 192.168.33.10 > 172.16.0.3: ICMP echo request, id
1696, seq 6, length 64
12:48:32.752634 IP 192.168.33.10 > 172.16.0.3: ICMP echo request, id
1696, seq 7, length 64
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Back on centos1, stop your ping (Ctrl + C) and note the packets transmitted and
packets lost:

—-—— 172.16.0.3 ping statistics ——-—
8 packets transmitted, O received, 100% packet loss, time 7019ms

Because we had nowhere for centos2 to route our packet to, and centos2 isn't
actually set up as a router, the packets simply went unanswered, and centos1
remained friendless—poor centos1.

See also

If you're interested in using Linux as a router, this is perfectly possible with a sysctl
change and potentially a bit of masquerading on the part of the firewall. While out of
scope for this book, it is something you may find yourself needing in the future.

Adding and configuring network
interfaces

In this section, we're going to look at how multiple network interfaces may be
configured in a system, and we will discuss how this might be utilized in the real
world (such as for backup traffic).

Getting ready

We're going to use our second network, which is new to this chapter. If you're using
the vagrantfile from before, you're already set up with this network. If you're
running your own system, add another NIC to each of your virtual machines on the
same network.

Use Vagrant to connect to centos1.

$ vagrant ssh centosl
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Check that the eth2 interface is available to you. It should look similar to the
following:

$ ip link show eth2
4: eth2: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc pfifo_fast
state UP mode DEFAULT group default glen 1000

link/ether 08:00:27:7d:£3:6b brd ff:ff:ff:ff:ff:ff

How to do it...

We will look at adding network information permanently using configuration files so
that our configuration isn't lost following a reboot (as would be the case if we used
the ip suite and temporary allocation).

Configuring a new interface

Start by creating a configuration file for eth2:

$ sudo touch /etc/sysconfig/network-scripts/ifcfg—eth2

Next, populate it using the following:

$ sudo tee /etc/sysconfig/network-scripts/ifcfg-eth2 << HERE
BOOTPROTO=none

ONBOOT=yes

IPADDR=192.168.44.10

NETMASK=255.255.255.0

DEVICE=eth2

PEERDNS=no

HERE

The tee command is used here. It enables reading from standard

input and outputting to a destination of our choosing, in this case, a
file.

Now, restart your interface as an individual:

$ sudo ifdown eth2
$ sudo ifup eth2
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Alternatively, restart networking in general:

$ sudo systemctl restart network

It's generally a good rule of thumb to be the least disruptive when
working with components that make up a greater whole. Even in a
dev environment, it's a good habit to get into.

How it works...

All we've done here is created an interface script that your system can use to correctly
configure an interface at boot time.

Let's go through the options we added to our file.

BOOTPROTO=none

This setting stands for boot-time protocol and we've set it to none instead of
dhcp or bootp.

In a DHCP environment, you want an address to be assigned automatically by your
DHCP server. Here, we're setting a static address, so we state the following.

ONBOOT=yes

This one might seem obvious, but the default behaviour of an interface is to not
initialize at boot. With this setting, we ensure that the network interface is brought up
with the system.

IPADDR=192.168.44.10
NETMASK=255.255.255.0

Somewhat self-explanatory, but these options are the IP address and the subnet mask
of the network we're configuring. Here, I chose another /24 network, a few octets
above our eth1 configuration.

DEVICE=eth2

This option is used to specify which hardware interface our configuration will apply
to. It's worth noting that these interface names can be both generic (eth0, eth1, and
so on) and network card name-specific (they might not always be eth<something>).

PEERDNS=no
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Defaulting to yes in a DHCP environment, this option ensures that our system
doesn't try to modify /etc/resolv.conf when the interface is brought up.

There's more...

The Ethernet interface configuration file (i fcfg—eth?2) has a few other options that
can be taken into account when setting up your network. Check whether it's possible
to make a configuration change for your desired outcome, prior to wrapping
networking in any scripts.

Interface bonds can also be created and configured in interface configuration files for
use when a machine has two physical connections to the same destination to protect
against either failure of the interface or cable.

I have seen exactly one bad cat-5e cable in the entirety of my
professional life—cables are physical, and don't spontaneously
break.

One thing we didn't do was specify that the interface in question wasn't to be
managed by a network manager (the network management daemon).

You can see which interfaces are and aren't being managed by the network manager
using the simple nmcli device command:

$ nmcli device

DEVICE TYPE STATE CONNECTION
eth0 ethernet connected System ethO
ethl ethernet connected System ethl
eth2 ethernet connected System eth2
lo loopback unmanaged --

We can change this, if we'd rather the network manager does not interfere, by adding
a configuration option to our i fcfg-eth? file:

BOOTPROTO=none
ONBOOT=yes
IPADDR=192.168.44.10
NETMASK=255.255.255.0
DEVICE=eth2
PEERDNS=no
NM_CONTROLLED=no
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Now, go down and up your interface once more:

$ sudo ifdown eth2
$ sudo ifup eth2

Then, check out nmc1i once again, this time taking note of the unmanaged status:

$ nmcli device

DEVICE TYPE STATE CONNECTION
eth0 ethernet connected System ethO
ethl ethernet connected System ethl
eth2 ethernet unmanaged --
lo loopback unmanaged --

If you're curious, take a look at the nmtui command for an interactive way to
configure network interfaces that the network manager is aware of.

See also

Have a think about where it might be useful for additional networks to be in place. A
good and common example is for backup networks, where companies will set up a
dedicated network that's specifically for backup traffic.

Backups range in size, but can easily be gigabytes and even terabytes sometimes, so it
makes sense to give them an entirely independent network of their own.

You can also manage traffic priority with things such as Quality of
Service (QoS) settings on larger and enterprise networks. This can
be a valid solution if you would rather deal with the software
administration overhead of dealing with such scenarios. Generally,
I'm a fan of simple, and though it definitely costs more to have
physical equipment, it's less to manage in the long run.

Modern domain name resolution on Linux

In this section, we're going to look at domain name resolution, and specifically the
software installed on a typical CentOS box that enables the lookup of addresses when
presented with a domain.

We'll look at /etc/resolv.conf and domain name resolution methods on current
generation Linux systems (such as network manager). We're going to test the
connection to our DNS server, and run DNS queries to see if it's working.
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This section assumes a basic understanding of domain names and IP addresses.

Getting ready

Connect to centos1 and check that your domain resolution is already working by
pinging an address.

I'm in the UK, so I default to using the BBC for my tests:

$ ping bbc.co.uk

PING bbc.co.uk (151.101.0.81) 56(84) bytes of data.

64 bytes from 151.101.0.81 (151.101.0.81): icmp_seq=1 ttl=63 time=30.4
ms

If yours isn't working for whatever reason, destroy and recreate your VMs.

Once you're sure you can ping a domain, install dig (and the myriad of other tools
that come along with this package):

$ sudo yum install -y bind-utils

How to do it...

Here, we're going to run through some basic troubleshooting steps, designed to help
you determine where a problem might be.

Querying a domain
To query a domain name on Linux, dig can be used:

$ dig bbc.co.uk

; <<>> DiG 9.9.4-RedHat-9.9.4-61.el7 <<>> bbc.co.uk

;7 global options: +cmd

;; Got answer:

;7 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 6288

;; flags: gr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: O, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 65494
;; QUESTION SECTION:

;bbc.co.uk. IN A
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;; ANSWER SECTION:

bbc.co.uk. 227 IN A 151.101.0.81

bbc.co.uk. 227 IN A 151.101.64.81
bbc.co.uk. 227 IN A 151.101.128.81
bbc.co.uk. 227 IN A 151.101.192.81

;7 Query time: 24 msec

;; SERVER: 10.0.2.3#53(10.0.2.3)

;7 WHEN: Sun Aug 12 14:20:28 UTC 2018
;; MSG SIZE «rcvd: 102

Here, we can see that the server being used for domain resolution (emboldened) is
10.0.2. 3, which just so happens to be VirtualBox providing a resolution service.

We also see the ANSWER SECTION which, as the name might suggest, is the answer to
our query. We can reach bbc. co.uk at any of those addresses (currently).

Checking the domain resolution settings

The source of truth when it comes to DNS configuration on a system is generally the
resolver file, /etc/resolv.conf, although increasingly this file isn't used directly,
and is instead managed by external programs.

In the case of CentOS, the resolv.conf file is managed by our friend network
manager, and on other systems, it might be systemd-resolved.

Have a look at your resolv.conf file:

$ cat /etc/resolv.conf

# Generated by NetworkManager
search discworld

nameserver 10.0.2.3

search in the previous code is the search list for hostname lookup.
It's generated by looking at the domain the box is sitting on.
nameserver is the value of our DNS resolver, in this case, the
VirtualBox default.

This tells us that the network manager is the program that's populated our file.
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We can then use nmc11i to list the DNS server it knows about:
$ nmcli -f ipv4.dns,ipv4.ignore—auto-dns connection show System\ ethO
ipv4.dns: -

ipv4.ignore—auto-dns: no

With the preceding code, we're using nmc1i with two filters,
ipv4.dns and ipv4.ignore-auto-dns, to check our default interface
(the eth0 system, in this case).

The value of ipv4.dns isn't set, meaning that it's unlikely to be reading the value
from a configuration directive on the interface.

The value of ipv4.ignore-auto-dns is set, and we can tell from the no value that
we're not ignoring the auto DNS allocation from the DHCP server.

Changing the domain resolution settings

To use a DNS server of our choosing, we should use nmc1i.

In the following code, we're setting our own DNS server value (1.1.1.1) and we're
flipping the truth value of ipv4.ignore-auto-dns from no to yes:

$ sudo nmcli connection modify System\ ethO ipv4d.dns "1.1.1.1"
ipv4.ignore—auto-dns "yes"

Note how both of these fields can be modified on one line.
Reload the interface configuration using the following:
$ sudo nmcli connection up System\ ethO
Look in /etc/resolv.conf for good measure, just to check:
$ cat /etc/resolv.conf

# Generated by NetworkManager
nameserver 1.1.1.1

Then, run dig:
$ dig bbc.co.uk

; <<>> DiG 9.9.4-RedHat-9.9.4-61.el7 <<>> bbc.co.uk

;7 global options: +cmd

;; Got answer:

;7 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 10132

[156 ]



Networking and Firewalls Chapter 3

;; flags: gr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1452
;7 QUESTION SECTION:

;bbc.co.uk. IN A

;; ANSWER SECTION:

bbc.co.uk. 210 IN A 151.101.0.81

bbc.co.uk. 210 IN A 151.101.64.81
bbc.co.uk. 210 IN A 151.101.128.81
bbc.co.uk. 210 IN A 151.101.192.81

;7 Query time: 23 msec

;; SERVER: 1.1.1.1#53(1.1.1.1)

;; WHEN: Sun Aug 12 14:46:05 UTC 2018
;; MSG SIZE «rcvd: 102

1.1.1.1isanew and trendy DNS service from Cloudflare and
APNIC. This isn't an endorsement, it's just really easy to remember.

How it works...

When you request the destination of a domain on your system, what you're actually
doing is sending a request to your configured resolver, which returns the address it
(or further upstream systems) knows about.

In our case, we can see this request happening by connecting two Terminals to
centosl.

On our first Terminal, we're going to install and start t codump on eth1:

$ sudo yum install tcpdump -y
$ sudo tcpdump -i eth0 -n port 53

Once set up, hop to a second connection and run your dig against the BBC (or
whichever British broadcaster of choice you've gone with):

$ dig bbc.co.uk
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Flip back to your first window, and you should see the results of your request:

14:58:50.303421 IP 10.0.2.15.51686 > 1.1.1.1.domain: 19866+ [lau] A?
bbc.co.uk. (38)

14:58:50.331999 IP 1.1.1.1.domain > 10.0.2.15.51686: 19866 4/0/1 A
151.101.0.81, A 151.101.64.81, A 151.101.128.81, A 151.101.192.81
(102)

We asked our name server what address bbc. co. uk lived at, and in the response, we
got a few IP addresses to connect to. Neat, huh?

There's more...

This section obviously made changes using network manager, but that's not to say
this is the only way. It's possible to stop the network manager from hijacking and
trying to control your DNS.

It's possible to set dns=none in the main section of the NetworkManager. conf file,
as detailed in its man page:

“none: NetworkManager will not modify resolv.conf. This implies
rc-manager unmanaged”

Seen in the configuration file at /et c/NetworkManager/NetworkManager.conf, it
would look like this:

[main]
#plugins=ifcfg-rh, ibft
dns=none

Restarting NetworkManager at this point would stop it from trying to modify
/etc/resolv.conf in the future

This can be useful if you want something else to manage your system's DNS, even if
it's just a script you've written to plonk your DNS servers in /etc/resolv.conf.

It's possible to not use NetworkManager at all, disabling it as a
daemon and doing everything in the old script fashion. In fact, it's
really easy, but in my opinion it's worth getting to grips with how
things are done by default these days.

DNS is usually done in pairs, and it's a good idea to have a backup DNS server in
case the first one goes to pot. Strange things can start to happen when your DNS fails.
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See also

We actually used nmc1i here to make changes to configuration files. We can
physically see those changes by looking at the eth0 configuration file before and after
our DNS changing command.

Before looks like this:

$ cat /etc/sysconfig/network-scripts/ifcfg-eth0
DEVICE="ethO0O"

BOOTPROTO="dhcp"

ONBOOT="yes"

TYPE="Ethernet"

PERSISTENT_DHCLIENT="yes"

While after is a bit more verbose:

$ cat /etc/sysconfig/network-scripts/ifcfg-eth0
DEVICE=ethO

BOOTPROTO=dhcp

ONBOOT=yes

TYPE=Ethernet

PERSISTENT_DHCLIENT="yes"

PROXY_ METHOD=none

BROWSER_ONLY=no

DNS1=1.1.1.1

DEFROUTE=yes

PEERDNS=no

IPV4_FAILURE_FATAL=no

IPV6INIT=no

NAME="System ethO"
UUID=5fb06bd0-0bb0-7ffb-45f1-d6edd65£f3e03

One thing we didn't cover is IPv6, but the principles are the same as IPv4.

Take a look at how IPv6 servers are configured, and how they end up in
/etc/resolv.conf.

Configuring NTP and the problems we
face

In this section, we're going to look at the network time protocol (NTP), and the
default setup for a typical installation.
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This section assumes a basic understanding of time.

Depending on how much Pratchett you read, your understanding of
time may or may not be linear.

We're going to look at a few things. First, we're going to look at what NTP is, what
software we use to set it up, and how to test whether your system is using it.

Starting at the top, NTP runs on port 123, and it's the protocol that's used for keeping
time in computer systems in sync. This is generally important because we want things
like log-timestamps to be consistent between machines, transactions between boxes to
have the correct time on both sides, and things like authentication to actually work.

Really though, misconfigured or incorrect time on a system can
present a host of problems, not all of them obvious. If you ever find
yourself using the phrase "this makes no sense," check the date
information on your box, as a good portion of the time it'll be
wrong. Funnily, a lot of systems depend on time being correct to
work.

Getting ready

We're going to use centos1 and centos2. centos1 is going to act as our client, and
centos2 is going to act as our server. For this section, ensure that you have a
connection open to both machines.

Again, if not already available, install t cpdump on both boxes:

$ sudo yum install -y tcpdump
$ sudo yum install -y tcpdump

How to do it...

The NTP client/server on CentOS and other systems is chrony these days,
replacing the more traditional NTP implementations.

There's two main components, chronyc (the command-line tool) and chronyd (the
daemon, which itself can act as a client or server).
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Checking if NTP is running

First, a basic check is to confirm the date is what you expect it to be, with the date
command:

$ date
Mon 13 Aug 10:05:31 UTC 2018

Note that the preceding date information is set to universal time
coordinated (UTC). This is increasingly being used as distributed
computing takes hold. Servers don't have to be locked to one
geographical region, and if you've got a thousand boxes over
multiple geographical locations, you might choose to unify their
time and manage specific differences in other software instead (such
as a web app being responsible for writing the timestamp for the
location its user is located at, for example).

To check whether chronyd itself is running, use systemct1:

$ systemctl status chronyd
® chronyd.service - NTP client/server
Loaded: loaded (/usr/lib/systemd/system/chronyd.service; enabled;
vendor preset: enabled)
Active: active (running) since Mon 2018-08-13 07:20:48 UTC; 2h
43min ago
Docs: man:chronyd(8)
man:chrony.conf (5)
Process: 576 ExecStartPost=/usr/libexec/chrony-helper update-daemon
(code=exited, status=0/SUCCESS)
Process: 556 ExecStart=/usr/sbin/chronyd $OPTIONS (code=exited,
status=0/SUCCESS)
Main PID: 570 (chronyd)
CGroup: /system.slice/chronyd.service
L—570 /usr/sbin/chronyd

Checking if NTP traffic is flowing

To confirm that NTP traffic is actually flowing, the catchall method is to check the
port with t cpdump. NTP uses port 123, which is very easy to remember (there may

be a quiz on this).

We know that default traffic should use eth0 for communication, so that's what we'll
specify:

$ sudo tcpdump port 123 -i ethO
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Soon, you should see your client trying to talk to upstream servers, asking for time
information:

10:07:33.229507 IP centosl.37284 > ntp3.wirehive.net.ntp: NTPv4,
Client, length 48

10:07:33.266188 IP ntp3.wirehive.net.ntp > centosl.37284: NTPv4,
Server, length 48

10:07:39.411433 IP centosl.49376 > 5751b502.skybroadband.com.ntp:
NTPv4, Client, length 48

10:07:39.453834 IP 5751b502.skybroadband.com.ntp > centosl1.49376:
NTPv4, Server, length 48

If you've not got t cpdump installed, you can also use chronyec.
Let's see what servers we're talking to by using the chronyc sources command:
$ chronyc sources

210 Number of sources = 4

MS Name/IP address Stratum Poll Reach LastRx Last sample

A% 85.199.214.100 1 6 377 18 +266us[ +309us]
+/— 7548us
~— clocka.ntpjs.org 2 6 377 17 —-126us[ -126us]
+/- 37ms
A— linnaeus.inf.ed.ac.uk 3 6 377 17 —80us[ -80us]
+/- 74ms
~+ 85.199.214.101 1 6 377 17 +166us[ +166us]
+/— 7583us

We can get more granular information on the status of our client too by looking at the
details it knows about from its last sync. In the following example, we can see that
our time is very far off what's expected:

$ chronyc tracking

Reference ID
Stratum

Ref time (UTC)
System time
Last offset

RMS offset
Frequency
Residual freqg
Skew

Root delay

Root dispersion
Update interval
Leap status

5751B502
3

(5751b502. skybroadband. com)

: Mon Aug 13 17:39:17 2018

26450.427734375 seconds slow of NTP time
-0.000067056 seconds

777.442565918 seconds

1.700 ppm slow

-0.120 ppm

3.203 ppm

0.052811030 seconds

0.006966238 seconds

60.0 seconds

Normal
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Assuming that your time isn't ridiculously far out, the output may look as follows.
Here, the amount of time difference between upstream and us is negligible:

$ chronyc tracking

Reference ID
Stratum

Ref time (UTC)
System time
Last offset

RMS offset
Frequency
Residual freq
Skew

Root delay

Root dispersion
Update interval
Leap status

55C7D666
2

Sun Aug 19 10:55:55 2018

0.000031875 seconds slow of NTP time
-0.000032510 seconds

0.003755528 seconds

6.102 ppm slow

-0.009 ppm

3.659 ppm

0.014116751 seconds

0.000280226 seconds

64.4 seconds

Normal

(85.199.214.102)

Enabling an NTP client

Assuming that your system isn't using chronyd, and its date is sliding constantly,
you can enable it manually.

The configuration file for chronyd is located at /etc/chrony.conf. The following is
the default configuration file, with the commented out sections removed:

server O.centos.pool.ntp.org iburst
server l.centos.pool.ntp.org iburst
server 2.centos.pool.ntp.org iburst
server 3.centos.pool.ntp.org iburst
driftfile /var/lib/chrony/drift
makestep 1.0 3

rtcsync

logdir /var/log/chrony

Once in place, if it's not already in place and running, systemd is used to maintain
the service:

$ sudo systemctl enable chronyd
$ sudo systemctl start chronyd
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Do check that a rogue admin hasn't taken it upon themselves to
install openntpd, or a different daemon, to try and manage NTP.
You can check this by using the preceding t cpdump commands, or
seeing if anything is running on port 123.

Enabling an NTP server

Maybe the network you're managing is very restricted, and it takes ages to get
network changes done. In this case, you might have a pool of servers that are
designated as NTP providers for the rest of your estate.

In this case, you will need to configure chronyd to allow connections from other
clients. We'll use centos?2 for the server.

On centos2, add a line to the bottom of our chrony. conf file to allow access from
our ethl network (192.168.33.0):

$ sudo tee --append /etc/chrony.conf << HERE
allow 192.168.33.0/24
HERE
Restart chronyd with the new changes:
$ sudo systemctl restart chronyd
Now, on the system that's to be the client, centos1, perform the following steps.
First, modify our chrony.conf file by commenting out the existing server lines:
$ sudo sed -i 's/server/#server/g' /etc/chrony.conf
Next, add the required configuration directives for pointing to centos2:
$ sudo tee —-—-append /etc/chrony.conf << HERE
server 192.168.33.11 iburst
allow 192.168.33.11
HERE
Restart chronyd on centos1:

$ sudo systemctl restart chronyd

You now have a server configured, and a client connected to it.
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How it works...

NTP works in a client-server fashion, in which the client device (centos?, in our
case) asks the server device (centos2) for an accurate time reading, which it then
applies to the local machine.

When we wanted to make our own server, it was relatively trivial. On the server side,
we only needed the line stipulating which clients could sync with centos2:

allow 192.168.33.0/24

On the client side, we needed to first remove the servers it was talking to (using sed
to comment out the default pool lines), and then we added our new source-of-time as
our configured server by using the following configuration lines:

server 192.168.33.11 iburst
allow 192.168.33.11

The server option is the address (or DNS name, if configured) of our source-of-truth.
The iburst option simply makes the first few requests faster so that the sync can
happen quicker after starting.

If we start t cpdump running on centos2, after it's been configured as a server, and
then restart chronyd on centos1, we should see traffic flowing;:

$ sudo tcpdump port 123 -i ethl
tcpdump: verbose output suppressed, use -v or -vv for full protocol

decode

listening on ethl, link-type EN1OMB (Ethernet), capture size 262144
bytes

11:35:51.370634 IP 192.168.33.10.44912 > centos2.ntp: NTPv4, Client,
length 48

11:35:51.370965 IP centos2.ntp > 192.168.33.10.44912: NTPv4, Server,
length 48

11:35:53.394843 IP 192.168.33.10.52976 > centos2.ntp: NTPv4, Client,
length 48

11:35:53.395162 IP centos2.ntp > 192.168.33.10.52976: NTPv4, Server,
length 48

11:35:55.414496 IP 192.168.33.10.42977 > centos2.ntp: NTPv4, Client,
length 48

11:35:55.414659 IP centos2.ntp > 192.168.33.10.42977: NTPv4, Server,
length 48

11:35:57.437187 IP 192.168.33.10.45651 > centos2.ntp: NTPv4, Client,
length 48

11:35:57.437539 IP centos2.ntp > 192.168.33.10.45651: NTPv4, Server,
length 48
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We can see our client machine (. 10) requesting time from centos2, and then
centos2 responding on the next line.

This also works to highlight the iburst option in action. Note the
two-second differences between packet communication.

If we now take another look at chronyc tracking on the client, we should see
normal details:

$ chronyc tracking

Reference ID : COA8210B (192.168.33.11)

Stratum 3

Ref time (UTC) : Sun Aug 19 11:37:01 2018

System time : 0.000000264 seconds fast of NTP time
Last offset : —0.000468330 seconds

RMS offset : 0.000468330 seconds

Frequency : 6.604 ppm slow

Residual freq : =5.715 ppm

Skew : 7.044 ppm

Root delay : 0.016203152 seconds

Root dispersion : 0.000595987 seconds
Update interval : 64.2 seconds
Leap status : Normal

The preceding code may take a second to populate. If you're particularly quick off the
mark, try again in a few seconds.

You can again use the chronyc sources command to check that the client is talking
to the right server:

$ sudo chronyc sources
210 Number of sources =1

MS Name/IP address Stratum Poll Reach LastRx Last sample
A% 192.168.33.11 2 6 377 48 +53us[ +106us]
+/- 7783us

There's more...

Sometimes, your time is out of sync, and it isn't automatically fixing itself. This can
happen if your time is simply too far away from what it should be, as most systems
refuse to do sudden and abrupt jerks.
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This can be resolved by using another chrony command:

$ sudo chronyc makestep
200 OK

Be wary, though—this command can have unexpected side effects. Sometimes,
programs detect sudden jerks, and will forcibly kill themselves to avoid issues.

If you want to tell how busy your server is, you can also use serverstats on the
command line:

$ sudo chronyc serverstats
NTP packets received

NTP packets dropped

Command packets received
Command packets dropped
Client log records dropped :

OOoOPr oo

See also

Chrony is actually a much more in-depth program than we've discussed here, and we
barely mentioned its command-line utility (chronyc), which can be used to make all
sorts of changes on the fly.

Check out the documentation pages for Chrony:

https://chrony.tuxfamily.org/documentation.html

It's also a good idea to have a think about how you're going to set up an NTP pool, if
you find yourself in an environment requiring one. Generally, it's a rule of thumb that
you configure multiple potential servers, instead of just one (that might skew or
break). Three is better than one or two (two is quite bad, as you don't have an
agreement on what the correct time is.)

Listing firewall rules on the command line

Here, we're going to use both the newer method, firewall-cmd & ufw, for listing
firewall rules, along with the older (but still popular) method, iptables. We're going
to go into the basics of other tables within firewalls, and the storage location for rules.
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Getting ready
Connect to your centos1 VM (and ubuntul, if desired).
Enable and start firewalld for later examples:

$ sudo systemctl enable --now firewalld

How to do it...

While most of this book can be generalized to multiple distributions, firewalls are one
area that can differ.

In the CentOS family of distributions, firewall-cmd is the common way to interact
with firewalls.

In the Ubuntu family, ufw is used instead.

Generally, iptables should work across distributions, for the foreseeable future at
least.

iptables

Typically, you want to check the running configuration of a firewall on a box. To do
this, you might use iptables -Lt:

$ sudo iptables -L
Chain INPUT (policy ACCEPT)
target prot opt source destination

ACCEPT all —-- anywhere anywhere ctstate RELATED, ESTABLISHED
ACCEPT all -- anywhere anywhere

INPUT_direct all —-- anywhere anywhere

INPUT_ZONES_SOURCE all -- anywhere anywhere

INPUT_ZONES all —-- anywhere anywhere

DROP all -- anywhere anywhere ctstate INVALID

REJECT all -- anywhere anywhere reject-with icmp-host-prohibited

Chain FORWARD (policy ACCEPT)

target prot opt source destination

ACCEPT all -- anywhere anywhere ctstate RELATED, ESTABLISHED
ACCEPT all -- anywhere anywhere

FORWARD_direct all -- anywhere anywhere
FORWARD_IN_ZONES_SOURCE all —-- anywhere anywhere
FORWARD_IN_ZONES all -- anywhere anywhere
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FORWARD_OUT_ZONES_SOURCE all -- anywhere anywhere
FORWARD_OUT_ZONES all -- anywhere anywhere

DROP all -- anywhere anywhere ctstate INVALID

REJECT all -- anywhere anywhere reject-with icmp-host-prohibited
<SNIP>

Chain FWDO_public (3 references)

target prot opt source destination

FWDO_public_log all —- anywhere anywhere
FWDO_public_deny all -- anywhere anywhere
FWDO_public_allow all -- anywhere anywhere

Chain FWDO_public_allow (1 references)
target prot opt source destination
<SNIP>

By default, the L option lists all chains within the default table (£i1ter being the
default). There are five tables out of the box:

® raw

e filter

® mangle

® security

® nat

We may want to list rules in the nat table, in which case this can be specified with the
—-t option:

$ sudo iptables -t nat -L
Chain PREROUTING (policy ACCEPT)
target prot opt source destination

PREROUTING_direct all -- anywhere anywhere
PREROUTING_ZONES_SOURCE all —-- anywhere anywhere
PREROUTING_ZONES all -- anywhere anywhere

Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
OUTPUT_direct all -- anywhere anywhere

Chain POSTROUTING (policy ACCEPT)
target prot opt source destination

POSTROUTING_direct all —-- anywhere anywhere
POSTROUTING_ZONES_SOURCE all —-- anywhere anywhere
POSTROUTING_ZONES all —-- anywhere anywhere
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Chain OUTPUT_direct (1 references)
target prot opt source destination

Chain POSTROUTING_ZONES (1 references)

target prot opt source destination

POST_public all -- anywhere anywhere
POST_public all -- anywhere anywhere
POST_public all —-- anywhere anywhere
POST_public all —-- anywhere anywhere

[goto]
[goto]
[goto]
[goto]

Chain POSTROUTING_ZONES_SOURCE (1 references)
target prot opt source destination

Chain POSTROUTING_direct (1 references)
target prot opt source destination
<SNIP>

Chain PRE_public_log (1 references)
target prot opt source destination

A different method, and one that I tend to use first, is to print the rules on the
command line, instead of listing them (this is a subtle difference). This is done with
the -s option:

$ sudo iptables -S

INPUT ACCEPT
FORWARD ACCEPT
OUTPUT ACCEPT
FORWARD_IN_ZONES
FORWARD_IN_ZONES_SOURCE
FORWARD_OUT_ZONES
FORWARD_OUT_ZONES_SOURCE
FORWARD_direct
FWDI_public
FWDI_public_allow
FWDI_public_deny
FWDI_public_log
FWDO_public
FWDO_public_allow
FWDO_public_deny
FWDO_public_log
INPUT_ZONES
INPUT_ZONES_SOURCE
INPUT_direct
IN_public
IN_public_allow
IN_public_deny
IN_public_log
OUTPUT_direct
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-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-A
-3

INPUT -m conntrack —--ctstate RELATED, ESTABLISHED -j ACCEPT

INPUT -i lo —-j ACCEPT
INPUT -j INPUT_direct
INPUT -j INPUT_ZONES_SOURCE
INPUT -j INPUT_ ZONES

INPUT -m conntrack —--ctstate INVALID -j DROP
INPUT -j REJECT —-reject-with icmp-host-prohibited

FORWARD -m
FORWARD -i
FORWARD -—j
FORWARD —j
FORWARD -—j
FORWARD —j
FORWARD —j
FORWARD -m

FORWARD —j

conntrack —-ctstate RELATED,ESTABLISHED -3j ACCEPT
lo -j ACCEPT
FORWARD_direct

FORWARD_IN_ZONES_SOURCE

FORWARD_IN_ZONES

FORWARD_OUT_ZONES_SOURCE

FORWARD_OUT_ZONES

conntrack —--ctstate INVALID -j DROP
REJECT --reject-with icmp-host-prohibited

OUTPUT -j OUTPUT_direct

FORWARD_IN_ZONES —-i eth2 —-g FWDI_public
FORWARD_IN_ZONES —-i ethl —-g FWDI_public
FORWARD_IN_ZONES -i eth0O —-g FWDI_public

FORWARD_IN_ZONES —-g FWDI_public

FORWARD_OUT_ZONES —o eth2 —-g FWDO_public
FORWARD_OUT_ZONES —o ethl —-g FWDO_public
FORWARD_OUT_ZONES —o eth0 —-g FWDO_public

FORWARD_OUT_ZONES —g FWDO_public

FWDI_public
FWDI_public
FWDI_public
FWDI_public
FWDO_public
FWDO_public
FWDO_public
INPUT_ZONES
INPUT_ZONES
INPUT_ZONES
INPUT_ZONES
IN_public -
IN_public -

ACCEPT

-3

-i

-g

FWDI_public_log
FWDI_public_deny
FWDI_public_allow
icmp -j ACCEPT
FWDO_public_log
FWDO_public_deny
FWDO_public_allow
eth2 -g IN_public
ethl -g IN_public
eth0 -g IN_public
IN_public

j IN_public_log
j IN_public_deny
IN_public -j IN_public_allow
IN_public -p icmp -j ACCEPT
IN_public_allow -p tcp -m tcp —--dport 22 -m conntrack —--ctstate NEW

The reason why this method is nicer is that it shows you the syntax
used to generate the rule in question. In a tense scenario, this type of

knowledge can save time and stress.
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firewall-cmd

Firewalld (the daemon controlled by firewall-cmd) introduces the concept of zones
to the Linux firewall.

Zones are assigned to specific interfaces, with specific rules configured per zone.

You can list the currently configured zones using firewall-cmd, too:

$ sudo firewall-cmd --get-zones
block dmz drop external home internal public trusted work

To check which zone we're actively using, and on which interface, we use ~—get -
active-zones.

In the following code, we can see that eth0 and eth1 are using the public zone:

$ firewall-cmd —--get—active-zones
public
interfaces: eth0O ethl

eth? is also under the public zone, but the interface is
unconfigured, thus, inactive.

Because etho is active under public, let's list the details of the public zone:

$ sudo firewall-cmd --list-all —--zone public
public (active)
target: default
icmp-block-inversion: no
interfaces: ethO ethl eth2
sources:
services: ssh dhcpvé-client
ports:
protocols:
masquerade: no
forward—-ports:
source—-ports:
icmp-blocks:
rich rules:

Here, we can see that the services this zone is aware of are ssh and dhcpvé6-client.
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We can specifically list the services of a zone using —-list-services:

$ sudo firewall-cmd —--zone public —--list-services
ssh dhcpvé6-client

If we want information about exactly what that service allows, we can use ——info-

service.

In the following code, we're looking at ssh, discovering that it allows port 22/t cp
through:

$ sudo firewall-cmd --info-service ssh
ssh

ports: 22/tcp

protocols:

source-ports:

modules:

destination:

ufw

In your Ubuntu VM, ufw probably won't be enabled by default. We will enable it, but
first we're going to add a rule to make sure that we can get back in once the firewall is

up:

vagrant@ubuntul:~$ sudo ufw allow ssh/tcp
Rule added
Rule added (v6)

You can enable it with the following command:

vagrant@ubuntul:~$ sudo ufw enable

Command may disrupt existing ssh connections. Proceed with operation
(yin)? y

Firewall is active and enabled on system startup

We can now see the status of our firewall by using the status verbose option:

vagrant@ubuntul:~$ sudo ufw status verbose

Status: active

Logging: on (low)

Default: deny (incoming), allow (outgoing), disabled (routed)
New profiles: skip

To Action From
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22/tcp ALLOW IN Anywhere
22/tcp (v6) ALLOW IN Anywhere (v6)

The firewall is active, and there's a 22/t cp allow rule to allow us in.

How it works...

All of the preceding examples interact with the kernel's Netfilter framework—they
just do the same thing using different tools.

When you list rules on the command line, you're querying what the kernel knows to
be the security rules for a box.

The reason you can list rules with both the iptables and firewall-cmd commands
(in the case of CentOS) is because they're only acting as userland frontends.

UFW is the same, just in the Ubuntu world.

This is the reason you find a lot of setup scripts in the wild that will remove extra
firewall tools, such as firewalld, and that simply use the iptables suite to manage
the firewall.

There's more...

If you do find yourself on a box that has firewall-cmd installed, but not the
iptables userland tool, you might find which package it's in with yum:

$ yum whatprovides iptables

In this case, iptables is the package you want to install, if you're something of a
purist.

See also

Though not yet installed by default, you may want to look into the nft and
nftables systems.

nftables is a replacement for the existing kernel framework, and nft is the
accompanying command-line tool.
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Adding and removing firewall rules on the
command line

In this section, we're going to look at adding and removing example rules from our
firewall setup.

Getting ready

Ensure that firewalld is installed and started on centos1:
$ sudo systemctl enable -—-now firewalld

Once done, start a Python web server in the background:

$ python -m SimpleHTTPServer &> /dev/null &
[1] 2732

This should start a web server on port 8000.

Connect to centos2 and try to curl your centos1 box on port 8000. It should fail:

$ curl 192.168.33.10:8000
curl: (7) Failed connect to 192.168.33.10:8000; No route to host

If you want to work through the Ubuntu examples at the same time, log in to your
Ubuntu box.

How to do it...

We're going to use firewall-cmd, iptables, and ufw to adjust our firewall.

firewall-cmd

Our web server is listening on all interfaces (the default) and we're going to allow
connections to it through eth1.

We know that eth1 is in the default (public) zone, thanks to the previous section:

$ sudo firewall-cmd --zone public --list-all
public (active)
target: default
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icmp-block-inversion: no
interfaces: ethO ethl
sources:

services: ssh dhcpvé-client
ports:

protocols:

masquerade: no
forward-ports:
source-ports:
icmp-blocks:

rich rules:

This means that we have to add another port allowance to our zone, enabling
connections to 8000/tcp.

In the following code, we're adding to our firewall configuration, but we're not
modifying the running config—we're adding the permanent option so that the rule is
loaded on a firewall reload:

$ sudo firewall-cmd --permanent —--zone=public --add-port 8000/tcp

Now, we need to run the command again, without the permanent option. So that our
running configuration is modified:

$ sudo firewall-cmd --zone=public --add-port 8000/tcp

Running the --1ist-all option will now show your added port:

$ sudo firewall-cmd --zone public --list-all
public (active)
target: default
icmp-block-inversion: no
interfaces: eth0 ethl eth2
sources:
services: ssh dhcpvé-client
ports: 8000/tcp
protocols:
masquerade: no
forward—-ports:
source-ports:
icmp-blocks:
rich rules:

You should be able to curl centos1 on 8000/tcp from centos2:

$ curl 192.168.33.10:8000
<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 3.2 Final//EN"><html>
<title>Directory listing for /</title>
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<body>

<h2>Directory listing for /</h2>

<hr>

<ul>

<li><a href=".bash_history">.bash_history</a>
<li><a href=".bash_logout">.bash_logout</a>
<li><a href=".bash_profile">.bash_profile</a>
<li><a href=".bashrc">.bashrc</a>

<li><a href=".ssh/">.ssh/</a>

</ul>

<hr>

</body>

</html>

If you find it easier, you can also modify the running config
primarily, and then when you're happy with it, apply the rules
using the ——runtime-to-permanent option. The choice is yours.

To reverse this addition, you would swap the add-port for a remove-port, like so:

$ sudo firewall-cmd —--zone=public —--remove-port 8000/tcp
success

iptables

To perform the same action in iptables, we must first ensure that firewalld
doesn't interfere.

Start by disabling and stopping firewalld:
$ sudo systemctl disable —--now firewalld

You should now have an empty iptables configuration, as can be seen with
iptables -S:

$ sudo iptables -S
—P INPUT ACCEPT
—P FORWARD ACCEPT
-P OUTPUT ACCEPT

Because we've got an empty rule list, we're going to start by adding some basic rules.

First, we're going to block centos2 and anything else on our eth1 network from
SSHing to centos1:
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$ sudo iptables -A INPUT -i ethl -p tcp -m tcp —-dport 22 -j DROP

Next, we're going to allow only incoming SSH connections from 10.0.2.0/24
sources:

$ sudo iptables —A INPUT -s 10.0.2.0/24 -p tcp -m tcp ——dport 22 -j
ACCEPT

Finally, we're going to change the default incoming policy from ACCEPT to DROP:

$ sudo iptables -P INPUT DROP

Because we've changed the default policy, we also need to ensure that RELATED and
ESTABLISHED connections are permitted (those connections we've initiated from our
box). This makes our firewall "stateful" or aware of the state:

$ sudo iptables —-A INPUT -m conntrack —-ctstate RELATED,ESTABLISHED -j
ACCEPT

Running iptables -S will display your rules:

$ sudo iptables -S

—P INPUT DROP

—P FORWARD ACCEPT

—P OUTPUT ACCEPT

—-A INPUT -i ethl -p tcp —-m tcp —--dport 22 -j DROP

-A INPUT -s 10.0.2.0/24 -p tcp -m tcp --dport 22 -j ACCEPT
—A INPUT -m conntrack —-ctstate RELATED,ESTABLISHED —-j ACCEPT

Our configuration here is somewhat redundant, because while it
serves to show the flexibility of iptables rules, the default traffic
ruleisa -P INPUT DROP, meaning that if traffic isn't accepted by
any of our other rules, it won't be let in. Our eth1 DROP line is
therefore pointless.

ufw

Prior to working with ufw in the previous section, we had to add this allow rule to let
SSH traffic in, once the firewall was enabled:

vagrant@ubuntul:~$ sudo ufw allow ssh/tcp
Rule added
Rule added (v6)
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The default ufw profile has incoming connections denied, as we can see in the
following code:

vagrant@Qubuntul:~$ sudo ufw status verbose

Status: active

Logging: on (low)

Default: deny (incoming), allow (outgoing), disabled (routed)
New profiles: skip

Because of this, if we wanted to access a web server hosted on our Ubuntu box, we'd
need a new rule.

Previously, we used the service name (ssh), so this time we're going to specifically
allow a port (80, the default HTTP port) from our VirtualBox network:

vagrantQubuntul:~$ sudo ufw allow from 10.0.2.0/24 to any port 80

proto tcp
Rule added

We can see this rule in action by using the status option:

vagrant@ubuntul:~$ sudo ufw status
Status: active

To Action From

22/tcp ALLOW Anywhere
80/tcp ALLOW 10.0.2.0/24
22/tcp (v6) ALLOW Anywhere (v6)

Deleting with ufw is simple—just prefix your original rule (be it al1ow or deny) with
the word delete:

vagrant@ubuntul:~$ sudo ufw delete allow from 10.0.2.0/24 to any port
80 proto tcp
Rule deleted

How it works...

Each of these examples are used to manipulate the running firewall configuration on
your box. When you use the userland tools, as with the querying examples in the last
section, you're actually modifying the Netfilter framework of the kernel.

Personally, I find it easiest to understand what's going on by using the iptables
command, though you may find yourself more comfortable with an alternative.
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As we saw in the last section, if you enable firewalld or ufw, you will also find that
your default iptables rules change. Without firewalld or ufw enabled, the out-of-
the-box iptables configuration will be much simpler, as we can see in the following
lines:

$ sudo iptables -S

-P INPUT ACCEPT

—P FORWARD ACCEPT
—P OUTPUT ACCEPT

Whenever we modified our firewall, our changes were instantly applied.

Breaking this down, if we go back to our iptables example, we can step through
what we did:

$ sudo iptables —A INPUT -s 10.0.2.0/24 -p tcp -m tcp ——dport 22 -j
ACCEPT

Here, we modify iptables using the iptables userland tool:
$ sudo iptables

We then append a rule to our INPUT chain (a chain resides within a table):
-A INPUT

We set the source of traffic as our VirtualBox subnet:
-s 10.0.2.0/24

We specify the protocol and use the extended match feature:
-p tcp -m tcp

We say that the destination port should be 22 (the SSH port):
——dport 22

Finally, we say that we should ACCEPT this traffic:

-j ACCEPT

There's more...

If you make changes with firewall-cmd or ufw, you can generally save the running
config to the persistent config at the same time.
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With iptables, we want to use iptables-save to modify our saved configuration,
and ensure that it starts at boot:

$ sudo iptables-save

# Generated by iptables-save v1.4.21 on Sun Aug 19 15:04:14 2018
*filter

: INPUT DROP [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [3:236]

-A INPUT -i ethl -p tcp -m tcp —--dport 22 -j DROP

-A INPUT -s 10.0.2.0/24 -p tcp -m tcp —--dport 22 -j ACCEPT
—A INPUT -m conntrack —--ctstate RELATED,ESTABLISHED -j ACCEPT
COMMIT

# Completed on Sun Aug 19 15:04:14 2018

This is all fine and dandy, except it's printed the configuration to standard out instead
of saving it somewhere. Let's fix that by redirecting it to the default iptables config
location:

$ sudo iptables-save | sudo tee /etc/sysconfig/iptables

Now, to properly start this at boot, we need the iptables-services package, which
includes things such as the systemd unit files:

$ sudo yum install -y iptables-services

We can now enable iptables to start at boot:

$ sudo systemctl enable iptables

Run the systemctl restart command for iptables and ensure your configuration
is correct:

$ sudo service iptables restart

Redirecting to /bin/systemctl restart iptables.service

$ sudo iptables -S

-P INPUT DROP

—-P FORWARD ACCEPT

—-P OUTPUT ACCEPT

—-A INPUT -i ethl -p tcp -m tcp --dport 22 -3j DROP

-A INPUT -s 10.0.2.0/24 -p tcp -m tcp —--dport 22 -j ACCEPT

—-A INPUT -m conntrack —--ctstate RELATED,ESTABLISHED -j ACCEPT

Firewalls can be as complex or as simple as you need them to be. It's
a good idea to start simple and make them more complex as you go.
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There's also the iptables -F option, which we didn't cover in this section.

-F means flush, and it can be incredibly handy in certain situations for flushing your
firewall back to its default configuration.

However, it's worth noting that if you have your default INPUT policy set to DROP
incoming traffic, then flushing any rules that otherwise allow you access will render
your session unusable.

My default policy is DROP:

$ sudo iptables -S

—P INPUT DROP

—P FORWARD ACCEPT

—P OUTPUT ACCEPT

—-A INPUT -i ethl -p tcp -m tcp --dport 22 -j DROP

—-A INPUT -s 10.0.2.0/24 -p tcp -m tcp —-dport 22 -j ACCEPT
—-A INPUT -m conntrack —-ctstate RELATED,ESTABLISHED -3j ACCEPT

If I now flush my rules, my session locks up:

$ sudo iptables -F
$

We would now need to get to the console of the box and reinstate the rules that
allowed us access. Most of the time, this is simply a case of running the start
command of the firewall.

Determining the running services and
ports in use

In this section, we're going to use only our centos1 VM, as we determine the ports in
use on our box, and the services behind them.

Getting ready

Connect to your centosl VM.

You should also install the 1sof package for some of the examples that we will be
looking at:

$ sudo yum install -y lsof
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How to do it...

When determining what's running on a server, you usually want to know if anything
is listening on for connections and on what ports.

Out of the box, socket statistics (ss) is usually available. The older program, netstat,
might be installed sometimes too, though it won't be covered here.

A good first step is to run ss —tua, which will list all TCP and UDP sockets:

$ ss -tua

Netid State Recv—-Q Send-Q
Local Address:Port

Peer Address:Port

udp UNCONN 0 0
127.0.0.1:323

* .k

udp UNCONN 0 0
*:bootpc

* .k

udp UNCONN 0 0
* :bootpc

* .k

udp UNCONN 0 0
*:sunrpc

* .k

udp UNCONN 0 0
*:ntp

* .k

udp UNCONN 0 0
*:728

* .k

udp UNCONN 0 0
::1:323

HHEA

udp UNCONN 0 0
:::sunrpc

HHEA

udp UNCONN 0 0
1::728

HHEA

tcp LISTEN 0 5
*:irdmi

* .k

tcp LISTEN 0 128
*:sunrpc

* .k
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tcp LISTEN 0 128
*:ssh

* . %

tep LISTEN 0 100
127.0.0.1:smtp

* . %

tcp ESTAB 0 0

10.0.2.15:ssh
10.0.2.2:36116

tcp LISTEN 0 128
1 ::sunrpc

A

tcp LISTEN 0 128
:::ssh

A

tep LISTEN 0 100

::1:smtp
sk

If we want to list only to ESTAB (established) connections, we can filter down using
the state directive:

$ ss —tua state established

Netid Recv-Q Send-Q Local
Address:Port

Peer Address:Port

tcp 0 0

10.0.2.15:ssh

10.0.2.2:36116

Here, we can see my SSH session from the host machine.

Say we now want to list all sockets that are listening for TCP connections:

$ ss —-tl

State Recv-Q Send-Q Local
Address:Port

Peer Address:Port
LISTEN 0 5
*:irdmi

*:*

LISTEN 0 128
*:sunrpc

*:*

LISTEN 0 128
*:ssh

*:*

LISTEN 0 100
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127.0.0.1:smtp

* : *

LISTEN 0 128
1 ::sunrpc

A

LISTEN 0 128
:::ssh

ik

LISTEN 0 100

::1:smtp
sk

Alternatively, we can do this for the UDP:

$ ss —ul

State Recv—-Q Send-Q Local
Address:Port

Peer Address:Port

UNCONN 0 0
127.0.0.1:323

* .k

UNCONN 0 0
* :bootpc

* .k

UNCONN 0 0
*:sunrpc

* .k

UNCONN 0 0
*:ntp

* .k

UNCONN 0 0
*:728

* .k

UNCONN 0 0
::1:323

HEEA

UNCONN 0 0
:::sunrpc

HEEA

UNCONN 0 0

:::728
sk

This is enough to give us a good overview of the services running, but it doesn't let us
know the ports.
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ss will check against a known services list to determine the name to display. In this
example, we deliberately chose to list the listening ports, filtering out everything but
port 22, and we can see that ssh has been chosen:

$ ss -1 sport = :22

Netid State Recv—-Q Send-Q
Local Address:Port

Peer Address:Port

tcp LISTEN 0 128
*:ssh

* ok

tcp LISTEN 0 128
:::ssh

R

: : is the IPv6 loopback denotion, which is why it shows up here
next to one of the SSH entries.

We can check the system's services list to see what it thinks ssh should be using:

$ grep "“ssh " /etc/services

ssh 22/tcp # The Secure Shell
(SSH) Protocol

ssh 22 /udp # The Secure Shell
(SSH) Protocol

ssh 22/sctp # SSH

How it works...

ss is a quick way of determining the sockets that a system is currently using, and it's
not limited to TCP or UDP, as it's also able to display Unix domain sockets (-x).

In this example, we've queried the system to find out which ports are in use, and ss
has performed some resolution work to determine what services those ports are likely
to be used by.

This is not a guarantee, however. For example, if you start a Python web server on
2222, it would list the following:

$ ss -1 sport = :2222

Netid State Recv—-Q Send-Q
Local Address:Port

Peer Address:Port
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tcp LISTEN 0 5
*:EtherNet/IP-1
* ok

This is simply because as far as /etc/services is concerned, this port is used by
EtherNet/IP-1:

$ grep "“EtherNet" /etc/services

EtherNet/IP-1 2222/tcp EtherNet-IP-1 # EtherNet/IP I/O
EtherNet/IP-1 2222/udp EtherNet-IP-1 # EtherNet/IP I/O
EtherNet/IP-2 44818/tcp EtherNet-IP-2 # EtherNet/IP messaging
EtherNet/IP-2 44818/udp EtherNet-IP-2 # EtherNet/IP messaging

There's more...

An arguably better way of determining which process is using which port is to use
the 1sof command. I say arguably because it's not usually installed by default,
though it is extremely handy and powerful.

If we use 1sof and check for commands using port 22, we get the following list:

$ sudo lsof -i :22

COMMAND PID USER FD TYPE DEVICE SIZE/OFF NODE NAME

sshd 877 root 3u IPv4 17409 0t0 TCP *:ssh (LISTEN)
sshd 877 root 4u IPv6 17479 0t0 TCP *:ssh (LISTEN)
sshd 4262 root 3u IPv4 43232 0t0 TCP
centosl:ssh->gateway:36116 (ESTABLISHED)

sshd 4265 vagrant 3u IPv4 43232 0t0 TCP

centosl:ssh->gateway:36116 (ESTABLISHED)

If you don't want to print hostnames (centosl in the above example) and port names
(ssh above) you can use the following extra flags instead ( P & n:)

$ sudo lsof -Pni :22

COMMAND PID USER FD TYPE DEVICE SIZE/OFF NODE NAME

sshd 3454 root 3u IPv4 26892 0t0 TCP *:22 (LISTEN)

sshd 3454 root 4u IPv6 26894 0t0 TCP *:22 (LISTEN)

sshd 3457 root 3u IPv4 26951 0t0 TCP 10.0.2.15:22->10.0.2.2:33066
(ESTABLISHED)

sshd 3460 vagrant 3u IPv4 26951 0tO0O TCP 10.0.2.15:22->10.0.2.2:33066
(ESTABLISHED)
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If we have our Python web server enabled on 2222, we get this:

$ sudo lsof -i :2222

COMMAND PID USER FD TYPE DEVICE SIZE/OFF NODE NAME
python 4542 vagrant 3u IPv4 45493 0t0 TCP *:EtherNet/IP-1
(LISTEN)

Notice that while the NAME is still listed as EtherNet, we know it's Python because
the COMMAND is listed as such.

Because we also have PID (4542), we can get the full command easily:
$ ps aux | grep 4542

vagrant 4542 0.0 2.0 97820 10136 pts/2 S 15:39 0:00
python -m SimpleHTTPServer 2222

Debugging with iftop
In this section, we're going to look at a member of the t op family (which is quite

extensive, featuring at op, iotop, htop, and so on), which is specifically geared
toward network traffic statistics and debugging.

iftop is both handy and very readable.

Getting ready

For this section, we're going to use centos1 and centos2, connect to both in
separate windows.

Make sure that you install i ftop on centos2 prior to starting. This comes from
the Extra Packages for Enterprise Linux (EPEL) repository, so we have to install that
first:

$ sudo yum install -y epel-release
$ sudo yum install -y iftop

Start i ftop on centos2:

$ sudo iftop -i ethl
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How to do it...

Once you've started i ftop on centos2, switch to centos1 and run an ssh
command to generate some network traffic to centos2:

$ ssh 192.168.33.11

The authenticity of host '192.168.33.11 (192.168.33.11)' can't be
established.

ECDSA key fingerprint is

SHA256 : GwCeJ/ObTsyKxMxzazTaYvvyY3SFgxP1l6ucjPDGwmao.

ECDSA key fingerprint is
MD5:0d:41:ad:71:67:07:35:d4:59:07:de:41:bf:a4:b4:93.

Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '192.168.33.11' (ECDSA) to the list of
known hosts.

vagrant@192.168.33.11's password:

Last login: Sun Aug 19 15:04:49 2018 from 10.0.2.2

$

Back on centos2, you should see a brief entry in your network screen that shows
activity:

vagrant@centos2:~

File Edit View Search Terminal Tabs Help

vagrant@centos2:~ x vagrant@centos2:~
b

12.5Ki

[EEE——————————————————————————————————_—_—S—S——S—S"S“—“————_—G—
=> 192.168.33.10 7.72Kb  16.7Kb  4.23Kb
<= 208b  1.57Kb  459b

25.0Kb 50.0Kb

rates: 7.72kb  16.7Kb 4.23Kb
208b 1.57Kb  459b
7.92kb 18.3Kb 4.68Kb
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In my ssh session on centos1 (which is now connected to centos2), I've started top
to generate a stream of traffic.

At the bottom of your window, you will see the following values:

e TX
e RX
e TOTAL:

These values are total traffic transferred, received, and total.

To the right we have the rates averaged over 2, 10, and 40 seconds.

Clicking back to centos1 and stopping, then starting t op, will cause the RX values to
rise, as you've sent keystrokes over the connection.

At the top of the window, you can see a visual representation of the traffic:

vagrant@centos2:~ vagrant@centos2:~

25.0Kb 62.5Kb

=> 192.168.33.10 34.9Kb 15.4Kb 16.9Kb
=

976b 403b 347b

This displays traffic sent back to 192.168.33.10 (centos1) and the traffic received
in a somewhat readable format.

The scale for the transfer rate is at the top, and varies depending on quantity.

In a real-world scenario, this type of information can be invaluable,
as it offers an at-a-glance way of seeing who might be hammering
your server.
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If we swap to watching etho traffic, then restart chronyd, we can see more servers

being connected to:

vagrant@centos2:~
File Edit View Search Terminal Tabs Help

vagrant@centos2:~
12.5Kb 25.0Kb

&Entos2 => 10.0.2.3
<=
ltos2 => gateway
<=
centos2 => vps.ty-penguin.org.uk

<=

centos2 => 85.199.214.102

centos2 => 5751b5602.skybroadband.com

<=

centos2 => lyla.preshweb.co.uk
<=

cum: 5.42K peak: 4.91Kb
3.39KB 6.41Kb
8.81KI 11.3kKb

How it works...

vagrant@centos2:~

658b
1.01Kb
874b
160b
243b
243b
243b
243b
243b
243b
243b
243b

x [Nl
62.5Kb

241b
353b
778b
179b
72b
72b
72b
72b
72b
72b
72b
72b

rates: 752b  2.45Kb 1.27Kb

160b 2.12Kb

818b

912b 4.56Kb 2.07Kb

Like t cpdump, iftop listens to the traffic on the interface you specify, or the default if

you don't specify one.

It then prints the bandwidth usage by the host, giving a good visual representation of

the network on your box.

There's more...

iftop offers a lot of options, and a peruse of the manual page is worth considering.
Simple things like using —n to disable hostname lookups can be handy, or changing

how the bandwidth rates are displayed.
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You can even print a text-only version to stdout using the -t flag:

$ sudo iftop —-i ethl -t
interface: ethl
IP address is: 192.168.33.11
MAC address is: 08:00:27:f1:e9:56
Listening on ethl
# Host name (port/service if enabled) last 2s
last 40s cumulative

last 10s

1 centos2 => 35.7Kb
35.7Kb 8.91KB
192.168.33.10 <= 416b
416b 104B

35.7Kb

416b

Total send rate: 35.7Kb
35.7Kb

Total receive rate: 416b
416b

Total send and receive rate: 36.1Kb
36.1Kb

35.7Kb

416b

36.1Kb

Peak rate (sent/received/total): 35.7Kb
36.1Kb
Cumulative (sent/received/total): 8.91KB
9.02KB

416b

104B

Summary

In this chapter, we took a look at networking and firewalls in the Linux world. I hope

it didn't hurt your head too much, because it certainly causes me some pain.

As I alluded to earlier, networking and firewall configuration can be as complex or as
simple as you want it to be, and in the ever-growing world of single-use servers,

we're seeing simpler and simpler configurations in the wild.

Where you tend to find problems are around the concepts of multiple networks and
multi-homed servers, because flat network structures are a lot easier to understand

for the average person (myself included).

[192]



Networking and Firewalls Chapter 3

You also don't have to do everything with Linux.

Yes, Linux can act as a border firewall for an estate, but you could also use F5 devices,
or Check Point boxes.

Yes, Linux can act as a router, but you're much more likely to see a Cisco or a Juniper
device in the network cabinet.

These solutions have their positives, as well as their negatives.

A simple positive is that a purpose-built appliance is generally very good at the thing
it was purpose-built for, and the tools to manage it are pretty much uniform in their
approach (rather than the sometimes-mash we get in the Linux world).

An obvious negative is that it either means you have to learn the technology stack of
the device you're incorporating into your network, or you have to hire a purpose-
built-person to manage the solution for you, costing time and money.

Networking seems to be something that you either like or dislike, and I fall firmly in
the latter camp. In theory, networks and firewalls "just work" once they're set up, but
in practice that means the edge case problems are much more difficult to track down
and correct when they do, inevitably, happen.

One final thing to mention—because I guarantee you'll have to deal with it at some
point in your professional career—is the problem of locking yourself out.

It happens.

When it does, don't beat yourself up about it. Literally every engineer I've ever
worked with has locked themselves out of a box once, either through a misconfigured
firewall rule, or a silly mistake such as changing the SSH port without first updating
the SELinux configuration.

If you lock yourself out and you have access to a console, either a remote Keyboard
Video Mouse system or something like a cloud provider's web-based Terminal, you're
usually fine—it just means logging in and correcting your mistake.

If you lock yourself out and the system is on the other side of the city, or country,
you've got two options:

1. Hop into your car and resign yourself to a long drive there and back.

2. Contact the remote engineer and prostrate yourself before them, admitting
your error and begging them to find a crash cart to resolve your mishap.
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If you choose option two, buying them a beverage of their choice the next time you
meet is more than agreeable.

I have been both the remote engineer tasked with fixing someone
else's mistake, and the person making the mistake. As I said, it
happens to us all.
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The following topics will be covered in this chapter:

¢ Determining running services

e Listing installed services

e Starting and stopping services

e Changing which services start and stop at boot
e Common services you might expect to see
e Understanding service unit files

e Customizing systemd unit files

e Testing running services

e Writing a basic unit file

o Working with systemd timers (and cron)
e Other init systems

Introduction

systemd (stylized lowercase) is a hydra.

In the old world, we had one piece of software for each little thing we wanted to do
on a system. Time was handled by NTP, devices were handled by udev, and init was
generally handled by Sysv Init.

In the new world, we have systemd:

e System clock management can be handled by systemd-timesyncd.
¢ udev was merged into the systemd code base, forming systemd-udevd.
e Process initialization is handled by the core of systemd itself.

The list goes on.
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Generally, systemd has been adopting other projects, or writing the same
functionality into implementations of their own (such as systemd-timesyncd which is
an NTP replacement.) However, the systemd suite is also modular, meaning that
distributions can broadly choose which bits to adopt and use.

For us, the important job that systemd does is replace the traditional init system on
distributions (CentOS, Debian, and Ubuntu all use systemd now). This means that
first and foremost, systemd manages services and daemons on your box.

systemd is the first process, meaning it will often be assigned the
first process ID (PID). All other processes have systemd as a parent.

In this chapter, we're going to work with the init component of systemd, learn about
unit files, and determining the running state of our system.

Previously, this chapter could have been much longer. Prior to systemd dominating
each and every mainstream distribution, fragmentation existed. Canonical wrote
something called Upstart for Ubuntu (which was temporarily adopted by Red Hat),
and more traditional distributions had a hard time letting go of the sysV init style of
daemon management. Even today, you'll find systems that use older implementations
in the wild:

e CentOS adopted systemd with version 7
¢ Ubuntu adopted systemd with 15.04
¢ Debian adopted systemd with Jessie (8)

If Canonical wrote Upstart, you might be wondering why they went
with systemd in the end. This was mainly due to Debian adopting
systemd, after something of a civil war internally, and Ubuntu
conceding that they would have an easier time of it if they remained
aligned with their upstream distribution. The war was not without
bitter battles on both sides and some ripples can still be felt.

Technical requirements

For this chapter, a different Vagrant file is needed.
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Feel free to use the following example if required—be sure to destroy any previous
boxes to free up resources:

# —*- mode: ruby —-*-
# vi: set ft=ruby :

Vagrant.configure ("2") do |config]|

config.vm.define "centosl" do |centosl]|
centosl.vm.box = "centos/7"
centosl.vm.network "private_network", ip: "192.168.33.10"
centosl.vm.hostname = "centosl"
centosl.vm.box_version = "1804.02"
end

config.vm.define "centos6" do |centos6]
centos6.vm.box = "centos/6"
end

config.vm.define "debian7" do |debian7|
debian7.vm.box = "debian/wheezy64"
end

end

Determining running services

Whenever you get to a box, especially one you're unsure of (that's been tucked in the
back of a cupboard somewhere blinking to itself), it's a good idea to find out what
software is running on it.

On modern systems (2013-ish plus), this is accomplished with the systemct1
command.

systemctl is the main control mechanism for any systemd system—Iliterally "system
control". Think of it as the human frontend to your initialization software (the first
software to run on your box, which manages all others), allowing you to modify and
investigate the running state of your computer.

Not only that, in the Unix/Linux world everything is a file; your network connections
are a file, your programs are a file, your devices are a file, and because of this you can
control everything, just by modifying files.

But that gets tedious fast.
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systemctl saves you the headache of manually shuffling files around your system
by wrapping functionality in simple commands and printing the results in a human-
readable way.

How to do it...
At the command line, type the following:

$ systemctl

You should be dropped into a list of systemd units; this is a good initial overview of
every unit systemd is aware of, but it's very noisy (as seen in the following
screenshot) and what we specifically want to see are daemons (because of our gothic
streak):

LOAD ACTIVE SUB DESCRIPTION
proc-sys-fs-binfnt_misc.automount loaded active waiting Arbitrary Executable File Formats File System Automount Point
sys-devices-pci0000 000:00:01.1-atal-hoste-target -block-sda-sdal.device loaded active plugged  VBOX_HARDDISK 1
sys-devices-pci000o :00:01.1-atal-hosto-target -block-sda-sda2.device loaded active plugged — VBOX_HARDDISK 2
sys-devices-pci0000 :00:01.1-atal-hosto-target! -block-sda-sda3.device loaded active plugged LVM PV vrrtbx-g480-HcJI-SwLn-4a0f-011d-rCO3AY on /dev/sda3 3
sys-devices-pcif000 :00:01.1-atal-host0-target0:0:0-0:0:0:0-block-sda.device loaded active plugged  VBOX_HARDDISK
sys-devices-pci0o0o :00:03.0-net-etho.device loaded active plugged 82540EM Gigabit Ethernet Controller (PRO/1000 MT Desktop Adapter)
sys-devices-pci0000 :00:05.0-sound-carde.device loaded active plugged 82801AA AC'97 Audio Controller
sys-devices-pci0000 :00:08.0-net-ethl.device loaded active plugged 82540EM Gigabit Ethernet Controller (PRO/1000 MT Desktop Adapter)
sys-devices-pcid000 00:09.0-net-eth2.device loaded active plugged 82540EM Gigabit Ethernet Controller (PRO/1000 MT Desktop Adapter)
sys-devices-platform-serial8250-tty-ttyse.device loaded active plugged /sys/devices/platforn/serial8250/tty/ttyso
sys-devices-platforn-serial8250-tty-ttysi.device loaded active plugged /sys/devices/platforn/serial8250/tty/ttys1
sys-devices-platforn-serial8250-tty-ttys2.device loaded active plugged /sys/devices/platforn/serial82s50/tty/ttys2
sys-devices-platform-serial8250-tty-ttyS3.device loaded active plugged /sys/devices/platform/serial8250/tty/ttyS3
sys-devices-virtual-block-dm\x2do.device loaded active plugged /sys/devices/virtual/block/dm-0
sys-devices-virtual-block-dm\x2d1.device loaded active plugged /sys/devices/virtual/block/dm-1
sys-module-configfs.device loaded active plugged /sys/module/configfs
sys-subsystem-net-devices-ethd.device loaded active plugged 82540EM Gigabit Ethernet Controller (PRO/1000 MT Desktop Adapter)
sys-subsysten-net-devices-ethi.device loaded active plugged 82540EM Gigabit Ethernet Controller (PRO/1000 MT Desktop Adapter)
sys-subsysten-net-devices-eth2.device loaded active plugged 82540EM Gigabit Ethernet Controller (PRO/10060 MT Desktop Adapter)
-.mount loaded active mounted /
boot .mount loaded active mounted  /boot
dev-hugepages.nount loaded active mounted Huge Pages File Systen
dev-mqueue.mount loaded active mounted POSIX Message Queue File System
run-user-0.mount loaded active mounted /run/user/0
run-user-1000.mount loaded active mounted  /run/user/1000
sys-kernel-config.mount loaded active mounted Configuration File System
sys-kernel-debug.mount loaded active mounted Debug File System
var-Llib-nfs-rpc_pipefs.mount loaded active mounted RPC Pipe File System
systend-ask-password-plynouth.path loaded active waiting Forward Password Requests to Plymouth Directory Watch
systend-ask-password-wall.path loaded active waiting Forward Password Requests to Wall Directory Watch
session-4.scope loaded active running Session 4 of user vagrant
session-5.scope loaded active abandoned Session 5 of user root
auditd.service loaded active running Security Auditing Service
chronyd. service loaded active running NTP client/server
crond.service loaded active running Command Scheduler
dbus.service loaded active running D-Bus System Message Bus
getty@ttyl.service loaded active running Getty on ttyl
gssproxy.service loaded active running GSSAPI Proxy Daemon
knod-static-nodes.service loaded active exited  Create list of required static device nodes for the current kernel
lvm2-lvmetad. service loaded active running LVM2 metadata daemon
lvm2-montitor.service loaded active exited  Monitoring of LVM2 mirrors, snapshots etc. using dmeventd or progress polli
lvm2-pvscan@8:3.service loaded active exited  LVM2 PV scan on device 8:3
network. service loaded active exited  LSB: Bring up/down networking
ines 1

Services and daemons are somewhat interchangeable in Linux land;
for example, systemd refers to daemons as service files. This
doesn't stop some people from getting passionately angry about
"proper usage".

Try the following:

$ systemctl list-units --type service
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You should be given a list of services and their statuses.

This view is better, but it also shows failed and exited services, for example, on our
Vagrant instance, we should see the following:

UNIT

auditd.service
chronyd.service
crond.service
dbus.service
getty@ttyl.service
gssproxy.service
kmod-static-nodes.se
lvm2-lvmetad.service
lvm2-monitor.service
lvm2-pvscan@8:3.service
network.service

NetworkManager.service
polkit.service
postfix.service
rhel-dmesg.service
rhel-domainname.service
rhel-readonly.service
rpcbind.service
rsyslog.service

sshd.service
systemd-hostnamed.service
systemd-hwdb-update.service
systemd-journal-catalog-update.service
systemd-journal-flush.service
systemd-journald.service
systemd-logind.service
systemd-machine-1id-commit.service
systemd-random-seed.service
systemd-remount-fs.service
systemd-sysctl.service
systemd-tmpfiles-setup-dev.service
systemd-tmpfiles-setup.service
systemd-udev-trigger.service
systemd-udevd.service
systemd-update-done.service
systemd-update-utmp.service
systemd-user-sessions.service
systemd-vconsole-setup.service
tuned.service

LOAD  ACTIVE SUB DESCRIPTION

loaded active running Security Auditing Service

loaded active running NTP client/server

loaded active running Command Scheduler

loaded active running D-Bus System Message Bus

loaded active running Getty on ttyl

loaded active running GSSAPI Proxy Daemon

loaded active exited Create list of required static device
loaded active running LVM2 metadata daemon

loaded active exited Monitoring of LVM2 mirrors, snapshots
loaded active exited LVM2 PV scan on device 8:3

loaded active exited LSB: Bring up/down networking

loaded Network Manager Wait Online

loaded active running Network Manager

loaded active running Authorization Manager

loaded active running Postfix Mail Transport Agent

loaded active exited Dump dmesg to /var/log/dmesg

loaded active exited Read and set NIS domainname from /etc/
loaded active exited Configure read-only root support
loaded active running RPC bind service

loaded active running System Logging Service

loaded

Migrate local SELinux policy changes f

loaded active running OpenSSH server daemon

loaded active running Hostname Service

loaded active exited Rebuild Hardware Database

loaded active exited Rebuild Journal Catalog

loaded active exited Flush Journal to Persistent Storage
loaded active running Journal Service

loaded active running Login Service

loaded active exited Commit a transient machine-id on disk
loaded active exited Load/Save Random Seed

loaded active exited Remount Root and Kernel File Systems
loaded active exited Apply Kernel Variables

loaded active exited Create Static Device Nodes in /dev
loaded active exited Create Volatile Files and Directories
loaded active exited udev Coldplug all Devices

loaded active running udev Kernel Device Manager

loaded active exited Update is Completed

loaded active exited Update UTMP about System Boot/Shutdown
loaded active exited Permit User Sessions

loaded active exited Setup Virtual Console

loaded active running Dynamic System Tuning Daemon

LOAD Reflects whether the unit definition was properly loaded.
ACTIVE = The high-level unit activation state, i.e. generalization of SUB.
SUB The low-level unit activation state, values depend on unit type.

41 loaded units listed. Pass --all to see loaded but inactive units, too.
To show all installed unit files use 'systemctl list-unit-files'.

If I want to exclude these, I can use the following command:

$ systemctl list-units --type service --state running

Now we get a much more condensed list, with 17 items in total:

UNIT
auditd.service
Service
chronyd.service
crond. service
dbus.service

Bus
gettyQ@ttyl.service

LOAD ACTIVE
loaded active

loaded active
loaded active

loaded active

loaded active

SUB DESCRIPTION
running Security Auditing

running NTP client/server
running Command Scheduler

running D-Bus System Message

running Getty on ttyl
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gsSsSproxy.service loaded active running GSSAPI Proxy Daemon
lvm2-lvmetad.service loaded active running LVM2 metadata daemon
NetworkManager.service loaded active running Network Manager
polkit.service loaded active running Authorization Manager
postfix.service loaded active running Postfix Mail Transport
Agent

rpcbind. service loaded active running RPC bind service
rsyslog.service loaded active running System Logging Service
sshd.service loaded active running OpenSSH server daemon

systemd-journald.service loaded active running Journal Service
systemd-logind.service loaded active running Login Service

systemd-udevd.service loaded active running udev Kernel Device
Manager

tuned.service loaded active running Dynamic System Tuning
Daemon

LOAD = Reflects whether the unit definition was properly loaded.
ACTIVE = The high-level unit activation state, i.e. generalization of
SUB.

SUB = The low-level unit activation state, wvalues depend on unit
type.

17 loaded units listed. Pass —-—-all to see loaded but inactive units,
too.
To show all installed unit files use 'systemctl list-unit-files'.

You can get rid of the helpful-but-noisy header and footer notes
with the -—-no-legend option to systemct1.

How it works...

In this section, we're using the systemct1 command to query systemd.

We'll get gradually more granular with our requests, until we've eventually built a
query that shows us only what we want to see, that being services that are running
right-this-second.

There's an argument to be made for using pipes and grep to accomplish what you
want and, depending on your preference, you may find one of these two commands
neater than the other, though they accomplish roughly the same thing:

$ systemctl --no-pager | grep service | grep running | column -t
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In the previous, we're first printing the default "all" list from systemct1, then we're
passing it through grep a couple of times to filter what we want, and finally we're
displaying it in a mostly-readable fashion with a column.

$ systemctl list-units --type service --state running --no-legend

Here, we're using one command to get a slightly prettier output than the previous,
and we're only using one command to do it.

There's more...

As with services that're loaded and running, you may be interested in services that
have loaded, done whatever job they were intended for, and then exited:

$ systemctl list-units --type service --state exited

Or perhaps you're interested in services that have failed? Try the following;:

$ systemctl list-units --type service --state failed

Lastly, systemd will use a pager by default to display results, which
while human-friendly, isn't great for scripts. To simply print the
output of your command to stdout, add ~~no-pager to your
command.

See also

Typically, querying the init system is the best way to determine what services are
running on a box, though if you're running something outside of init, such as a
background task started by cron, you might have better look with ps or top, which
we'll cover later.

Listing installed services

In this section, we're going to look at how to list services that are installed, but will
never run on your host, generally because they're not enabled to do so.
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Getting ready

Connect to your centosl VM.

$ vagrant ssh centosl

How to do it...
Run the following as your user:

$ systemctl list-unit-files —--type service

By default, you'll be dropped into a typically long list of services. A lot of these will
be listed as static, some will be enabled, and others will be disabled.

As far as systemd is concerned, this is a list of all services it knows about on your
system.

How it works...

We are again querying systemd using systemct1, only this time instead of printing
running services, we're getting everything that the init system is aware of.

Service files, and indeed all other types of unit file, generally exist in
/usr/lib/systemd/system. From this location, files are symlinked into the
runlevel directories at /etc/systemd/system/.

As seen in the following, we're going to 1s this directory:

$ 1ls -la /etc/systemd/system

total 8

drwxr-xr-x. 13 root root 4096 May 12 2018

drwxr-xr-x. 4 root root 151 May 12 2018

drwxr-xr-x. 2 root root 32 May 12 2018 basic.target.wants
lrwxrwxrwx. 1 root root 46 May 12 2018 dbus-

org. freedesktop.NetworkManager.service —>
/usr/lib/systemd/system/NetworkManager.service

lrwxrwxrwx. 1 root root 57 May 12 2018 dbus-org.freedesktop.nm-
dispatcher.service -> /usr/lib/systemd/system/NetworkManager-
dispatcher.service

lrwxrwxrwx. 1 root root 37 May 12 2018 default.target ->
/1lib/systemd/system/multi-user.target

drwxr-xr—-x. 2 root root 87 May 12 2018 default.target.wants
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drwxr-xr-x. 2 root root 38 May 12 2018 dev-virtio\x2dports-
org.gemu.guest_agent.0.device.wants

drwxr-xr-x. 2 root root 32 May 12 2018 getty.target.wants
drwxr—-xr-x. root root 35 May 12 2018 local-fs.target.wants
drwxr—-xr-x. root root 4096 May 12 2018 multi-user.target.wants
drwxr-xr-x. root root 48 May 12 2018 network-online.target.wants
drwxr—-xr-x. root root 31 May 12 2018 remote-fs.target.wants
drwxr—-xr-x. root root 51 May 12 2018 sockets.target.wants
drwxr—-xr-x. root root 217 May 12 2018 sysinit.target.wants
drwxr—-xr-x. root root 44 May 12 2018 system—update.target.wants

NNMDNMNNMDNMDDNDDN

Note we have a few targets, which are basically the different runlevels of a system;
most of the day-to-day services you'll interact with live in multi-
user.target.wants, which are basically the services required for a multi-user
session (the typical mode of operation).

Running 1s again in this sub-directory reveals the symlinks mentioned earlier and
their location on disk:

$ 1s -la /etc/systemd/system/multi-user.target.wants/

total 8

drwxr-xr-x. 2 root root 4096 May 12 2018

drwxr-xr-x. 13 root root 4096 May 12 2018

lrwxrwxrwx. 1 root root 38 May 12 2018 auditd.service —>
/usr/lib/systemd/system/auditd. service

lrwxrwxrwx. 1 root root 39 May 12 2018 chronyd.service ->
/usr/lib/systemd/system/chronyd. service

lrwxrwxrwx. 1 root root 37 May 12 2018 crond.service -—>
/usr/lib/systemd/system/crond.service

lrwxrwxrwx. 1 root root 42 May 12 2018 irgbalance.service —>
/usr/lib/systemd/system/irgbalance.service

lrwxrwxrwx. 1 root root 46 May 12 2018 NetworkManager.service —>
/usr/lib/systemd/system/NetworkManager.service

lrwxrwxrwx. 1 root root 41 May 12 2018 nfs-client.target ->
/usr/lib/systemd/system/nfs—-client.target

lrwxrwxrwx. 1 root root 39 May 12 2018 postfix.service ->
/usr/lib/systemd/system/postfix.service

lrwxrwxrwx. 1 root root 40 May 12 2018 remote-fs.target ->
/usr/lib/systemd/system/remote-fs.target

lrwxrwxrwx. 1 root root 46 May 12 2018 rhel-configure.service -—>

These services are all enabled to start in a multi-user session.
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There's more...

The concept of enabled and disabled is relatively easy to understand, those states
being that the service will either try to run or it won't.

static is something different; this is the terminology used when a unit file exists,
isn't enabled, but has no ability to become enabled, owing to a missing [Install]
section of its unit file.

We can list these services with the following line:

$ systemctl -—-no-pager list-unit-files —--type service —--state static

Taking a service at random (sshd-keygen), we can have a look at its service file like
so:

$ systemctl cat sshd-keygen.service

Using systemctl's cat option is great, as it also shows you the
location of the unit file in question.

We get the following:

# /usr/lib/systemd/system/sshd-keygen.service

[Unit]

Description=OpenSSH Server Key Generation
ConditionFileNotEmpty=|!/etc/ssh/ssh_host_rsa_key
ConditionFileNotEmpty=|!/etc/ssh/ssh_host_ecdsa_key
ConditionFileNotEmpty=|!/etc/ssh/ssh_host_ed25519_key
PartOf=sshd.service sshd.socket

[Service]
ExecStart=/usr/sbin/sshd-keygen
Type=oneshot
RemainAfterExit=yes

From this file, we can see it has a Part0f definition, suggesting it's run as part of the
sshd service.

Taking a look at that service (again using systemctl cat) reveals the following:
# /usr/lib/systemd/system/sshd.service

[Unit]
Description=OpenSSH server daemon
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Documentation=man:sshd(8) man:sshd_config(5)
After=network.target sshd-keygen.service
Wants=sshd-keygen.service

[Service]

Type=notify
EnvironmentFile=/etc/sysconfig/sshd
ExecStart=/usr/sbin/sshd -D $OPTIONS
ExecReload=/bin/kill -HUP $MAINPID
KillMode=process

Restart=on-failure

RestartSec=42s

[Install]
WantedBy=multi-user.target

We can see the Want s section here, suggesting sshd-keygen is run when sshd starts.

This explains why it doesn't have to be enabled on its own.

See also

As with most components on a Linux system, the systemct1 command has a man
page.

In this man page, you'll find a table titled is—enabled output where you can learn
more about the different terminology printed with your status commands.

We have one service of the indirect state, which the table lists as having the
following meaning:

"The unit file itself is not enabled, but it has a non-empty Also= setting in the
[Install] unit file section, listing other unit files that might be enabled, or it has an
alias under a different name through a symlink that is not specified in Also=. For
template unit file, an instance different than the one specified in DefaultInstance= is
enabled.”

Starting and stopping services

In this section, we're going to look at the trivial-but-important aspect of starting and
stopping services.
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Imagine a world without the ability to automatically start daemons when a box boots;
you'd have to manually go in and start your services with every reboot, being careful
to ensure you start your services in the appropriate way each time.

That world, like one dominated by the Stargate Replicators, isn't one in which I'd
want to live.

How to do it...

We're going to use post £ix in this example, as it's a service that won't be doing
much of anything on our VM.

CentOS boxes. Even if your box isn't handling email, processes
might use it to email you warning about failures and things of that

8 postfixisa Mail Transport Agent (MTA) typically installed on
ilk.

Stopping our service

Run the following (using sudo):

$ sudo systemctl stop postfix
$

Note the distinct lack of output confirming or denying what you've typed has
worked.

Starting our service

As with stopping our service, starting it again is trivial:

$ sudo systemctl start postfix
$

Note again the confusing silence.

actually something of a philosophy in the Unix and Unix-like world.
If a command has done what it's supposed to, the user doesn't need

0 Silence upon command completion isn't unique to systemd, and it's
to be told.
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How it works...

When you instruct systemd to start or stop a unit, what you're actually doing is
running the ExecStart or ExecStop portions of its unit file.

Taking post fix as our example, its unit file looks like this:

# /usr/lib/systemd/system/postfix.service
[Unit]

Description=Postfix Mail Transport Agent
After=syslog.target network.target
Conflicts=sendmail.service exim.service

[Service]

Type=forking
PIDFile=/var/spool/postfix/pid/master.pid
EnvironmentFile=-/etc/sysconfig/network
ExecStartPre=-/usr/libexec/postfix/aliasesdb
ExecStartPre=-/usr/libexec/postfix/chroot—update
ExecStart=/usr/sbin/postfix start
ExecReload=/usr/sbin/postfix reload
ExecStop=/usr/sbin/postfix stop

[Install]
WantedBy=multi-user.target

Here we can see that, when we issue a systemctl start postfix command, it's
literally running the post £ix binary with the start option. The opposite is true for
stop.

We also have some ExecStartPre lines, which are commands executed before the
main ExecStart command is run.

There's more...

Without sudo, you may be prompted to authenticate as root; in order that the
command might be run as root, I typically see this dialogue when I forget to sudo
first:

==== AUTHENTICATING FOR org.freedesktop.systemdl.manage-units ===
Authentication is required to manage system services or units.
Authenticating as: root

Password:
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You can also confirm whether a service is started or stopped quickly with the status
argument:

$ systemctl status postfix
® postfix.service - Postfix Mail Transport Agent

Loaded: loaded (/usr/lib/systemd/system/postfix.service; enabled;
vendor preset: disabled)

Active: inactive (dead) since Sun 2018-08-26 13:43:46 UTC; 2min 56s
ago

See also

For more on the ExecStart and ExecStop options of the unit file you're reading,
check out the specific systemd. service man page on the subject.

There's also various other options that aren't start and stop, including reload-or-
try-restart just to confuse matters. See the systemct1 command for these
options.

Changing which services start and stop
at boot

In the CentOS world, installing a new service doesn't immediately start and enable it,
though it does in the Debian world (a default that, again, has its advocates and
disparagers).

In this example, we're going to enable a new service and reboot our VM, checking
what happens when it comes up.

Getting ready

Connect to your centos1 VM. Install ht tpd (Apache) for these examples:

$ sudo yum install -y httpd
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How to do it...

First, let's see if we actually have a unit file for httpd:

$ systemctl cat httpd

# /usr/lib/systemd/system/httpd.service

[Unit]

Description=The Apache HTTP Server
After=network.target remote-fs.target nss-lookup.target
Documentation=man:httpd(8)
Documentation=man:apachectl (8)

[Service]

Type=notify

EnvironmentFile=/etc/sysconfig/httpd

ExecStart=/usr/sbin/httpd $OPTIONS -DFOREGROUND
ExecReload=/usr/sbin/httpd $OPTIONS -k graceful

ExecStop=/bin/kill -WINCH ${MAINPID}

# We want systemd to give httpd some time to finish gracefully, but

still want

# it to kill httpd after TimeoutStopSec if something went wrong during
the

# graceful stop. Normally, Systemd sends SIGTERM signal right after
the

# ExecStop, which would kill httpd. We are sending useless SIGCONT
here to give

# httpd time to finish.

KillSignal=SIGCONT

PrivateTmp=true

[Install]
WantedBy=multi-user.target

We have one, and now we need to see what state it's currently in:

$ systemctl status httpd

Our output lists the service as inactive and disabled.

Enabling our service

If we just want to start our service, we could run the command listed in the previous
section, but this wouldn't enable the service at boot.
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To enable our service, we run enable, surprisingly:

$ sudo systemctl enable httpd

Created symlink from /etc/systemd/system/multi-
user.target.wants/httpd.service to
/usr/lib/systemd/system/httpd.service.

Note that, for some reason, we do get output while enabling services.

Reboot your box and see whether httpd started on boot by using the systemct1
status command.

Disabling our service

Now we've got ht tpd enabled, we're going to disable it again, because that's just the
sort of people we are:

$ sudo systemctl disable httpd
Removed symlink /etc/systemd/system/multi-
user.target.wants/httpd. service.

How it works...

Seen in the output when we're disabling and enabling our services, what we're
actually doing is creating a symlink from the default location of our httpd unit file,
tothemulti-user.target.wants directory, mentioned previously.

On boot, systemd will check this directory at the appropriate time and start the
services it finds there.

There's more...

Starting and enabling services at the same time is perfectly possible and is definitely
preferable to rebooting a box to change a service's state.

This can be done easily by inserting ——now to our enable command:

$ systemctl enable —--now httpd
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Effectively, we've run the following on one line:

$ systemctl enable httpd
$ systemctl start httpd

See also

The systemd concept of targets is similar in nature to the old-school runlevel that
you may or may not be familiar with. It's not a direct comparison, as systemd can
activate multiple targets at the same time, whereas runlevels were singular. The
multi-user.target is roughly equivalent to runlevels 2, 3, and 4.

See the systemd.target man page for more information.

Common services you might expect to
see

In this section, we're going to run down a list of common services you might expect to
see on a given box. This list won't be comprehensive, as what services are there by
default can change, even between distribution releases.

How to do it...
List out the services on our system, even those that are static and disabled:

$ systemctl list-unit-files —--type service

Scroll through the list, searching with / if you're using the default pager (less).

auditd.service

Starting at the top, we have auditd. service, "the Linux audit daemon". Used to
write the audit records of your system, you'll find the fruit of its work in the
/var/log/audit/ directory.

[211]



Services and Daemons Chapter 4

chronyd.service

As discussed when we talked about time on our system, chronyd is responsible for
keeping your system clock correct. I would expect to see this, or ntpd, running on
most servers in the wild.

crond.service

Not to be confused with chronyd, crond is the daemon responsible for making sure
that scheduled commands are run when they're supposed to be.

lvm2-*.service

The collection of 1vm2 service files are used to maintain and monitor Logical Volume
Manager (LVM) setups. Most servers you'll come across will probably be using LVM
for their filesystem and volume management needs.

NetworkManager.service

We've covered networks to death, but it's useful to know that the
NetworkManager.service file is one of the annoying few with uppercase letters.

This fact has caught me out on more than one occasion.

nfs.service
Typically installed, the nfs suite of services are for management of Network File

System (NFS) devices.

NFS is still in wide use and is very well maintained by distribution producers,
meaning even if you don't use it, it'll probably be there.

postfix.service

A typical MTA, post fix is the default you'll see on Red Hat, CentOS, and Fedora
systems. On others, it might be the Exim mail server. We'll be going over these briefly
later.
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rsyslog.service

Either rsyslog or syslog—-ng will probably be installed on your server, at least for
the foreseeable future. These are the system log daemons, responsible for writing logs
to text files in /var/log (usually). They've got a competitor in binary-log-loving
journald, which we'll come to later.

sshd.service

I should hope to see sshd. service running on any system I'm connected to,
otherwise I have no idea what baffling method I've used to connect.

systemd-journald.service

The competitor to syslog mentioned previously, journald is the logging daemon
managed by systemd, and which can be queried using an array of syntactical soup on
the command line.

systemd-logind.service

Another from systemd Borg, 1ogind manages user logins to the systems of which
you're an administrator.

How it works...

These services, and any others you might be running on your machine, make up what
is effectively the OS you're running.

If you're like me, you may find yourself playing around with this list in your spare
time, trying to figure out which bits you can disable, and still have a functioning
system at the end.

My advice would generally be to leave the defaults as they are, because you never
know what random job is cleaning a temporary directory for you without you even
realizing it.
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Default services are frequently disabled as part of hardening tasks;
if you ever find yourself having to harden a system, the usual rules
apply. Look into what the current best practices are, and see if your
vendor has a ready-made guide.

There's more...

We can use handy tools such as systemd-analyze to see how long our system took
to boot:

$ systemd-analyze
Startup finished in 253ms (kernel) + 933ms (initrd) + 6.873s
(userspace) = 8.060s

8 seconds isn't bad, excluding the time it takes VirtualBox to initialize our VM and the
time it takes the kernel to start (5 seconds on the Grub boot menu).

You can even run this command with blame tacked on the end, to see what process is
taking your precious seconds from you:

$ systemd-analyze blame

3.811s NetworkManager—-wait-online.service
806ms tuned.service

680ms postfix.service

490ms lvm2-monitor.service

See also

Check out other systems for what services they start by default. For example, Ubuntu
on the desktop might not start auditd, but it will probably have gdm to ensure a
Gnome login window when you boot your machine.

Understanding service unit files

We now have a good idea of where to find service unit files, as well as how to enable
and disable services.
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Previously, we touched on a couple of the entries within a unit file, though we
haven't gone into much depth on these options or where to find more information
and alternative entries you might want to use.

How to do it...

We're going to use sshd. service as an example here, not just because it's a service
file you might see a lot, but because it has a good mixture of default entries.

cat our chosen service:

$ systemctl cat sshd.service

# /usr/lib/systemd/system/sshd.service
[Unit]

Description=OpenSSH server daemon
Documentation=man:sshd(8) man:sshd_config(5)
After=network.target sshd-keygen.service
Wants=sshd-keygen.service

[Service]

Type=notify
EnvironmentFile=/etc/sysconfig/sshd
ExecStart=/usr/sbin/sshd -D $OPTIONS
ExecReload=/bin/kill -HUP $MAINPID
KillMode=process

Restart=on-failure

RestartSec=42s

[Install]
WantedBy=multi-user.target

To understand this file, we have to break it down into its component parts.

Sort of the Main section of the unit file, [Unit] is the area for generic entries, not
specific to the Service type:

[Unit]

For the description, we have a short and snappy entry that can be understood at a
glance:

Description=OpenSSH server daemon
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We also have a handy line, detailing the appropriate URI location to peruse if you get
stuck. Here we have man: as the URI, but it could be https:// oreven info: ::

Documentation=man:sshd(8) man:sshd_config(5)

info: refers to information pages, like man pages, but more widely

ridiculed. After= (and Before=) is a space-separated list of unit names, which
stipulates the services that need to start after (or before) this one. Here the network
needs to be started, and ssh-keygen needs to run prior to sshd starting:

After=network.target sshd-keygen.service

We dissected Want s= earlier, but to flesh it out a bit, you'll commonly see Wants=in
unit files, listing services which it would be nice to trigger, prior to this service
starting:

Wants=sshd-keygen.service

Wants=is a less-mandated version of Requires=. If a Wants=
service fails to start, the parent service will still give it a try, if a
Requires= service fails, the parent doesn't either.

Specific to unit files of the service type, the [Service] block is specific to service
options, perhaps obviously:

[Service]

The process start up type, not i fy here means systemd expects the daemon to send a
notification message once it's finished starting up. Only when this notification is
received will systemd continue starting services that depend on this one:

Type=notify

Used to point the service to the file that contains its environment variables,
for sshd this contains one option on our box, OPTIONS="-u0":

EnvironmentFile=/etc/sysconfig/sshd

The crux of what's run when the service is started, ExecStart gives us the command
that's run. Note also the $OPTIONS value, read from the file stipulated on
the EnvironmentFile line:

ExecStart=/usr/sbin/sshd -D $OPTIONS
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This section tells systemd what should be run if the systemctl reload
sshd command is run. Specifically, we're sending the HUP (hangup) signal to
the sshd PID:

ExecReload=/bin/kill -HUP $MAINPID

This directive specifies how processes of the unit's own creation are to be
killed. process here means only the main process itself is killed by systemd:

KillMode=process

Here, Ki1l1Mode is being used, but ExecStop isn't. This is because
ExecStop is optional, and generally only used if the init daemon
has a specific cleanup job to do.

Our Restart option tells systemd how the process is to be restarted. on-
failure used here means sshd will be restarted on an unclean exit code, an unclean
signal, a timeout, or if the watchdog timeout for a service is breached:

Restart=on-failure

RestartsSec is the specified time to take before restarting the sshd service, following
the Restart= criteria being met. I'd imagine it's 42 seconds here because the author
of the unit file is a fan of Douglas Adams:

RestartSec=42s

Install is another generic section, such as [Unit]. This section holds the installation
information for the unit file, meaning it's read by the enable and disable directives
when run:

[Install]

The only directive here is that this service is WantedBy the multi-user target, meaning
that, in multi-user mode, sshd will be started:

WantedBy=multi-user.target

How it works...

When a service file is interacted with by systemd, the section of the file it reads
determines its actions.
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If starting a service, ExecStart would be read—if stopping, ExecStop.

There's more...

Several options are available to the writer of a unit file and more are being added
with every systemd release. There's a good chance that the operation you want to
accomplish can be achieved with a unit file entry.

authors, you still get people who insist on writing a bash script to do
everything, and simply referring to this in a four-line unit file. It's
possible, but it's not neat.

8 Despite the overwhelming array of options available to unit file

See also

If you have a free afternoon, give the systemd.service and systemd.unit manual
pages a read; they're both lengthy and a good sedative in lieu of sleeping tablets.

Customizing systemd unit files

In this section, we're going to look at ways we can modify systemd unit files.

There's an important note to make here, which is that, while you can absolutely
modify configuration files as they're delivered, there's no guarantee that your changes
will be persistent across updates of your system. Package managers might take
offence to your mangling of their service files, and simply replace them without
warning.

The correct way to modify the actions of systemd unit files is to write a whole other
file with your changes included.

systemd's method for doing this is called a snippet.

How to do it...

systemd has a built-in way of generating the required override file we need.
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Create the directory and file for the sshd. service unit using the following
command:

$ sudo systemctl edit sshd.service

You will be placed in an empty file, but one that exists within a new directory,
nanuﬂy/etc/systemd/system/sshd.service.d/override.conf

Copy the following into our empty file:

[Unit]

Description=OpenSSH server daemon slightly modified
Documentation=man:ssh-additional
Requires=sshd-keygen.service

[Service]
Environment=OPTIONS="-ul"

ExecStart=

ExecStart=/usr/sbin/sshd -4 -D $OPTIONS
RestartSec=10s

When we save and exit the file, an implicit systemctl daemon-reload isrun,
meaning that when we run a systemctl restart sshd, our new settings are

enabled.

How it works...

We said our edit command created a new directory and file, in which override
commands can be placed; you can now visit this by changing to it:

$ cd /etc/systemd/system/sshd.service.d/
$ 1s
override.conf

Within our override file, our new entries are stored. These entries generally
complement those in the primary configuration file.

Breaking our new configuration down, we have the following:

[Unit]

Description=OpenSSH server daemon slightly modified
Documentation=man:ssh-additional
Requires=sshd-keygen.service
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Here we've added a short description of what the file is, showing it's slightly
modified. There's a fake manual page entry, which we've suggested might be a good
place for documentation when we get around to writing it. We also changed the
service so that it now requires sshd-keygen, instead of just wanting it.

Now, we change the service section:

[Service]

EnvironmentFile=
Environment=OPTIONS="-ul"

ExecStart=

ExecStart=/usr/sbin/sshd -4 -D $OPTIONS
RestartSec=10s

Here we're adding our Environment directive, instead of using an
EnvironmentFile (which we've blanked).

We're blanking ExecStart too, and passing in our own (which we've added -4) to.

And because we're boring, we've decided we want sshd to restart in 10 seconds,
instead of 42.

There's more...

It's not always obvious which values can be stacked atop one another, and which
have to be blanked out first.

To test whether your configuration is being loaded correctly, use systemctl show
sshd to read the running configuration of your service.

Within the output, I find the following line (Documentation can stack, so our new
entry just gets added to the end.):

Documentation=man:sshd(8) man:sshd_config(5) man:ssh-additional

Description is overwritten, as you can only have one entry, so ours takes
precedence:

Description=OpenSSH server daemon slightly modified
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There's no EnvironmentFile option, and the only entry is our Environment line:

Environment=OPTIONS="-ul"

There's only one Execstart line, and it's ours as we blanked the original:

ExecStart={ path=/usr/sbin/sshd ; argv[]=/usr/sbin/sshd -4 -D $OPTIONS

See also

There's another method to making your own unit file changes, but it's messier.
Effectively, you write a complete unit file, changing the options you want, and you
place your new file in /etc/systemd/system/ before re-enabling the service. The
reason this works is because /etc/systemd/system/ has a higher precedence than
/usr/lib/systemd/system/ though you've now burdened yourself with
management of the whole service definition, instead of just the bits you want to
change.

Testing running services

In this section, we're going to look at three ways we can see whether a service is
actually running, once we've issued a start command.

We'll start with the built-in systemd way (systemct1) before moving to a generic
way (ps) and finally a simple way (telnet).

Getting ready

Connect to your centos1 VM. Install and start ht tpd if it's not already started.

We'll also install telnet for some basic port checking;:

$ sudo yum install -y httpd telnet
$ sudo systemctl enable —-—now httpd
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How to do it...
With systemd's built-in tool, we can check the status with the status option:

[vagrant@centosl ~]$ systemctl status httpd
® httpd.service - The Apache HTTP Server

Loaded: loaded (/usr/lib/systemd/system/httpd.service; enabled;
vendor preset: disabled)

Active: active (running) since Sun 2018-08-26 16:15:50 UTC; 5min
ago

Docs: man:httpd(8)

man:apachectl (8)
3578 (httpd)
"Total requests: 0; Current requests/sec: 0; Current
0 B/sec"
/system.slice/httpd.service
—3578 /usr/sbin/httpd -DFOREGROUND
—3579 /usr/sbin/httpd -DFOREGROUND
—3580 /usr/sbin/httpd -DFOREGROUND
—3581 /usr/sbin/httpd —-DFOREGROUND
—3582 /usr/sbin/httpd —-DFOREGROUND
L—3583 /usr/sbin/httpd -DFOREGROUND

Main PID:
Status:

traffic:
CGroup:

This is a good indication that things are fine, because systemd believes them to be. We
can also use the ps tool to try and determine whether our process has started:

[vagrant@centosl ~]$ ps aux | grep httpd

root 3578 0.0 1.0 224020 4996 ? Ss 16:15 0:00
/usr/sbin/httpd —-DFOREGROUND

apache 3579 0.0 0.5 224020 2948 ? ] 16:15 0:00
/usr/sbin/httpd —-DFOREGROUND

apache 3580 0.0 0.5 224020 2948 ? ] 16:15 0:00
/usr/sbin/httpd —-DFOREGROUND

apache 3581 0.0 0.5 224020 2948 ? ] 16:15 0:00
/usr/sbin/httpd —-DFOREGROUND

apache 3582 0.0 0.5 224020 2948 ? ] 16:15 0:00
/usr/sbin/httpd —-DFOREGROUND

apache 3583 0.0 0.5 224020 2948 ? ] 16:15 0:00
/usr/sbin/httpd —-DFOREGROUND
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We can see httpd running with a few processes.

Alternatively, we could try connecting to the port locally with telnet:

[vagrant@centosl ~]$ telnet 127.0.0.1 80
Trying 127.0.0.1...

Connected to 127.0.0.1.

Escape character is '“]'.

Though if your web server isn't running on localhost, or 80, this test is somewhat
pointless and will fail.

How it works...

We've covered three ways of checking whether a service is running. The first, and
arguably most robust, is to see whether the init system believes the service is up.

Our systemctl command reported an active, running state and gave us a time that
the service had started.

Next, we queried the system's process list to see whether we could find our server;
this works well as it could be the case that a misconfigured service file starts your
service, but isn't then aware of its state, hence believing it to be dead.

Lastly, we used telnet to try and connect to the port we thought the service might
be running on; this is the least intelligent way to check whether a service is running
locally, as it requires you to know specifics and telnet is rarely installed by default.

There's more...

To get information about open sockets on a system, you would use ss; see the earlier
section on ss for details on what commands you might use to determine used ports.

Writing a basic unit file

In this section, we're going to put together a unit file of our own. We're also going to
choose a location to save it and we're going to reboot our system to check if it works.
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How to do it...
We're going to again use Python's built-in web server, starting an instance using a
small unit file.

First, create the directory in which we're going to store our unit file:

$ sudo mkdir -p /usr/local/lib/systemd/system

Next, we're going to echo the following into a file called
pythonWebServer.service

$ sudo tee /usr/local/lib/systemd/system/pythonWebServer.service <<

HERE
[Unit]
Description=Python Web Server Example

[Service]
ExecStart=/usr/bin/python2.7 -m SimpleHTTPServer

[Install]
WantedBy=multi-user.target

HERE

This unit file is for demonstration purposes only, and should
absolutely not be used in production.

Now we can enable and start it:

$ sudo systemctl enable --now pythonWebServer

Created symlink from /etc/systemd/system/multi-
user.target .wants/pythonWebServer.service to
/usr/local/lib/systemd/system/pythonWebServer.service.

Check it's running with the status command:

$ systemctl status pythonWebServer.service
® pythonWebServer.service - Python Web Server Example

Loaded: loaded
(/usr/local/lib/systemd/system/pythonWebServer.service; enabled;
vendor preset: disabled)

Active: active (running) since Sun 2018-08-26 16:43:55 UTC;
Main PID: 3746 (python2.7)

CGroup: /system.slice/pythonWebServer.service

L—3746 /usr/bin/python2.7 -m SimpleHTTPServer

1s ago
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How it works...

All we've done here is create a local unit file for systemd to read and load.

In order to understand our path choice, try running the following on your system,
and see what's returned:

$ systemctl -—-no-pager show —-property=UnitPath

One of the options should be /usr/local/lib/systemd/system, which doesn't
exist at first, but does when we create it.

It's a good idea to use a path like this because, not only is there a good chance it's
empty, meaning you can logically separate your unit files from others, it's also
uncluttered (unlike the /etc/systemd/system/ directory).

We then placed a small example unit file in this directory, featuring the bare
minimum to make a functioning service file.

Once written, it's a simple case of enabling and starting our service.

There's more...

There're a couple of problems with what we've done here.

The first is that we've created a very static service file, which we can only change by
manipulating it directly. The second issue is that we've made a web server that, by
default, will list the contents of the root of our server, which I highly doubt you want:

$ curl localhost:8000

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 3.2 Final//EN"><html>
<title>Directory listing for /</title>
<body>

<h2>Directory listing for /</h2>

<hr>

<ul>

<li><a href="bin/">bin@</a>

<li><a href="boot/">boot/</a>

<li><a href="dev/">dev/</a>

<li><a href="etc/">etc/</a>

<li><a href="home/">home/</a>

<li><a href="1lib/">lib@</a>

<li><a href="1ib64/">1ib64Q@</a>

<li><a href="media/">media/</a>

<li><a href="mnt/">mnt/</a>
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<li><a href="opt/">opt/</a>
<li><a href="proc/">proc/</a>
<li><a href="root/">root/</a>
<li><a href="run/">run/</a>
<li><a href="sbin/">sbin@</a>
<li><a href="srv/">srv/</a>
<li><a href="sys/">sys/</a>
<li><a href="tmp/">tmp/</a>
<li><a href="usr/">usr/</a>
<li><a href="vagrant/">vagrant/</a>
<li><a href="var/">var/</a>
</ul>

<hr>

</body>

</html>

Let's address both of these issues, using what we've learned so far.

Open your new systemd unit file for editing, in your editor of choice, and populate it
with a few more options:

[Unit]

Description=Python Web Server Example
Documentation=man:python (1)
ConditionFileNotEmpty=/var/www/html/index.html
After=network.target

[Service]

Type=simple
EnvironmentFile=/etc/sysconfig/pythonWebServer
ExecStart=/usr/bin/python2.7 -m SimpleHTTPServer $PORT
Restart=always

WorkingDirectory=/var/www/html/

[Install]
WantedBy=multi-user.target

Note some we've used previously, and some new ones such as WorkingDIrectory=.

Next, populate /var/www/html/index.html:

$ sudo tee /var/www/html/index.html << HERE
This is a python web server.

Running at the behest of systemd.

Isn't that neat?

HERE
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And add an entry to our environment file:

$ sudo tee /etc/sysconfig/pythonWebServer <<HERE
PORT="8000"
HERE

Reload systemd's configuration:

$ sudo systemctl daemon-reload

And test with curl:

$ curl localhost:8000

This is a python web server.
Running at the behest of systemd.
Isn't that neat?

See also

There are so many different configuration options for systemd unit files; we've not
really scratched the surface here, and it could absolutely constitute a book in itself.

Read the relevant man pages, have a go at writing your own unit files, and report
back with your findings, you brave explorer.

Working with systemd timers (and cron)

The new kids on the block, and another component that systemd brought into its
gargantuan self, are systemd timers. Timers are another type of unit, only one that
acts as the instruction for when another unit is to trigger.

In the old world, you'd control periodic events on a system with cron, and this is still
widely used, but increasingly systemd timers are stealing that mantle away.

I say new but new is relative. Basically something can be in systemd
for years before it finally trickles into Debian or CentOS. If you want
the latest and greatest, run something like Fedora on a laptop.

In this section, we're going to look at existing cron and timer entries on our system,
before converting our Python server into a timer-triggered service.
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How to do it...

First, we're going to list existing periodic jobs on the system.

systemd timers

Starting with systemd timers, we're going to list what exists on our box by default:

$ systemctl --no-pager list-timers --all

NEXT LEFT LAST

PASSED UNIT ACTIVATES

Mon 2018-08-27 17:39:37 UTC 23h left Sun 2018-08-26 17:39:37 UTC
52min ago systemd-tmpfiles-clean.timer systemd-tmpfiles—-clean.service
n/a n/a n/a n/a
systemd-readahead—-done.timer systemd-readahead-done.service

2 timers listed.

Within this output, we can see two timers. The first is systemd-tmpfiles-
clean.timer and its action is to trigger systemd-tmpfiles-clean.service.

Running systemctl cat against this file shows us its timer configuration:

# /usr/lib/systemd/system/systemd-tmpfiles—-clean.timer

# This file is part of systemd.

#

# systemd is free software; you can redistribute it and/or modify it
# under the terms of the GNU Lesser General Public License as
published by

# the Free Software Foundation; either version 2.1 of the License, or
# (at your option) any later version.

[Unit]
Description=Daily Cleanup of Temporary Directories
Documentation=man:tmpfiles.d(5) man:systemd-tmpfiles (8)

[Timer]
OnBootSec=15min
OnUnitActiveSec=1d

Looking at the service file reveals what's actually run:

# /usr/lib/systemd/system/systemd-tmpfiles-clean.service
# This file is part of systemd.
#

# systemd is free software; you can redistribute it and/or modify it
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# wunder the terms of the GNU Lesser General Public License as
published by

# the Free Software Foundation; either version 2.1 of the License, or
# (at your option) any later version.

[Unit]

Description=Cleanup of Temporary Directories
Documentation=man:tmpfiles.d(5) man:systemd-tmpfiles (8)
DefaultDependencies=no

Conflicts=shutdown.target
After=systemd-readahead-collect.service systemd-readahead-
replay.service local-fs.target time-sync.target
Before=shutdown.target

[Service]

Type=oneshot
ExecStart=/usr/bin/systemd-tmpfiles —--clean
IOSchedulingClass=idle

Note that it's a oneshot service, meaning it's expected to exit after running.

From the previous information, we can tell when our timer has last run and when it's
next due to.

The second timer we can see, systemd-readahead-done.timer
and its companion service file, aren't active. This is denoted by the
n/a details in the various time fields. This service is used in non-
virtualized systems to log disk boot patterns, attempting to speed
up subsequent boots.

This makes timers much easier to read and work out when they last ran, compared to
cron.

cron

I'm not aware of an easy way to list information from cron; if you know of one,
please write to me and blow my mind.

cron, as we said previously, is a daemon for executing commands on a schedule. It's
still in wide use and there's many systems out there with a hybrid systemd
timers/cron setup.
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By default, cron features the following directories in /etc/:

cron.d/ cron.daily/ cron.hourly/ cron.monthly/ cron.weekly/

Within cron. d, we can see a single file named Ohourly, the contents of which are
copied in the following;:

cat Ohourly

# Run the hourly jobs

SHELL=/bin/bash
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root

01 * * * * root run-parts /etc/cron.hourly

And within the /etc/cron.hourly directory, we have only 0Oanacron:

#!/bin/sh

# Check whether Oanacron was run today already

if test -r /var/spool/anacron/cron.daily; then
day='cat /var/spool/anacron/cron.daily"

fi

if [ ‘date +%Y%m%d' = "$day" ]; then
exit O;

fi

# Do not run jobs when on battery power
if test -x /usr/bin/on_ac_power; then
/usr/bin/on_ac_power >/dev/null 2>&l
if test $? —-eq 1; then
exit O
fi
fi
/usr/sbin/anacron -s

Readable, this is not.

At a glance, it's awkward and fiddly to work out what jobs are running periodically
through cron, and you'll always get that one bodge-job that someone's written,
without any logging, that they forget about.

Chances are good you'll have cron screw you over at one point in your life, at least
until it goes away forever, so if you ever get unexpected behavior on your system,
stop and have a quick look through the cron directories for some indication of foul

play.
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You can get the specific cron logs from journalctl easily enough:

$ sudo journalctl -u crond

—- Logs begin at Sun 2018-08-26 17:24:36 UTC, end at Sun 2018-08-26
19:18:33 UTC

Aug 26 17:24:39 centosl systemd[1l]: Started Command Scheduler.

Aug 26 17:24:39 centosl systemd[1l]: Starting Command Scheduler...

Aug 26 17:24:39 centosl crond[579]: (CRON) INFO (RANDOM_DELAY will be
scaled wit

Aug 26 17:24:40 centosl crond[579]: (CRON) INFO (running with inotify
support)

How it works...

systemd timers are great; they also work very well, primarily because they're
inherently tied to the init and unit system that they're managing the time triggers for.

In a perfect world, I'd love to see all of the cron entries featured in CentOS and
Debian completely removed within their next release. The truth of the matter is cron
will probably be around for a long time, and systems such as FreeBSD will use it long
after the heat-death of the universe.

When we list timers, we're checking what systemd is aware of in terms of units it has
to trigger.

When we're sifting through cron logs and subdirectories, we're banging our heads
against a metaphorical desk in a vain effort to find that vague one-liner that's
constantly touching the file we're trying to delete.

There's more...

We're going to write our own timer unit, using the Python unit file from the last
example.

I would recommend starting by disabling the service if you've still got it running or
destroying the VM and writing it again, referring to the last section if necessary.

Let's start by adjusting our pythonWebServer. service file so that it looks like the
following;:
[Unit]

Description=Python Web Server Example
Documentation=man:python (1)
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ConditionFileNotEmpty=/var/www/html/index.html

[Service]

Type=simple
EnvironmentFile=/etc/sysconfig/pythonWebServer
ExecStart=/usr/bin/python2.7 -m SimpleHTTPServer $PORT
WorkingDirectory=/var/www/html/

Specifically, we've removed a few lines. Note the complete removal of the [Install]
section, as it's not needed when the timer is controlling the startup.

In the real world, this wouldn't be something permanent such as a
web server, it would usually be something small, such as a script to
open a web page on a wallboard somewhere or send a request to the
coffee machine to make you a latte.

Next, we're going to write a t imer file, putting it in the exact same place as our
service file:

$ sudo tee /usr/local/lib/systemd/system/pythonWebServer.timer << HERE
[Unit]
Description=Start python web server after a pause

[Timer]
OnBootSec=20s

[Install]
WantedBy=timers.target
HERE

Afterwards, we're going to reload systemd and enable the timer, but not the service:

$ sudo systemctl daemon-reload
$ sudo systemctl enable pythonWebServer.timer
Created symlink from

/etc/systemd/system/timers.target .wants/pythonWebServer.timer to
/usr/local/lib/systemd/system/pythonWebServer.timer.

Note the creation of symlink.

Let's reboot our box and see what happens. If you're quick, and you manage to run
systemctl list-timers before your ten seconds are up, you might see something
like the following:

$ systemctl --no-pager list-timers

NEXT LEFT LAST PASSED UNIT
ACTIVATES
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Sun 2018-08-26 19:43:48 UTC 9s left n/a n/a
pythonWebServer.timer pythonWebServer.service

Sun 2018-08-26 19:58:28 UTC 14min left n/a n/a systemd-tmpfiles-
clean.timer systemd-tmpfiles-clean.service

2 timers listed.
Pass —-—all to see loaded but inactive timers, too.

Running it again will show that the job has passed:

$ systemctl —--no-pager list-timers

NEXT LEFT LAST

PASSED UNIT ACTIVATES

Sun 2018-08-26 19:43:48 UTC 10s ago Sun 2018-08-26 19:43:56 UTC
3s ago pythonWebServer.timer pythonWebServer.service

Sun 2018-08-26 19:58:28 UTC 14min left n/a

n/a systemd-tmpfiles—-clean.timer systemd-tmpfiles—clean.service

2 timers listed.
Pass ——all to see loaded but inactive timers, too.

A quick curl will confirm our service is up:

$ curl localhost:8000

This is a python web server.
Running at the behest of systemd.
Isn't that neat?

See also

You can check the status of a systemd timer in the same way as any other unit.

Seen in the following is the output and command used to check the status of our
pythonWebServer.timer

$ systemctl status pythonWebServer.timer
@® pythonWebServer.timer - Start python web server after a pause
Loaded: loaded
(/usr/local/lib/systemd/system/pythonWebServer.timer; enabled; vendor
preset: disabled)
Active: active (running) since Sun 2018-08-26 19:43:30 UTC; 56s ago
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Other init systems

systemd might be the dominant init system in the Linux world, but there are others
that you'll still come across. At the time of writing, CentOS 6 is very much alive and
kicking, with its upstart core.

That's without going into the nitty-gritty of what the BSDs use and macOS to boot
(which I actually quite like).

some of which went out of support half a decade or longer ago. I

I have seen some absolutely ancient Debian installations in my time,
9 once worked out that a box I was SSH'd into, could legally drive.

Getting ready

Connect to both of your other VMs:

$ vagrant ssh centosé6
$ vagrant ssh debian7

How to do it...
We have two systems at play; CentOS 6 uses Upstart, and Debian 7 uses SysV init.

CentOS 6 and Upstart

In the old world, systemctl won't work:

$ systemctl
-bash: systemctl: command not found

What's also slightly annoying is that there's no upstart command.

Instead, Upstart is skinned to look like a typical init system. The main page even
lists it as such:

"init: Upstart process management daemon”

Instead of systemctl, we use service —-status-all:

$ service --status-all
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This gives you output similar to the following:

smartd is stopped
openssh—daemon (pid 1526) is running...
tuned (pid 1705) is running...

Confusingly, the service name might not be what you see. Take sshd as an example.
The previous command might lead you to believe that the daemon on this system is
called openssh-daemon, but that's incorrect; it's really sshd again:

$ sudo service openssh—-daemon
openssh—-daemon: unrecognized service

$ sudo service sshd status
openssh—daemon (pid 1526) is running...

Confused? I was the first time I saw this.

The other way to interact with services is to call them directly (as they're just a script
really):

$ sudo /etc/init.d/sshd status
openssh—daemon (pid 4725) is running...

Starting and stopping is very similar, but one thing that will catch you out is that
traditional init systems put the control command at the end of the line (unlike
systemd):

$ sudo service sshd stop

Stopping sshd: [ OK ]
$ sudo service sshd start
Starting sshd: [ OK 1]

Note the stop and start tacked on the end.

Disabling and enabling services is different too; on old CentOS systems, chkconfig
was your best friend:

$ chkconfig --list sshd
sshd 0:0ff 1l:0ff 2:0on 3:on 4:on 5:on
6:0ff

Note the concept of runlevels still existing, and that sshd starts in 2, 3, and 4.

We can disable this service with another chkconfig command:

$ sudo chkconfig sshd off
$ chkconfig —--list sshd
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sshd 0:0ff 1:0ff 2:0ff 3:0ff 4:0ff 5:0ff
6:0ff

And we enable it using on:

$ sudo chkconfig sshd on

$ chkconfig —--list sshd

sshd 0:0ff l:0ff 2:on 3:on 4:0on 5:on
6:0ff

Because we're working with runlevels, you can head to the rc* . d directories.
Specifically, we're going to drop into rc3.d for runlevel 3:

$ pwd

/etc/re3.d

$ runlevel
N 3

Within this directory, we're again dealing with symlinks. You'll find a list of all jobs
run at entry to runlevel 3.

One will be sshd (assuming you've not disabled it in the last step):

$ 1s -1 | grep ssh
lrwxrwxrwx. 1 root root 14 Aug 26 20:13 S55sshd -> ../init.d/sshd

Debian 7 and SysV init

Unlike CentOS 6, Debian 7 uses an older init system, its manual page lists it like so:
"init, telinit: process control initialization”

Again, we're dealing with PID 1 on the system—that much hasn't changed, only now
processes are primarily controlled by the /etc/inittab file.

Runlevels are again a major player, though we use a different command to discover
where we are (as a regular user, root still has access to the runlevel command, if
you want to use it):

$ who -r
run-level 2 2018-08-26 19:54 last=S
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As with upstart, the actual destination of our service files is the /etc/init.d/
directory:

$ 1s | grep ssh
ssh

This means that, like Upstart, we can manually interact with our service scripts:

$ /etc/init.d/ssh status
[ ok ] sshd is running.

The tool we used previously (chkconfig) can be installed on Debian 7, but by default
we use a tool called update-rc.d to control starting and stopping services at boot:

$ sudo update-rc.d ssh disable
update-rc.d: using dependency based boot sequencing

If you really want to use chkconfig, I won't shout at you:

vagrant@wheezy:~$ sudo chkconfig ssh off
vagrant@wheezy:~$ sudo chkconfig ssh

ssh off

vagrant@wheezy:~$ sudo chkconfig ssh on
vagrant@wheezy:~$ sudo chkconfig ssh

ssh on

How it works...

Both Upstart and traditional init systems rely on the /etc/init.d/ directory and
then the various rc directories to instruct them what to start at which runlevel:

rc0.d/ rel.d/ rec2.d/ re3.d/ rc4.d/ re5.d/ rc6.d/ resS.d/

Looking at Debian's inittab we can see the default runlevel as configured:

# The default runlevel.
id:2:initdefault:

So, we know we'll likely end up at runlevel 2, meaning we can check the services that
start at that runlevel.

The same can be said for Upstart, and on our CentOS system, we can see the default
is set to 3:

id:3:initdefault:
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Though it must be said, this is literally the only function that inittab serves on
Upstart systems.

There's more...

Honestly, there's a lot more to Upstart, and more to traditional init systems too,
but I would suggest that if you're going to be working with Linux and modern
systems, you should make learning systemd a priority.

If you're working on BSD systems, read up on their own init systems and how they
differ.

If you're working with old servers that you're unlikely to be allowed to turn off any
time soon, I'm sorry.

See also

There's good documentation on Upstart at http://upstart.ubuntu.com/cookbook/.

There're also good accounts, if you can find them from the corners of the internet,
detailing the events of the Debian Technical Committee vote on their new init
system.

Round-up - services and daemons

This section turned out a lot longer than I'd expected it to, but at the same time, I'm
glad that Ubuntu, CentOS, Red Hat, and Debian now share a single init system.

Had I been writing this book four years ago, I might well have given up at the start of
this section and gone climbing instead.

That said, it's over, and I hope you learned something about how systemd works in
the last few pages.

One last thing to note is that, despite systemd being in all the big players now, it still
has its critics, and you'll definitely come across the odd grumpy sysadmin who can't
let go of his bash-script driven systems. My advice in these cases is to smile and nod;
it's not worth it to get too involved—that or suggest they might like to give FreeBSD a
go instead?
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I have mixed memories of SysV and Upstart systems, most of them revolving around
hacking default bash scripts just to get dependencies working correctly with each
other. I do get slightly nostalgic when I log on to a system, discover it's running
Fedora Core 3, and I'm forced to remember everything I thought I'd forgotten about
SysV init.

systemd is here to stay, and I personally can't wait to see what it sucks into its
heaving mass next.

People might draw the line at systemd-kerneld though.
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Hardware and Disks

The following topics will be covered in this chapter:

¢ Determining hardware

e Testing hardware

e The role of the kernel

e Disk configuration on Linux

e The filesystem hierarchy

e Configuring a blank disk and mounting it
¢ Re-configuring a disk using LVM

e Using systemd-mount and fstab

¢ Disk encryption and working with encryption at rest
¢ Current filesystem formats

¢ Upcoming filesystem formats

Introduction

Your hardware doesn't care for you, like you might care for it.

Hardware is fickle, temperamental, unpredictable, and moody; disks, the rebellious
teenager of the hardware family, take this to the next level.

You will find yourself confused at some point in your career, baffled as to why
seemingly unrelated errors are occurring in disparate parts of your system. Your SSH
daemon might be randomly dying at odd points in a transfer, NTP might be drifting,
your database might be locking up, and all the while you're tearing your hair out
trying to find the cause.
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Hardware is usually the answer to these random issues (when it's not time, as we
discussed previously). A bad stick of memory can fail in weird and wonderful ways,
while a disk occasionally going read-only can mean sporadic and nighttime-
disrupting events that can be tempting to resolve with a particularly heavy hammer.

If you don't want to use the phrase "hit it with a hammer" in front of
your boss, the accepted nomenclature is "percussive maintenance."

When hardware goes bad, there's no recourse other than to replace it. Gone are the
days when we'd solder and fix components ourselves, as it's simply not a viable
solution, nor is it cost-effective.

At some point, you'll discover yourself crouched over an open server in a data center,
scratching your head at the rows of DIMMs and a RAID10 array of disks, trying to
determine which one is faulty so that you can swap it out and place the old one in a
grinder, for your own peace of mind.

We spell storage disks such as hard drives with a k, and optical-type
discs with a c.

In this chapter, we'll look at ways of identifying specific hardware, as well as some
simple troubleshooting steps for finding bad memory. Coupled with this, we'll work
through adding new disks to systems and how you might configure them once
installed.

Technical requirements

For this chapter, we're going to use the following Vagrant file, featuring two
additional disks:

# —*- mode: ruby -*-
# vi: set ft=ruby :

Vagrant.configure ("2") do |config]

config.vm.define "centosl" do |centosl|
centosl.vm.box = "centos/7"
centosl.vm.box_version = "1804.02"
centosl.vm.provider "virtualbox" do |vbcustom|

[241]



Hardware and Disks Chapter 5

unless File.exist? ('centosl.additional.vdi')

vbcustom.customize ['createhd', '-—-filename',
'centosl.additional.vdi', '—--size', 2 * 1024]
end
vbcustom.customize ['storageattach', :id, '—--storagectl', 'IDE',
'-—port', 0, '—--device', 1, '—--type', 'hdd', '--medium',

'centosl.additional.vdi']

unless File.exist? ('centosl.additional2.vdi')

vbcustom.customize ['createhd', '-—-filename',
'centosl.additional2.vdi', '—-size', 2 * 1024]
end
vbcustom.customize ['storageattach', :id, '—--storagectl', 'IDE',
'-—port', 1, '--device', 1, '—--type', 'hdd', '--medium',

'centosl.additional2.vdi']

end
end

end

The extra disks defined here will be created in the local directory
you're running Vagrant from, make sure you have enough space.

Determining hardware

In the first chapter, we used dmidecode and other tooling to work out if we were in a
VM or not; here, we're going to go a bit further and try to determine what hardware
we might be running in a system, from the disk IDs to the type of graphics card in
use.

Getting ready

Connect to your Vagrant VM and install some of the extra tools we're going to use:

$ vagrant ssh
$ sudo yum install -y pciutils usbutils
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How to do it...

We're going to pick through a few different methods for determining the hardware a
system is running; even if you don't have access to the internet, you should be able to
determine some basic information using default tools.

Ispci
The tool we installed from the pciutils suite, 1spci, is a good way to list your
collective PCI devices, without a lot of extra noise.

If we just run 1spci, we get a list of devices and their IDs:

00:00.0 Host bridge: Intel Corporation 440FX - 82441FX PMC [Natoma]

(rev 02)

00:01.0 ISA bridge: Intel Corporation 82371SB PIIX3 ISA [Natoma/Triton
IT]

00:01.1 IDE interface: Intel Corporation 82371AB/EB/MB PIIX4 IDE (rev
01)

00:02.0 VGA compatible controller: InnoTek Systemberatung GmbH
VirtualBox Graphics Adapter

00:03.0 Ethernet controller: Intel Corporation 82540EM Gigabit
Ethernet Controller (rev 02)

00:04.0 System peripheral: InnoTek Systemberatung GmbH VirtualBox
Guest Service

00:05.0 Multimedia audio controller: Intel Corporation 82801AA AC'97
Audio Controller (rev 01)

00:07.0 Bridge: Intel Corporation 82371AB/EB/MB PIIX4 ACPI (rev 08)

What we can see in the previous list are the devices in our system. They've actually
had their numeric IDs translated into a human-readable format.

If you want to list the IDs alone, you can use the —n flag:

$ 1spci -n

00:00.0 0600: 8086:1237 (rev 02)
00:01.0 0601: 8086:7000

00:01.1 0101: 8086:7111 (rev 01)
00:02.0 0300: 80ee:beef

00:03.0 0200: 8086:100e (rev 02)
00:04.0 0880: 80ee:cafe

00:05.0 0401: 8086:2415 (rev 01)
00:07.0 0680: 8086:7113 (rev 08)
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Or if you want both, use -nn:

$ lspci —-nn

00:00.0 Host bridge [0600]: Intel Corporation 440FX - 82441FX PMC
[Natoma] [8086:1237] (rev 02)

00:01.0 ISA bridge [0601]: Intel Corporation 82371SB PIIX3 ISA
[Natoma/Triton II] [8086:7000]

00:01.1 IDE interface [0101]: Intel Corporation 82371AB/EB/MB PIIX4
IDE [8086:7111] (rev 01)

00:02.0 VGA compatible controller [0300]: InnoTek Systemberatung GmbH
VirtualBox Graphics Adapter [80ee:beef]

00:03.0 Ethernet controller [0200]: Intel Corporation 82540EM Gigabit
Ethernet Controller [8086:100e] (rev 02)

00:04.0 System peripheral [0880]: InnoTek Systemberatung GmbH
VirtualBox Guest Service [80ee:cafe]

00:05.0 Multimedia audio controller [0401]: Intel Corporation 82801AA
AC'97 Audio Controller [8086:2415] (rev 01)

00:07.0 Bridge [0680]: Intel Corporation 82371AB/EB/MB PIIX4 ACPI
[8086:7113] (rev 08)

In this list, we can see a few friendly descriptions to help us—things such
as Ethernet controller, VGA compatible controller,and IDE interface, to
name a few.

At a glance, you should get a good understanding of which device does what, thanks
to the hard work of the people who keep the PCI ID repository up to date: http://

pci-ids.ucw.cz/.

Even better than listing the devices in our system, we can also list the kernel drive
that's handling the device with —k.

In the following snippet, we can see that the Ethernet controller is being managed by
the kernel driver, e1000:

$ 1spci -k

00:00.0 Host bridge: Intel Corporation 440FX - 82441FX PMC [Natoma]
(rev 02)

00:01.0 ISA bridge: Intel Corporation 82371SB PIIX3 ISA [Natoma/Triton
II]

00:01.1 IDE interface: Intel Corporation 82371AB/EB/MB PIIX4 IDE (rev
01)

Kernel driver in use: ata_piix

Kernel modules: ata_piix, pata_acpi, ata_generic
00:02.0 VGA compatible controller: InnoTek Systemberatung GmbH
VirtualBox Graphics Adapter
00:03.0 Ethernet controller: Intel Corporation 82540EM Gigabit
Ethernet Controller (rev 02)
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Subsystem: Intel Corporation PRO/1000 MT Desktop Adapter
Kernel driver in use: el000
Kernel modules: 1000
00:04.0 System peripheral: InnoTek Systemberatung GmbH VirtualBox
Guest Service
00:05.0 Multimedia audio controller: Intel Corporation 82801AA AC'97
Audio Controller (rev 01)
Subsystem: Intel Corporation Device 0000
Kernel driver in use: snd_intel8x0
Kernel modules: snd_intel8x0
00:07.0 Bridge: Intel Corporation 82371AB/EB/MB PIIX4 ACPI (rev 08)
Kernel driver in use: piix4_smbus
Kernel modules: i2c_piix4

The name of the kernel driver and the actual hardware won't always
be obvious, which is what makes tools such as 1spci so handy.

In modern machines, you might see more than one PCI bus, with devices connected
to it; it just so happens that our VM only utilizes one bus for all of its devices.

This means that the tree view is very flat:

$ 1spci -t

-[0000:00]—-+-00.
+-01.
+-01.
+-02.
+-03.
+-04.
+-05.
\-07.

Oo0oOoookr oo

However, when we run 1spci against a physical machine (in this case, my laptop),
the tree view can have more branches:

$ 1lspci -t

-[0000:00]-+-00.
+-02.
+-04.
+-14.
+-14.
+-15.
+-15.
+-16.
+-1c.

OOPFrPONMOOOO

-[01-39]-——-00.0-[02-39]-—+-00.0-[03]—
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| +-01.0-[04-38]—--

| \-02.0-[39]----00.0
+-1c.4-[3a]-——-00.0

+-1c.5-[3b]-——--00.0

+-1d.0-[3c]-——--00.0

+-1f£.
+-1f£.
+-1f£.
\-1f£.

o WD o

If you can't see a device you know to be there (a graphics card say),
it could be a few things: maybe the device is disabled in the BIOS or
the card itself is dead. Try some basic troubleshooting such as
checking the BIOS/UEFI configuration or flipping the card to a
different slot.

There's also 1susb for USB devices. This can be handy if you're using something like
a USB Ethernet device. In the following example, you can see that the box I'm
connected to (a Raspberry Pi) has its network port on the USB bus:

$ lsusb
Bus 001 Device 003: ID 0424:ec00 Standard Microsystems Corp.
SMSC9512/9514 Fast Ethernet Adapter

Ishw

A particularly useful program, 1shw has the built-in ability to output your hardware
tree as JSON, XML, HTML, and presumably more as they're developed.

By default, the output of 1shw is very verbose, but should look something like the
following;:

$ sudo lshw
localhost.localdomain
description: Computer
product: VirtualBox
vendor: innotek GmbH
version: 1.2
serial: O
width: 64 bits
capabilities: smbios-2.5 dmi-2.5 vsyscall32
<SNIP>
*—pnp00:00
product: PnP device PNP0303
physical id: 3
capabilities: pnp
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configuration: driver=i8042 kbd

*—pnp00:01

product: PnP device PNP0£f03
physical id: 4
capabilities: pnp

configuration: driver=i8042 aux

I tend to find that at-a-glance solutions can work better a lot of the time. So, with that
in mind, let's take a look at the —~short option's output:

$ sudo lshw -short

H/W path Device Class Description

system VirtualBox
/0 bus VirtualBox
/0/0 memory 128KiB BIOS
/0/1 memory 512MiB System memory
/0/2 processor Intel (R) Core(TM) i7-7500U
CPU @ 2.70GHz
/0/100 bridge 440FX - 82441FX PMC
[Natoma]
/0/100/1 bridge 82371SB PIIX3 ISA
[Natoma/Triton II]
/0/100/1.1 scsil storage 82371AB/EB/MB PIIX4 IDE
/0/100/1.1/0.0.0 /dev/sda disk 42GB VBOX HARDDISK
/0/100/1.1/0.0.0/1 /dev/sdal volume 1IMiB Linux filesystem
partition
/0/100/1.1/0.0.0/2 volume 1GiB Linux filesystem
partition
/0/100/1.1/0.0.0/3 /dev/sda3 volume 38GiB Linux LVM Physical
Volume partition
/0/100/1.1/0 /dev/sdb disk 2147MB VBOX HARDDISK
/0/100/1.1/1 /dev/sdc disk 2147MB VBOX HARDDISK
/0/100/2 display VirtualBox Graphics Adapter
/0/100/3 eth0 network 82540EM Gigabit Ethernet
Controller
/0/100/4 generic VirtualBox Guest Service
/0/100/5 multimedia 82801AA AC'97 Audio
Controller
/0/100/7 bridge 82371AB/EB/MB PIIX4 ACPI
/0/3 input PnP device PNP0303
/0/4 input PnP device PNPO£03

This is much easier to read and means that, at a glance, you can see that the system
has three disks, one network device, and 512MiB of system memory.
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As we saw in Chapter 1, Introduction and Environment Setup, you can also select a
class output with -c, shown again here with our network device:

$ sudo lshw —c network
*-network

description: Ethernet interface

product: 82540EM Gigabit Ethernet Controller

vendor: Intel Corporation

physical id: 3

bus info: pci@0000:00:03.0

logical name: ethO

version: 02

serial: 52:54:00:c9:c7:04

size: 1Gbit/s

capacity: 1Gbit/s

width: 32 bits

clock: 66MHz

capabilities: pm pcix bus_master cap_list ethernet physical tp
10bt 10bt-£fd 100bt 100bt-fd 1000bt-fd autonegotiation

configuration: autonegotiation=on broadcast=yes driver=el000
driverversion=7.3.21-k8-NAPI duplex=full ip=10.0.2.15 latency=64
link=yes mingnt=255 multicast=yes port=twisted pair speed=1Gbit/s

resources: irq:19 memory:£0000000-£f001ffff ioport:d010 (size=8)

From this output, we can see a lot of pertinent information, such as the capacity of the
network device (1Gbit/s), as well as the capabilities of the device.

We can even see its specific configuration, which is useful for potential changes you
might want to make.

If you want to see the actual numeric IDs, you can add —numeric to your command:

$ sudo lshw -c network -numeric
*—network

description: Ethernet interface
product: 82540EM Gigabit Ethernet Controller [8086:100E]
vendor: Intel Corporation [8086]
physical id: 3
bus info: pci@0000:00:03.0
logical name: ethO
version: 02
serial: 52:54:00:c9:c7:04
size: 1Gbit/s
capacity: 1Gbit/s
width: 32 bits
clock: 66MHz
capabilities: pm pcix bus_master cap_list ethernet physical tp
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10bt 10bt-fd 100bt 100bt-fd 1000bt-fd autonegotiation
configuration: autonegotiation=on broadcast=yes driver=e1000
driverversion=7.3.21-k8-NAPI duplex=full ip=10.0.2.15 latency=64
link=yes mingnt=255 multicast=yes port=twisted pair speed=1Gbit/s
resources: irqg:19 memory:f0000000-£f001ffff ioport:d010 (size=8)

Iproc

/proc is the process information pseudo-filesystem found on most Linux systems
(but not the BSDs).

It is the readable interface-to-kernel data structure, with some files that are writable,
allowing for on-the-fly changes to be made to your running kernel.

Some useful files within this directory are the likes of /proc/cpuinfo, which, when
queried, gives you all of the information the kernel knows about your CPU:

$ cat /proc/cpuinfo

processor : 0

vendor_id : Genuinelntel

cpu family H )

model : 142

model name : Intel(R) Core(TM) i7-7500U CPU @ 2.70GHz
stepping : 9

cpu MHz : 2904.000

cache size : 4096 KB

physical id : 0

siblings 01

core id : 0

cpu cores : 1

apicid : 0

initial apicid : 0

fpu . yes

fpu_exception . yes

cpuid level : 22

wp 1 yes

flags : fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge

mca cmov pat pse36 clflush mmx fxsr sse sse2 syscall nx rdtscp 1lm
constant_tsc rep_good nopl xtopology nonstop_tsc pni pclmulqdq monitor
ssse3 cx16 pcid ssed_1 ssed_2 x2apic movbe popcnt aes xsave avx rdrand
hypervisor lahf_lm abm 3dnowprefetch fsgsbase avx2 invpcid rdseed

clflushopt

bogomips : 5808.00
clflush size : 64
cache_alignment : 64

[249]



Hardware and Disks Chapter 5

address sizes : 39 bits physical, 48 bits virtual
power management:

It also gives you a processor number, meaning that if you want a quick count of
processors in your system (being used), you can list them with a short command and
some piping.

Here, we're dumping the file, looking for the word processor, and then counting the
lines. It's not the most foolproof system, but it's handy in a pinch:

$ grep —-c "processor" /proc/cpuinfo
1

Another handy file to be aware of is /proc/meminfo for a complete dump of
everything the system knows about your memory:

$ cat /proc/meminfo

MemTotal: 499428 kB
MemFree: 66164 kB
MemAvailable: 397320 kB
Buffers: 2140 kB
Cached: 324952 kB
SwapCached: 0 kB
Active: 222104 kB
Inactive: 142044 kB
Active (anon) : 12764 kB
Inactive (anon) : 28916 kB
Active (file) : 209340 kB
Inactive (file): 113128 kB
Unevictable: 0 kB
Mlocked: 0 kB
SwapTotal: 1572860 kB
SwapFree: 1572860 kB
Dirty: 0 kB
Writeback: 0 kB
AnonPages: 37100 kB
Mapped: 22844 kB
Shmem: 4624 kB
Slab: 44216 kB
SReclaimable: 21800 kB
SUnreclaim: 22416 kB
KernelStack: 1728 kB
PageTables: 4200 kB
NFS_Unstable: 0 kB
Bounce: 0 kB
WritebackTmp: 0 kB
CommitLimit: 1822572 kB
Committed_AS: 302040 kB
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VmallocTotal: 34359738367 kB
VmallocUsed: 4744 kB
VmallocChunk: 34359730812 kB
HardwareCorrupted: 0 kB
AnonHugePages: 0 kB
CmaTotal: 0 kB
CmaFree: 0 kB
HugePages_Total: 0
HugePages_Free: 0
HugePages_Rsvd: 0
HugePages_Surp: 0
Hugepagesize: 2048 kB
DirectMap4k: 49088 kB
DirectMap2M: 475136 kB

Isys

The /proc filesystem is pretty sprawling and vast; check out the
manual page for proc if you get a spare moment—you won't regret
it in a hurry (you might regret it later).

/sys or sysf£s is a filesystem for exporting kernel objects (according to its manual
page), which means it's another filesystem for accessing kernel information (like

/proc).

It can be very useful in scripts for doing things such as listing discovered block

devices:

$ 1s -1 /sys/block
total O

lrwxrwxrwx. 1 root root 0 Sep 2 12:29 dm-0 —>
../devices/virtual/block/dm-0

lrwxrwxrwx. 1 root root 0 Sep 2 12:29 dm-1 ->
../devices/virtual/block/dm-1

lrwxrwxrwx. 1 root root 0 Sep 2 12:29 sda —>
../devices/pci0000:00/0000:00:01.1/atal/host0/target0:0:0/0:0:0:0/bloc

k/sda

lrwxrwxrwx. 1 root root 0 Sep 2 12:29 sdb —->
../devices/pci0000:00/0000:00:01.1/atal/host0/target0:0:1/0:0:1:0/bloc

k/sdb

lrwxrwxrwx. 1 root root 0 Sep 2 12:29 sdc —->
../devices/pci0000:00/0000:00:01.1/ata2/hostl/targetl1:0:1/1:0:1:0/bloc

k/sdc
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It can also be useful for finding the device IDs of an individual component (if you
don't have 1shw or 1spci handy, for example).

In the following example, I've listed the vendor and device IDs of the eth0 device:

$ cat /sys/class/net/eth0/device/vendor
0x8086
$ cat /sys/class/net/ethO/device/device
0x100e

With this information, I can check the details against a list of devices. I chose to check
out the PCI ID repository, where I learned that the vendor ID belongs to the Intel
Corporation and the device ID translates to 82540EM Gigabit Ethernet Controller.

There's a lot more to /sys outside the hardware realm, and it can be
a good idea to research the filesystem in more depth. The manual
page (5) for sysfs is a debatable must.

dmesg (and the kernel logs)

dmesg is a way to print or control the kernel ring buffer according to its manual but,
to you and me, it's a great way to quickly see if your hardware was detected by the
kernel as it's initialized.

Running dmesg will print to stdout, so it's handy to pipe it into less:

$ dmesg | less

Once done, you should be able to search for specific strings. Continuing with our
theme, we're going to look for Intel and see what's loaded:

[ 2.221242] e1000: Intel(R) PRO/1000 Network Driver - version
7.3.21-k8-NAPI

If we look for ATA, we can also see our disks being detected:

.940242] ata2.01: ATA-6: VBOX HARDDISK, 1.0, max UDMA/133
.940248] ata2.01: 4194304 sectors, multi 128: LBA
.940807] atal.00: ATA-6: VBOX HARDDISK, 1.0, max UDMA/133
.940810] atal.00: 83886080 sectors, multi 128: LBA
.940815] atal.01: ATA-6: VBOX HARDDISK, 1.0, max UDMA/133
.940817] atal.0l1l: 4194304 sectors, multi 128: LBA

e e e s R
O O0OO0OO0OOoOo
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There's even a -T option, to give you human-readable timestamps, which can be
especially useful, as shown in the following against our IDE (PATA) controllers:

[Sun Sep 2 12:29:08 2018] atal: PATA max UDMA/33 cmd 0x1f0 ctl 0x3f6
bmdma 0xd000 irqg 14
[Sun Sep 2 12:29:08 2018] ata2: PATA max UDMA/33 cmd 0x170 ctl 0x376
bmdma 0xd008 irqg 15

dmidecode

Another noisy-but-favorite tool from chapter 1, Introduction and Environment setup,
dmidecode decodes the DMI table.

We used it to check for virtual hardware initially, but on a non-virtual machine, it can
be more useful.

Compare the following -t processor dumps:

$ sudo dmidecode -t processor
# dmidecode 3.0

Getting SMBIOS data from sysfs.
SMBIOS 2.5 present.

Note the stark emptiness on our virtual machine, compared with the example from
my laptop:

$ sudo dmidecode -t processor
# dmidecode 3.1

Getting SMBIOS data from sysfs.
SMBIOS 3.0.0 present.

Handle 0x003F, DMI type 4, 48 bytes
Processor Information
Socket Designation: U3E1l
Type: Central Processor
Family: Core i7
Manufacturer: Intel (R) Corporation
ID: E9 06 08 00 FF FB EB BF
Signature: Type 0, Family 6, Model 142, Stepping 9
Flags:
<SNIP>
Core Count: 2
Core Enabled: 2
Thread Count: 4
Characteristics:
64-bit capable
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Multi-Core
Hardware Thread
Execute Protection

Enhanced Virtualization
Power/Performance Control

What this serves to show is that, in some scenarios, more information might be
gleaned from a physical machine than a virtual one.

The same can be said in reverse: if someone is doing everything in

fact.

/dev

their power to obfuscate what hardware is running from you, firstly
you should suspect you're running on a VM, and then secondly you
should wonder why they're going to such great lengths to hide that

If T had to choose a favorite pseudo-filesystems, I would be one odd individual,
but if you forced me, it would probably be /dev.

This isn't because of some love for the word dev or some affinity for its overuse, but
rather because I find myself inside it so often.

As with all of the pseudo-filesystems, they're transient and
temporary (tmpfs). Don't do as I once saw a colleague do and store
things in them, because the moment you reboot your box: poof, your

files are gone.

On the surface, /dev looks messy:

$ 1s /dev/

autofs hugepages
tty49 tty7 vecs6
block hwrng
tty5 tty8 vcsa
bsg initetl
tty50 tty9 vesal
btrfs—control input
tty51 ttyso vecsa2
char kmsg
tty52 ttys1 vcsa3
console log
tty53 ttys2 vcsad

core

tty54 ttys3

loop—-control
vcsab
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port
PPP
ptmx
pts
random
raw

rtc

shm
snapshot
snd
stderr
stdin
stdout

tty

ttyl8
ttylo
tty2
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